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Executive Summary

EXECUTIVE SUMMARY

International cyber capacity building (CCB) projects involve countries, companies and organisations
helping each other across borders to develop functioning and accountable institutions that respond
effectively to cybercrime and to strengthen a country’s cyber resilience. These projects take many
forms, such as advising government teams that respond to national cybersecurity incidents, help-
ing countries design and run public awareness campaigns about staying safe online and training
police to investigate cybercrime.

This report identifies four trends in cyber capacity building and extrapolates their development to
explore four potential scenarios that can inform capacity builders’ strategic decision making.

Trend 1: The field of cyber capacity building is growing.

The field of cyber capacity building started relatively recently, in the 1990s to 2000s, and is now
estimated to include at least 250 projects a year. This growth has been driven by some of the field’s
early funders increasing their investment and by new donors starting to contribute. The number of
countries and organisations involved in capacity building is also growing, and almost all countries
have been involved with at least one project. Separately, the field is also deepening in terms of the
range of issues it tackles. It began with a focus on cybercrime, but has added incident response,
protecting critical national infrastructure, strategic planning, public awareness, skills for the work-
force, diplomacy and more. Programme teams are beginning to include digital issues within their
remits that blur the boundaries of cyber capacity building.

Trend 2: The gap between aspirations for coordination and its implementation is growing.

The principle that coordination is necessary and important has been established in at least two key
international agreements. Coordination in practice is improving, but slowly and intermittently. The
gap between aspirations and implementation persists, leading to frustration in the CCB community.
Competition for funding is a barrier to coordination, and programme teams do not have sufficient
time to devote to it or to monitor projects on the ground, where the problems arise. The Global Fo-
rum on Cyber Expertise (GFCE) is currently the sole multistakeholder forum dedicated to supporting
coordination, but its effectiveness is constrained by its reliance on voluntary contributions from its
members. New proposals — such as the Programme of Action (PoA) at the United Nations — also
highlight the need to strengthen coordination.
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Trend 3: More communities of practice are using CCB to pursue distinct aims.

Cybersecurity developed in parallel within different parent communities, including criminal justice,
technical incident response, foreign policy, defence, development cooperation, civil society and the
private sector. Each has their own culture and aims. In the early years, they did not think of their
projects as ‘cyber capacity building’. However, as it became clear that this was a new area of in-
ternational cooperation, it became recognized as its own field. A core community of cyber capacity
building emerged, with members coming from those parts of the parent communities working on
relevant projects. Nonetheless, each parent community still has its own aims and culture when run-
ning projects, and a new narrative, culture and set of shared aims for cyber capacity building has
yet to emerge. This fragmentation is a challenge to having a coordinated approach and pulling in
the same direction.

Trend 4. Cyber capacity building is gradually professionalising.

The growing maturity of CCB as a field of development cooperation is leading to greater profession-
alisation across this policy area. The field is increasingly applying lessons from the development
community by running longer projects. The average project is also tackling more issues. Programme
teams overseeing projects are expanding and bringing in new staff specialised in project man-
agement (e.g. grant issuing and monitoring processes, impact evaluation) or specific issues (e.g.
cybersecurity, economics). There is also a renewed interest in strengthening evidence-based deci-
sion making in CCB, including through a GFCE Research Agenda. Finally, the approach to delivering
projects is shifting from flying international advisors in and out of a country for short visits to other
methods, such as hiring local staff, embedding international staff for longer periods and remote
delivery. Remotely delivered training has been essential during the pandemic, with mixed feedback
on effectiveness.

Recognising the potential impact of these trends, this report proposes four scenarios for potential
directions cyber capacity building could take in the next ten years. It takes account of global meg-
atrends including the shift of power away from states, the rise of the global East and South and
the impact of the fourth industrial revolution.

Scenario 1: Siloed Stagnation. There is little new investment in cyber capacity building and
weak coordination. This results in negligible change in other trends and the field looks much as it
does today, grappling with the same challenges and having the same conversations.

Scenario 2: Frustrated Coordination. The CCB field does not grow any faster, but more effort
is put into improving coordination. This leads to better projects and is a sign of more efforts aimed
at professionalisation. However, the shortage of funding leads to frustration, as the extra coordi-
nation is done through volunteer activity and increased effort is not matched by additional donor
investment.
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Scenario 3: Resourced Fragmentation. The CCB field sees considerable growth in investment,
but little improvement in coordination. The investment comes from deeper engagement in CCB by
a range of communities, but primarily by those concerned with defence and stability. The level of
coordination in this scenario is low because these communities work in silos, pursuing their own
goals. All parent communities increase investment to protect their own work and interests, but
with little coordination between communities and countries, except close allies. Projects cluster in
a few countries considered critical for security or political reasons.

Scenario 4: Collaborative Transformation. Concern about issues of digital equity and safety
in lower income countries and groups fuels increased investment to achieve positive, resilient dig-
ital development outcomes. Several politicians, philanthropists and global activists champion this
cause. The investment drives improved professionalisation and a wide range of parent communi-
ties engage more deeply in this positive agenda. The level of coordination is high, facilitated by
transparency about projects and globally agreed upon principles and goals for the field.

We conclude with recommendations for the field based upon each trend. These address three
main stakeholder groups: the EU, which commissioned this research; the broad international cyber
capacity building community of actors engaging in CCB projects; and the Global Forum on Cyber
Expertise (GFCE), as the leading global coordination and knowledge exchange platform on CCB.
Our recommendations provide actionable steps that would continue and accelerate the trend of
professionalisation our report describes, while narrowing the gap between the field’s aspirations
for coordination and its patchy implementation. If applied, they would help shift the field of cyber
capacity building from its current state of forming and storming to the more mature phases of
norming and performing.

We conclude with recommendations addressed to three main stakeholder groups: the EU, which
commissioned this research; the broad international cyber capacity building community of actors
engaging in CCB projects; and the GFCE, as the leading global coordination and knowledge ex-
change platform on CCB.

Recommendations for the EU: The EU should build on its CCB successes and lessons to date to
develop a strategic, harmonised narrative for CCB that reflects on its different institutional priorities
(such as development, security, digitalisation, trade), identifies where the EU best adds value within
the growing range of actors, and defines criteria for its investment priorities both in terms of the-
matic and geographic areas. This process should go hand in hand with an analysis of the available
financing streams and how these can be maximised to enable efficient and scalable CCB program-
ming, in particular relating to mainstreaming cybersecurity across digital transformation initiatives
and to establishing synergies with sectorial infrastructure projects. Given the EU’s complex institu-
tional architecture, the report calls for a concerted effort to improve internal coordination amongst
EU services and institutions as well as with Member States. To maintain a leadership role in the
global CCB ecosystem, the EU should support further professionalisation of projects such as the EU
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CyberNet and strengthen global coordination efforts, including through the GFCE. Finally, further
investment in knowledge tools and training of staff will be needed to improve the understanding
and use of CCB in the EU’s external cooperation programming.

Recommendations for the cyber capacity building community: All organisations in the cy-
ber capacity building community should prepare for the continued growth of the field by using
approaches that can scale and by setting suitably ambitious goals. For example, the community
should consider agreeing a global goal that all countries have in place basic, foundational cyber
capacities by a certain date, receiving CCB assistance if they need it. To maintain the current rate of
growth the community should better connect with parent communities, especially the development
cooperation community, that are better resourced and could help scale CCB. Funding research and
sharing project evaluations to build an evidence base of impact and lessons would support this.
As the field continues to grow, coordination will become ever more important. Better coordination
could be achieved by organisations improving their own internal information sharing, supporting
processes for international coordination such as the GFCE and making better use of in-country
coordination efforts in partnership with host governments. This will be part of a broader process
of professionalisation that requires expanding CCB teams, bringing in specialist staff and making
time for training.

Recommendations for the GFCE: The GFCE should enable the EU and the wider cyber capacity
building community in achieving their goals and implementing the recommendations above. It
should prepare for the continued growth of CCB with an onboarding process that helps organisa-
tions that are new to this field, or to the GFCE, quickly connect with others and understand where
they can best contribute to and benefit from the network. The GFCE was the first organisation to
propose global principles of CCB and it should build upon this by supporting the development of
global CCB goals. Such goals and raised ambitions should be informed by research into the need for
CCB, its cost and its impact, which the GFCE’s Research Agenda can support. The 2022 GFCE Annual
Conference with the World Bank, the World Economic Forum and the Cyber Peace Institute is a key
opportunity to better connect CCB with the development community and the private sector. Last,
but not least, supporting coordination and sharing knowledge amongst CCB practitioners should
remain the GFCE’s priority, notably by strengthening the regional liaisons and hubs, piloting local
coordination networks in a few priority countries and sustaining the expansion of the Cybil Portal.

These recommendations together with more detailed proposals made throughout this report pro-
vide actionable steps that would accelerate the trends of growth and professionalisation, while
narrowing the gap between the field’s aspirations for coordination and its patchy implementation.
If applied, they would help shift the field of cyber capacity building from its current start-up phase
to being an established field of international activity and digital transformation.
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METHODOLOGY

INFORMATION SOURCES AND CODING

This report is based on primary and secondary sources of data and information. We collected pri-
mary data through two workshops (‘focus group sessions’) held on 16 November 2020 with 19
key individuals involved in international cyber capacity building and through 59 semi-structured
interviews (see list in Annex 1). Within the constraints of information sensitivity, we also drew
upon our own experience in relevant roles: Nayia Barmpaliou was the Cyber and Organised Crime
Programme Manager/Policy Coordinator at the European Commission’s Directorate-General for In-
ternational Cooperation and Development from 2013 to 2018; Robert Collett was the Head of the
UK’s National Cyber Security Programme - International from 2016 to 2019 and Senior Advisor
and UK Liaison to the GFCE from 2019 to 2020. Secondary data was collected in three ways:
a search of the Cybil Portal of cyber capacity building projects and resources; a structured docu-
ment search using article databases; and a search of grey literature — press releases, blogs, project
and organisation websites, news articles, event reports and documentation — using an unstructured
snowballing approach using web search engines.

We coded the qualitative data from the focus groups, interviews and structured document search
of article databases using coding tags based upon a trends framework. We developed the first,
a priori iteration of our trends framework deductively using our own experience. We then refined
the framework inductively using the themes emerging from the data.

We coded the quantitative data on projects using the four pillars of national cyber capacity in the
EU’s Operational Guidance: strategic frameworks; criminal justice; incident and crisis management;
and cyber hygiene and awareness (European Commission et al. 2018). We created a fifth pillar
- ‘other’ - for projects not captured by the first four. Our interpretation of the correspondence be-
tween the EU’s four-pillar framework and other common frameworks - those of the GFCE, US and
UK- is shown in Figure 1.

For the trends analysis, we triangulated the findings from the interviews and focus groups, the data
from the document search and the project information from the Cybil Portal and open source search.

When identifying whether a country had a cybersecurity strategy, national incident response team
or cyber legislation we referenced the Cyber Policy Portal of the United Nations Institute for Dis-
armament Research (UNIDIR). If we found conflicting information from other sources, we cross
referenced against other relevant databases ' and government websites.

To generate scenarios from the trends, we used an approach recommended to the OECD by Jonas
Iversen in which a 2x2 matrix is generated from different paths that two of the trends or drivers

(1) The eGovernance Academy’s National Cyber Security Index Portal, the NATO CCDCOE Strategy Library, ITU’s

National Cybersecurity Strategies Repository and ENISA’s National Cyber Security Strategies Interactive Map.
5
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could take in the future (lversen 2005, 9). We solicited feedback on the scenarios from a confer-

ence workshop on 2 June 2021 as well as from earlier interviewees.

FIGURE 1. COMPARISON OF CYBER CAPACITY FRAMEWORKS
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THE STATE OF PROJECT INFORMATION AND PROJECT MAPPING

Our interviews identified a strong demand for information on previous cyber capacity building
projects, what they did and what their impact was. We found that efforts to map basic informa-
tion on projects are making progress, but that, with some notable exceptions, there is very little
information available on the details of project activities, outputs and outcomes. This both posed
a methodological challenge to our trends analysis and would constrain research into other issues
our interviewees expressed interest in, such as the evidence for capacity building impact.

The Cybil Portal is the only source of project information to encompass the full range of interna-
tional cyber capacity building projects. It is making progress in becoming a comprehensive source
of basic project information. When Hameed et al. used the Portal for their analysis in 2018 it con-
tained 165 projects (Hameed et al. 2018a). The dataset we used from the Cybil Portal contained
711 (as of 6 June 2021). The most significant weaknesses in its data are that some key actors
have yet to upload any project information and that most project summaries contain little infor-
mation on activities, outputs and outcomes. The Cybil Portal team, with the help of a World Bank
project, are working to address both issues.

We found a small number of regional cyber capacity building mapping reports. Calandro and Ber-
glund conducted a one-off mapping of projects in Southern Africa for a conference paper and
research article (Calandro and Berglund 2019). Barbero and Berglund provided a mapping of pro-
jects in the Western Balkans to inform a regional coordination meeting in March 2021 (Barbero
and Berglund 2021). In the Pacific, a community-driven effort to map projects was developed and
refined alongside three regional capacity building events in Papua New Guinea, Fiji and Melbourne,
Australia (Lagakali and Aiken 2020; Aiken and Lagakali 2019). All three of these efforts made use
of Cybil Portal data.

As the Western Balkans and Pacific examples illustrate, and as we also found in Africa and Europe,
regional cyber capacity building meetings are forums in which project mapping is being used to
facilitate coordination. Event organisers have used the Cybil Portal as a starting point for their
mapping then supplemented it with research prior to the meeting and with contributions at the
meeting. New information has been fed back to the Cybil Portal, where it is available for others and
can be held until the next regional meeting. We also found, through our interviews, examples of
project design teams using the Cybil Portal as a starting point for their own stakeholder mapping
and gap analysis.

Although we categorise the overall state of online information sharing about projects as poor, there
are some exceptions that can be looked to as sources of good practice. The Council of Europe’s ap-
proach to information sharing was exemplary. Each Council of Europe project has its own web page,
following a standardised structure that contains documents including project summaries, records
of workshops and events, output documents and resources that may be useful for other projects,
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such as templates . The Council of Europe also included the creation of an online portal of useful
cybercrime capacity building documents within its Octopus project. Another example of good prac-
tice came from the Organization of American States (OAS), who each year update an online report
summarising every cyber capacity building activity they have ever conducted, grouped by country
(Organization of American States (OAS) 2019). Turning to examples from government actors, we
noted Korea’s Global Cybersecurity Center for Development as an example of a national pro-
gramme that publishes annual reports on its activities and Australia’s Cyber and Critical Tech Co-
operation Program website for helpfully providing information on both current and former partners
(Korea Internet & Security Agency 2019; Australia, Department of Foreign Affairs and Trade 2021).
Several implementers issue press releases or case studies on their projects, which they retain and
make searchable on their websites (UK Foreign Commonwealth and Development Office 2020). We
found these useful, but it was not possible to determine how comprehensive these were without
an accompanying web page listing all cyber capacity building projects the organisation had run.

We found very few project or programme evaluation reports, but those that had been published
were extremely useful for our research. An example of such a report is the World Bank’s ‘Global
cybersecurity capacity program: Lessons learned and recommendations towards strengthening the
program’ (World Bank 2019). We know from our personal experience and interviews that other
programmes have conducted similar evaluations and we encourage their owners to publish these,
even if redactions are required.

Finally, the Global Forum on Cyber Expertise Magazine was a useful source of articles and inter-
views that provide information on what occurs within and around projects. The GFCE’s working
groups have also produced several reports on issues and trends within their own pillar of capaci-
ty building.

Notably lacking from the pool of information were peer reviewed, academic studies of cyber capac-
ity building. The cyber capacity building literature in peer reviewed journals is limited and mainly
composed of policy papers, not structured qualitative or quantitative studies. We return to the issue
of research in the trends section of the report.

Applying a good practice established by other researchers, when we found open-source project
information that was not already in the Cybil Portal, we passed it to the site’s manager. They will
discuss with each project’s owners whether it can be added to the portal. We will also request that
this report be made available through the resources section of the site.

(2) For example, the iPROCEEDS project page is available at: https://www.coe.int/en/web/cybercrime/iproceeds.

8



Introduction

INTRODUCTION

Improving cybersecurity is essential for people to trust, use and benefit from innovation,
connectivity and automation, and for safeguarding fundamental rights and freedoms,
including the rights to privacy and to the protection of personal data, and the freedom
of expression and information. Cybersecurity is indispensable to the network connec-
tivity and the global and open Internet that must underpin the transformation of the
economy and society in the 2020s.

EU’s Cybersecurity Strategy for the Digital Decade
(European Union 2020, 4)

In 1999, Bill Gates predicted that by 2020 “people will pay their bills, take care of their finances,
and communicate with their doctors over the internet” (Gates and Hemingway 1999). He was writ-
ing at a time when 149% of Belgians used the Internet and 30% had a mobile phone, but he could
see where the emerging trends were heading.

The world Bill Gates imagined is here and with it many of the hoped-for digital dividends. However,
what few anticipated twenty years ago were the scale and complexity of the threats facing our
digitally dependent world, threats to both its systems and its values. The annual cost of cybercrime
alone is estimated to have reached one trillion US dollars and is rising (Malekos Smith, Lostri, and
Lewis 2020).

The EU has a well-established track record in cyber capacity building, but the adoption of a new
cybersecurity strategy in 2020 is an opportunity to look at the field afresh. The EU, and many other
organisations, want to better understand this new field, what is happening in it, where it is going
and how they should be involved. They want to know how it can support their goals, including do-
mestic security, international development, promoting values, keeping the Internet safe and open,
building bilateral partnerships, expanding exports and many other outcomes cyber capacity build-
ing can support.

Every country must protect itself and its citizens against cybersecurity threats, while preserving
their online rights and freedoms, but their abilities to do so vary greatly. There is a cyber capacity
gap between nations. International cyber capacity building (hereon: cyber capacity building, CCB)
emerged as a policy area with the aim of closing this gap through transfers of knowledge, skills
and technology between countries designed to strengthen and support local partners and, through
them, the interconnected global digital system.

The term ‘cyber capacity building’ may sound abstract and technical, but at heart it means people
joining forces across borders to better protect the benefits offered by the Internet and connected
digital technology. In practice, CCB describes a policy space where everybody has a role to play: for-
mer and current police officers visit their counterparts in other countries to run training classes on
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digital forensics and take part in tabletop exercises; donor-funded education consultants join video
calls with government officials to offer advice on designing online safety awareness campaigns for
children; civil society experts write guides on how local NGOs can engage in the development of
national cybersecurity strategies; companies provide free software to computer security incident
response teams in low-income countries so they can respond to attacks more quickly; and staff
from those incident response teams attend regional training courses run by volunteers from other
such units around the world.

STATE OF THE ART AND OF THE FIELD

The field of cyber capacity building is now a complex network of people, organisations and pro-
jects that design, implement, coordinate and study this exchange of cyber experience around the
world. However, it is still relatively young in comparison to other fields of international cooperation.
While the field’s earliest projects date to the late 1990s, cyber capacity building only took off in the
last 20 years.

The outputs of the CCB field have included new national cybersecurity strategies, legislation, na-
tional incident response teams, public awareness campaigns and a wide array of training and edu-
cation opportunities for professionals and young people. While researchers have not quantified the
sum of this progress globally, they have demonstrated that improved cyber capacity contributes to
improved indicators in personal, business and government benefits from digital technology and in
indicators of voice and accountability, such as freedom of expression and association (Dutton et al.
2019; Creese et al. forthcoming).

This report is concerned with international cyber capacity building projects. There are several types
of projects that are explicitly out of scope:

« Domestic cyber capacity building, where there is no international component.

*  Purely commercial capacity building services that have been purchased by the beneficiary coun-
try from an international company at full cost without any pro bono assistance.

* International projects that contain some cyber capacity building activity, but have an alternative
primary purpose, such as development of e-government services.

» Classified projects, such as capacity building cooperation between intelligence agencies.

Nonetheless, the report takes note of these projects where they were referenced in the sources and
mentions them where relevant throughout the report.

This report aims to assist the EU and the wider international community in taking strategic deci-
sions about their cyber capacity building activity. Its unique contribution is to examine the history
of the field and identify key trends that can inform decision making. Our document search and
interviews confirmed our expectation that there is a gap in the existing literature regarding cyber
capacity building trend analysis. We found no papers that sought to identify trends across the full

10
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breadth of cyber capacity building experience. There were, however, a small number of papers that

were closely related to the topic:

Hameed et al’s ‘Analysing Trends and Success Factors of International Cybersecurity
Capacity-Building Initiative’ contains a high-level regional and thematic analysis of the project
data on the Cybil Portal, which at the time of publication contained 165 projects, and sought to
identify project success factors (Hameed et al. 2018a). It did not seek to identify other types
of trends.

Gray and Kaspar’s ‘Human rights based cybersecurity capacity building in international cooper-
ation: Trends, lessons learned, recommendations’ examined trends in cyber capacity building as
they relate to human rights considerations (Gray and Kaspar 2018).

Radunovi¢ and Rifenacht’s ‘Cybersecurity Competence Building Trends’ and Sabillon et al.’s ‘Na-
tional Cyber Security Strategies: Global Trends in Cyberspace’ are examples of papers looking at
trends within domestic efforts to address one or more pillars of cyber capacity (Radunovi¢ and
Rifenacht 2016; Sabillon, Cavaller, and Cano 2016).

Pawlak et al’s ‘Introduction: Trends, Patterns and Challenges for International Cooperation in
Cyberspace’ and Pawlak’s ‘Confidence-Building Measures in Cyberspace: Current Debates and
Trends’ considered cyber capacity building, but as part of a wider assessment of trends in inter-
national cooperation on cyber issues (Pawlak and Missiroli 2019; Pawlak 2016a).

One feature of all the trends analysis papers we reviewed was that they did not clearly define

what they understood the term ‘trend’ to mean. We have responded to this by providing our own

definition, informed by future studies methodologies. Throughout the report, we use the following

definitions of key terms and concepts.

Cyber Capacity building in the cyber domain aims to build functioning and

capacity building accountable institutions to respond effectively to cybercrime and to
strengthen a country’s cyber resilience (European Commission et al.
2018, 10).

International An international project whose main activities develop capabilities that

cyber capacity mitigate risks to the safe, secure and open use of, and relationship

building project with, the digital environment. Purely commercial projects are not
included within our conceptual definition.

Trend A sustained change that impacts the CCB landscape. To be sustained
means the change should be ongoing for at least five years.

Megatrend A long-term (20-plus year) trend that has global effects across multiple
sectors. For example: world population growth.

Trendy / Fad A change that is trendy or a fad will have a short lifespan (less than

Emerging Issue

Drivers

five years, and often just one or two years).

A change with a short history (e.g. one to two years) that could be the
start of a trend or could be a fad.

The causal forces behind trends and major events (e.qg. political
agendas; economic conditions; new technologies; etc). A trend can itself
be a driver.
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Introduction

In this report, we discuss four trends in cyber capacity building. To generate scenarios, we applied
a creative-narrative technique in which just two of the trends are selected as the ‘axes of uncer-
tainty’ in a two-by-two grid of potential futures. For each trend one selects two different points
within the range of possibilities. Combining the two trends in this way generates four different
scenarios for which explanatory and exploratory narratives can be developed. Within this narrative,
consideration can be given to the role of the other trends that were not selected as the axes.

The two trends we selected for our axes were the growth of the field and the level of coordination.
We used investment in capacity building as a proxy for the field’s growth as we believe it is its main
driver. In selecting these two trends, we considered the factors that are within the control of the EU
and how trends relate to each other — a subject we will explore in the scenarios section.

By combining the two trends, we generated the four scenario permutations in the grid at Figure 2.
We call these scenarios Siloed Stagnation, Resourced Fragmentation, Frustrated Coordination and
Collaborative Transformation. We will elaborate what each looks like after describing the trends in
cyber capacity building that inform them.

FIGURE 2. FUTURE SCENARIOS GRID
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Introduction

The cyber capacity building scenarios occur against a backdrop of wider global trends, which we
refer to as megatrends. The scenario narratives include the effects of some of these megatrends.
To identify potential megatrends we looked at three sets proposed by different research teams: EU
Foresight; the US National Intelligence Council; and the UK Development, Concepts and Doctrine
Centre (DCDQC).

We mapped these against each other (Annex 2) and noted that the following megatrends appear
in two or more lists:

« Changing nature of work and workforce *

* Managing technological change (including Al) *

* Power shifting between states and away from states *

* (Changing security paradigm (proliferation of advanced weapons) *

* Individual empowerment and education *

* Climate change

* Resource scarcity and competition

* Demographics

* Increasing inequality

From this list we chose the five (asterisked) most relevant to cyber capacity building to bring for-

ward into our scenario elaboration. We also brought forward the following megatrends that ap-
peared in just one list:

* (Chaotic information space / fake news

* (Challenge to the rules-based international system (which is related to the power shifting
megatrend)

We considered inequality to be important to cyber capacity building, given the contributions CCB
projects could make to its reduction, but we did not think that increasing inequality would affect

our scenario narratives.

The scenarios are not intended to be predictions but internally consistent narratives built to help
policymakers explore how their choices contribute to, and interact with, potential trend trajectories.

The report makes recommendations throughout, based upon insights from the trends, interviews
and reading of the literature. A recap of key recommendations is provided in chapter seven.
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Part I: Trends

PART |: TRENDS

TREND 1: THE FIELD OF CYBERSECURITY CAPACITY BUILDING IS GROWING

Cyber capacity building is a relatively young field of international cooperation: the earliest projects
can be traced back 15 to 20 years. The first trend identified is the growth of this new community
of practice from its zero baseline to a field of over 675 participant organisations and more than
a thousand projects, reaching all but a handful of countries . This trend also explores how the
content and thematic structure of the field have evolved since its start.

Growth in projects, investment and actors

The growth of cyber capacity building can be described using several metrics, of which we will
consider three: the number of projects active each year, the volume of investment from a sample
of funders and the number of actors.

The number of projects

The Cybil Portal data set shows that the number of projects grew rapidly from the late 2000s on
(Figure 3). This coincides with the end of the World Summit on the Information Society (WSIS) in
2005 and the follow-on International Telecommunication Union (ITU) Global Cybersecurity Agenda
in 2007. These were among the first global initiatives to formally recognise the need for broad
cyber capacity building as an enabler of digital development (Portnoy and Goodman 2008, 5-6).
After this rapid increase in active projects, the Cybil Portal data shows a peak in 2019 at over 250
active projects per year.

After 2019, we observe a drop in the number of active projects per year. The analysis of the data,
in combination with feedback from several interviewees, leads to the conclusion that this is not due
to an actual decline in project numbers, but to a lag in programme managers and implementers
supplying project information to the Cybil Portal, from which we took our data set. @

(3) Sources: Cybil Portal data set contained 675 unique actors on 6 June 2021. The number of projects is our
lower bound estimate based on the number of projects in the Cybil data set and the proportion we believe are
unrecorded. A map of countries participating in projects is at Figure 6.

(4) A significant number of the CCB community wait until projects are well established or complete before they
publicise them. In practical terms, projects starting in 2020 might not be publicised until the end of their first
or second year (2021 or 2022). The community is even less likely to provide information on projects that are
planned and have yet to start.
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Part I: Trends

To account for this, we have shown what the trend from 2019 onwards would look like if the
growth in project numbers continued as before (projection 1) or slowed (projection 2).

FIGURE 3. NUMBER OF ACTIVE PROJECTS
Per year, 1999-2028
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Investment in cyber capacity building
The second metric we use for the growth of cyber capacity building is the level of investment.

There is limited published data on programme investments and even estimating the total invest-
ment has proved difficult. Robert Morgus found that most experts he interviewed gave estimates
of total investment between $100m (€85m) and $300m (€250m), but the lowest estimate was
$50m (€43m) and highest $1billion (€850m) (Morgus 2018, 29).

Our own interviews and workshop identified growing investment as one of the most significant
trends in international cyber capacity building. This growth comes from two sources: several estab-
lished funders increasing their investment and new funders entering the field.

(5) To approximate a higher growth projection, we extended the 2014 to 2019 growth rate. During this five-year
window, the number of active projects each year increased by approximately 35. The higher growth projection
shows this continuing indefinitely. In the lower growth projection, the growth rate tapers off to the point
where it reaches zero by 2030. This models what could happen if the CCB field soon maxed out the annual
investment that its current funders could make, while not bringing in a new wave of donors to fuel further
growth.
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Part I: Trends

FIGURE 4. SPEND PROFILES OF A SAMPLE OF CCB PROGRAMMES

Data may not reflect a country’s full spend on CCB.
See Annex 3 for details of which CCB programmes are included.
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As examples of increasing investment, the annual spends of the UK and two US programmes ®©
have risen five-fold since 2017 (Figure 4) ™. However, not all donors have followed this pattern.
For example, the investments of Canada, Korea and Japan have remained at similar levels since
they started.

These countries have all funded cyber capacity building projects since at least 2015. In more recent
years, a growing number and variety of funders have started to support cyber capacity building.
These include Singapore, Israel, New Zealand and Germany, as well as international organisations,
companies and foundations (see Annex 3 for further information on funders).

Size of the cyber capacity building community

The increase in funders has been accompanied by an increase in the number of implementers,
implementing partners and beneficiaries. The number of actors involved in cyber capacity build-
ing is growing rapidly. The network diagrams at Figure 5 illustrate this growth in the number of

(6) US Cyber Security Capacity Building Program and the cyber component of their Digital Connectivity and
Cybersecurity Partnership.

(7) Spend data tables for the countries in Figure 4 are included in Annex 3. The programmes included within the
totals are listed in this Annex. They may not represent all the programmes run by the country.
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FIGURE 5. CCB ACTORS NETWORK
2010, 2015, and 2020
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Part I: Trends

actors and the project relationships between them with snapshots at three points in time: 2010,
2015 and 2020.

FIGURE 6. NUMBER OF PROJECTS BY BENEFICIARY COUNTRY
2000 to present
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Data: Cybil Portal, 2021

The increase in the number of actors participating in CCB has two important caveats. First, while
more countries are involved in cyber capacity building as project beneficiaries, there are still some
low- and middle-income countries that have received little assistance. Hameed et al. found in their
trends analysis that some countries had benefitted from a disproportionate number of projects,
while others had been “marginalised”: the darling and orphan problem (Hameed et al. 20183, 2).
Pawlak and Barmpaliou have previously identified this risk as one of the conundrums of cyber
capacity building (Pawlak and Barmpaliou 2017, 18-19). Our trends analysis confirmed that this
remains an issue. In Africa, according to the Cybil Portal data, five countries — Kenya, Ghana, Nige-
ria, Botswana and Rwanda - account for 25% of the projects involving African Union (AU) member
countries, which is the same as the percentage accounted for by the 28 AU members (of 55 total)
receiving the fewest projects. The concentration of projects by country is illustrated in Figure 6 ©,

Although the darling/orphan divide remains a challenge, the situation is improving. The community
is aware of the issue and taking steps to address it. For example, the Global Forum on Cyber Ex-
pertise held its 2019 Annual Meeting in Africa with the aim of introducing countries disconnected

(8) Calculations for the African Union and Figure 6 count only where a project lists a country as a direct beneficiary
on the Cybil Portal.
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from cyber capacity building to its members and initiatives. Somalia attended the event and has
since started a project with the World Bank supporting the country’s first national cybersecurity
strategy and strengthening its governance and technical and operational capacity, including its
national incident response capabilities. This will be informed by a national capacity assessment
supported by the Global Cyber Security Capacity Centre and the Cybersecurity Capacity Centre for
Southern Africa (C3SA) (Cybil Portal 2021a). The desire of some funders to influence the positions
of ‘middle ground’ countries in international negotiations on the future of cyberspace governance
and 5G technology may also shift funding towards countries that had previously been marginal
beneficiaries.

A second caveat to the positive trend in the number and variety of actors is that the increase in
project implementing organisations has not affected all pillars equally. For example, most funders
still heavily rely on a single implementer for training in the international law of cyberspace.® Some
programme managers also note that quality is as important as quantity. Funder contracting pro-
cesses are finding companies or consortiums to take on projects, but there were indications that
some lacked the necessary experience and capabilities to deliver as desired, especially for more
technical projects. *? This is a consequence of the shortage of suppliers with the necessary mix of
technical and international capacity building experience.

The breadth and complexity of cyber capacity building

The boundaries and content of cyber capacity building have never been static and continue to
evolve. The first cyber capacities to benefit from projects were those needed to tackle cybercrime.
As we discuss further in the communities of practice trend, these projects started when interna-
tional criminal justice projects received requests from counterparts to add cybercrimes and digital
evidence to their material and to provide advice on cybercrime legislation **. Incident response
and strategy development followed soon after. Cyber hygiene was the last of the four EU frame-
work pillars to be established. This sequence is evidenced by interviews, the literature and Cybil
Portal data. *2

Between 2012 and 2018, the UK, US, GFCE and EU developed cyber capacity frameworks de-
scribing the core capacities a county needs for good cybersecurity. They aimed to be objective
but were nonetheless influenced by the types of capacity building support on offer and what each
organisation felt was within the scope of cyber capacity building at the time. For instance, online
content issues play a minor role within the four frameworks. This is because the frameworks were
developed at a time when the EU and like-minded partners were resistant to agreeing with Russia

(9) Interview with a government official on 9 December 2020.

(10) Interview with a private sector expert on 18 December 2020.

(11) See for example the Council of Europe’s Global Project on Cybercrime Phase |, 2006-2009 (Council of Europe
2021d).

(12) Interviews with pillar experts on 10, 11 and 15 December 2020.
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and China that content control should be treat-
ed as a national or international security is-
sue. There was also a strong tradition within
the countries developing CCB frameworks that
cybersecurity was a technical issue, heavily
dominated by protecting the integrity of critical
systems and data.

What the EU’s and the other frameworks cap-
ture is those organisations’ views of cyber
capacity and cyber capacity building at a mo-
ment in time: broadly, the mid-2010s. The is-
sues addressed by projects had evolved up to
that point and they have continued to evolve
since. Cyber capacity building’s evolution since
the mid-2010s means:

* some capacities have emerged or grown in
prominence;

» granularity is increasing — beneficiaries are
more detailed in their requests and projects
are more targeted in addressing specific
components of a capacity pillar;

« thereisincreasing investment in the capac-
ities for specific sectors or issues;

» geopolitical tensions have greater influ-
ence on the scope and prioritisation of ac-
tivities; and

« the boundaries between cyber capacity
building and other fields of capacity building
activity have shifted outwards and blurred.

The emerging capacities that were most fre-
quently mentioned during our interviews were
those related to international relations in cy-
berspace. *® These included the capacity to
develop and act upon an understanding of how
international law applies in cyberspace, norms
of responsible state behaviour and confidence
building measures. They also included the

FIGURE 7. DISTRIBUTION OF
PROJECTS BY PILLAR
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150 CRIMINAL JUSTICE IN CYBERSPACE
100

50

150 CYBER HYGIENE AND AWARENESS
100

50

150 INCIDENT & CRISIS MANAGEMENT
100

50

150 NATIONAL STRATEGIC
FRAMEWORK
100

50

150 OTHER
100

50

0
2000 2005 2010 2015 2020

Data: Cybil Portal, 2021

(13) Interview with government officials, 27 January 2021; and focus group with cyber capacity building experts on
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capacity to engage in the international cyber diplomacy around these issues, for example in the UN
Open-Ended Working Group and UN Group of Government Experts. One interviewee thought these
projects may expand further to include the capacity to attribute incidents and implement a deter-
rence policy. *4

Within pillars, we found a trend towards increasing detail and sophistication in what was being
requested by beneficiaries and delivered by projects. For example, projects addressing national
strategic frameworks began with a strong focus on the strategy drafting process itself. Sometimes
this led to the criticism that a “cookie cutter” approach was being used in some countries to rap-
idly roll out template strategies, with limited adaptation to local context *%. Projects addressing
this pillar then evolved by: making greater use of national capacity assessments; later adding na-
tional cyber risk assessments; and including activities to engage more stakeholders and promote
rights-respecting strategies. Each of these has become an area of project specialism in its own
right, with multiple implementers and good practice guides (Weisser Harris et al. 2021; Kaspar and
Shears 2018; Collett, Kaspar, and Weisser Harris 2021). This increasing level of detail is a trend
across the pillars. Some experts are using this detail to create lists (sometimes called menus or
catalogues) of sub-capacities within a pillar, mapped to activities that help develop them, that can
be selected from for inclusion within a project (Global Forum on Cyber Expertise 2020a).

The focus of capacity building when the EU, US, UK and GFCE frameworks were developed was na-
tional level capacities. Our focus groups and interviews highlighted that while most projects are still
national, there has been a trend towards sector-oriented and issue-oriented projects. These are
designed to develop the cyber capacities needed to protect a specific sector or address a specific
issue. This trend does not necessarily invalidate or change the pillar framework.

Among sector-oriented projects, the finance sector was most frequently cited in our interviews
and most clearly appeared in the mapping. Other sectors include telecommunications, health, en-
ergy and maritime ®. We found some supporting evidence for this in our own experience and the
project mapping.

An example of an emerging issue-oriented area of capacity building is financial inclusion. This
is the driver behind the Africa Cybersecurity Resource Centre (ACRC): a pan-African information
sharing and training project for the financial sector that is currently being established with Africa
Development Bank funding from its Africa Digital Finance Initiative *?. It is also a priority issue
for several actors, including the Gates Foundation and the Carnegie Endowment for International
Peace and its Cybersecurity and the Financial System initiative. The need for cybersecurity is also
on the radar of the CGAP (Consultative Group to Assist the Poor), a global partnership of more than

(14) Interview with a government official on 27 November 2020.

(15) Interview with a project implementer on 11 December 2020.

(16) Interview with a programme manager on 18 December 2020.

(17) This pools funding from, inter alia, Gates Foundation, L'Agence Francaise de Développement and Luxembourg
(Africa Cybersecurity Resource Centre 2021).
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30 development organisations working to advance the lives of poor people through financial inclu-
sion (Frickenstein and Baur-Yazbeck 2020).

A second issue towards which a number of projects are oriented is digital access and economy.
The US launched its Digital Connectivity and Cybersecurity Partnership programme in 2018 and
the UK’s Digital Access Programme, with a cybersecurity pillar, began in full in 2020. The case for
protecting the expansion of digital access with better cybersecurity was made in the World Bank’s
World Development Report 2016 on Digital Dividends (World Bank Group 2016) and led the Bank to
establish its Digital Development Partnership fund, with a cyber window, while most recently the EU
launched, in partnership with several EU Member States, the Digital for Development Hub initiative
to support a human-centric digital transformation across regions while mainstreaming data and
cybersecurity (European Commission 2021a).

The scope and orientation of cyber capacity building actions have also been influenced by
the rising geopolitical tensions between nations. The sources of these tensions lie in the com-
peting values and visions of cyberspace, in particular regarding the role of governments and the
involvement of other stakeholders in governance of cyberspace. *® This competition affected in-
ternational cyber capacity building in numerous ways, including the increase in projects that help
countries engage in international diplomacy negotiations on cyber issues and other projects with
a geopolitical dimension, such as the development of 5G networks and supply chain security. While
states acknowledge that cyber capacity building activities should be “evidence-based, politically
neutral, transparent, accountable, and without conditions” (United Nations Open-Ended Working
Group 2021, 8), there is not yet consensus on the details of what implementing that principle would
mean in practice.

Finally, the boundaries around cyber capacity building have expanded and blurred. This is
a subjective assessment, but one made by several interviewees and our focus groups. When the
Global Forum on Cyber Expertise was founded, discussions around what was within the scope of
cyber capacity building tended to agree that addressing online harms was outside it. Opinions on
this have since shifted and projects are now more willing to discuss, and give advice on, tackling on-
line harms. Similarly, five years ago there was a clear distinction between cybersecurity and emerg-
ing tech, but several government departments, international strategies and cyber programmers
are now breaking down the barriers between the two. *® For example, last year Australia renamed
the now Cyber & Critical Tech Programme and the UK began a transition to a new Cyber & Tech
Programme, while Singapore’s capacity building team is considering how they can pivot towards
digital tech requests. A third issue that is increasingly mentioned as being within the scope of cyber
capacity building is data regulation and privacy. The World Bank, for example, took the decision to
structure lending projects such that sub-components dealing with cybersecurity also include data

(18) Interviews with international organisation, private sector and government representatives on 15 December
2020, 20 January 2021, 1 February 2021 and 11 March 2021, respectively.
(19) Focus group of cyber capacity building experts, 16 November 2020.
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protection activities, while the Council of Europe has been asked by partner countries to include
data protection elements in its cybercrime projects in relation to the requirements for the transfer
of personal data in criminal investigations or proceedings.

Why does this trend matter?

The growth of cyber capacity is clearly a positive trend: it speaks to the formation of a new field
of international cooperation that is attracting investment and defining its area of expertise and
boundaries. However, within the details of the trend we can find signs of challenges and impor-
tant questions for the field ahead. CCB programme teams are being pulled towards the fields of
emerging and digital tech, and towards serving sector- and issue-orientated needs. We should
welcome the fact that these teams are being responsive to the interests of beneficiaries and their
own leadership, whose focus is often upon higher level digital-enabled outcomes, rather than just
the cybersecurity that enables them. Those digital development outcomes are also more likely to
attract the funding that the field will need to continue to grow as fast as it has. However, there are
risks to manage.

The field of cyber capacity building emerged when the international community agreed that na-
tional cybersecurity capacities were important in their own right and countries should assist each
other in strengthening them. This did not overlook that security always serves some higher goal,
but rather recognised that cybersecurity capacities should not be an afterthought and needed inter-
national support. A successful future for the cyber capacity building field is one in which it can grow
in a way that works with, and for, adjacent digital fields without becoming subsumed by them and
losing sight of its original purpose. Cyber capacity building should be more than a risk mitigating
measure in international digital programmes or a tool to achieve an influence outcome. It will also
be more effective when it can connect a core community of practitioners, with an improving body
of knowledge, shared principles, coordinating mechanisms and uniting goals.

Recommendations
Growth in projects, investment and actors

For the EU:

* Develop an EU External Cyber Capacity Building Agenda - as proposed by the 2020 EU Cyber-
security Strategy - that will help determine the EU’s priorities and funding strategy, especially
in the light of new Multiannual Financial Framework and the new unified financing instrument
of EU external action, the Neighbourhood, Development and International Cooperation Instru-
ment (NDICI). This could entail reflection on what the level of EU investment should be, using
Overseas Development Assistance (ODA) and non-ODA funding, to best address the needs of
partner countries in line with EU priorities, and identify where the EU best adds value within the
growing range of actors.

* Make use of the new EU Cyber Capacity Building Board to steer and help take the above deci-
sions by bringing together different policy communities within the EU system, including setting
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up a proper reporting system for the EU funding that would allow better assessment of the EU’s
overall contribution to global cyber capacity building efforts.

For the whole CCB community ?°:

Current and potential donors should consider whether their own CCB programmes and teams
are keeping up with a growing field and its future potential and take steps to address any po-
tential gaps.

Implementers can prepare for the growth of capacity building by investing in their own capacity
to deliver programmes and proactively advise funders on scalable solutions.

For the GFCE:

Improve the process for bringing new actors into the GFCE and explaining how they can best
benefit from it and participate. Potential actions include: returning to having a Day Zero before
major conferences to bring new attendees up to speed; producing more introductory guides
and videos for new members; providing more intensive support to help new members join the
right working groups and make new contacts; and making it clearer to key stakeholder groups,
such as academia and civil society, how they can observe or participate in GFCE events and
processes.

The breadth and complexity of cyber capacity building

For the EU:

Revisit the four-pillar model elaborated in the EU’s Operational Guidance for the EU’s interna-
tional cooperation on cyber capacity building, and consider what changes or updates are need-
ed, in particular with regards to better integrating cyber diplomacy issues and the protection of
critical infrastructure.

The EU Cyber Capacity Building Board could offer guidance on how adjacent themes that are EU
political priorities (e.g. 5G toolkit, Network and Information Security Directive) should be taken
into account in the identification and formulation of cyber capacity building programmes. This
dimension could be also included in an updated version of the EU’s Operational Guidance.

Prioritise the roll-out of training courses for programme managers at EU headquarters and
EU Delegations by EU CyberNet, building on the pilot course developed by the EU Institute for
Security Studies in July 2021, to improve understanding and use of the EU’s cyber capacities
framework in external cooperation programming.

For the whole CCB Community:

Set a SMART ?¥ goal that all countries should have a core set of basic, foundational cyber ca-
pacities in place by a certain date.

As the complexity of capacity building increases, there is a greater need to include cyber spe-
cialists and expertise within the programme design. This might be achieved through various
means, including recruiting specialist staff into programme teams, increasing the involvement
of cyber experts from other departments/ministries and making more use of external cyber/
design experts when programmes are being created.

(20) Advice for the whole CCB community is intended for all actors participating in the field. Advice provided

specifically for the GFCE is targeted at the processes of this forum, because we consider its role in coordination
and knowledge sharing important, although it does not contain all actors in the field.

(21) Specific, measurable, achievable and time bound.
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For the GFCE:

* Consider the role of the GFCE and its Research Agenda in responding to the SMART goal recom-
mendation above, including through funding a piece of research to estimate the cost of such
a goal, based on prior experience building those capacities.

* Share experience and perspectives on how more capacities can be designed in a ‘modular’ way
and how best to manage the sequencing challenge, when more advanced capacities need to be
built before more foundational ones are in place.

TREND 2. THE GAP BETWEEN ASPIRATIONS FOR COORDINATION
AND ITS IMPLEMENTATION IS GROWING

The CCB community has shown an increasing desire for coordination through its discourse and the
creation of coordination mechanisms. However, implementation of the aspiration for greater coor-
dination has been very patchy. There are examples of good coordination, but also concern among
programme managers, implementers, beneficiaries and researchers that these are the exception
rather than the rule. Overall, the practice of coordination is improving more slowly than the com-
munity aspires it to.

Aspirations for coordination

The aspirations and expectations of coordination within cyber capacity building have grown steadi-
ly since the field began. In its early years, the World Summit on the Information Society (WSIS) and
the process to develop ITU’s Global Cybersecurity Agenda included discussions of the importance
of coordination. The ITU’s Global Cybersecurity Agenda resulted from a High-Level Experts Group
whose 2008 report, containing a compilation of proposals, and dissenting opinions, that touch
on coordination. The report includes a proposal for “a network for coordinating [cyber capacity
building] activities, initiatives and projects, through agreements or memoranda of understanding”
(International Telecommunication Union 2008, 138). It also proposes that the ITU should coordi-
nate its own activities with others and play a facilitating role to international coordination, where
there are the political will, resources and consent of other organisations. In response, the ITU es-
tablished a cybersecurity team to manage its own capacity building and contribute to international
coordination.

In 2015, the idea of the proposed coordinating network was implemented by 42 countries, compa-
nies and international organisations when they established the Global Forum on Cyber Expertise.
This has a mandate to facilitate project coordination within its own membership and to contrib-
ute to wider global coordination (see Box 1). The GFCE has since grown to 90 members and 46
partners. Coordination is both a central goal of the forum and a principle its members explicitly
reaffirmed in the 2017 Delhi Communiqué on a GFCE Global Agenda for Cyber Capacity Building.
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The Global Forum on Cyber Expertise

The Global Forum on Cyber Expertise is the only international, multistakeholder forum with the
primary purpose of strengthening global cyber capacity by supporting international coordina-
tion and cooperation. Since it was formed in 2015 its membership has grown from 42 to 90
countries, companies and international organisations, plus an additional 46 partner organ-
isations. Among its members are 55 governments as well as UN entities such as ITU, United
Nations Office on Drugs and Crime (UNODC) and UNIDIR, and several regional organisations.
It is a neutral, apolitical, multistakeholder and community-driven platform that is free for
members to join.

The GFCE primarily supports coordination at the thematic layer through working groups fo-
cused on each pillar of capacity (Figure 1). These working groups share information about
projects and good practice, and sometimes produce their own papers, drawing on their mem-
bers’ experience to help inform the design of future projects. Project information and useful
resources are passed to the Cybil Portal.

The GFCE has also supported coordination at the regional, country, programme and project
level. Examples include:

* GFCE events provide a networking and coordination platform for programme managers.

* The GFCE has held coordination sessions for projects in Africa at several Annual Meetings
and has recruited a secretariat staff member with a focus on supporting coordination
in Africa.

* The GFCE supports coordination in Latin America and the Caribbean through OAS acting as
a regional hub partner and is working to establish a regional hub in the Pacific.

*  When a country asks to be matched with project assistance through the GFCE clearing
house, as, for example, Sierra Leone did in 2019, the process begins by mapping past,
present and planned projects and ensuring they are aware of each other.

* Individual projects have conducted coordination by informing working groups of their
plans. One UK project on incident response training in the Commonwealth used this as
a way to deconflict from other projects and received offers of pro bono assistance from
other organisations.

Sources: www.thegfce.org accessed 21 March 2021; (Painter 2020)

In 2021, two key UN-led processes on cyber issues reiterated the need for improved coordination
on capacity building. The UN Open-Ended Working Group’s report called for “further promotion of
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coordination and resourcing of capacity-building efforts, including between relevant organizations
and the United Nations” (United Nations Open-Ended Working Group 2021, 9), followed by the re-
port of the Group of Governmental Experts on Advancing responsible state behaviour in cyberspace
in the context of international security, which suggested “approaching cooperation in ICT security
and capacity-building in a manner that is multidisciplinary, multi-stakeholder, modular and meas-
urable” (United Nations Group of Governmental Experts 2021, 22). The UN and the next round of
the Open-Ended Working Group have yet to agree on what further action will be taken to support
coordination, including the details of a proposed Programme of Action to support coordination, but
the 2021 report has secured in principle agreement amongst all UN Member States on its necessity.

Accumulating examples of good coordination

Each year, the field of cyber capacity building accumulates more examples of good coordination. In
line with this, the common, but not universal, opinion of our interviewees was that the direction of
travel regarding coordination is a positive one, but progress has been slow.

Nascent cyber capacity building coordination is occurring through several channels, including:

+ the Global Forum on Cyber Expertise and other international fora, such as the Paris Call working
groups and Korea’s Cybersecurity Alliance for Mutual Progress (CAMP);

* ITU as the facilitator of WSIS Action Line C5 (“Building Confidence and Security in the use of
ICTs”) and with its mandate to foster international cooperation and solidarity in the delivery of
technical assistance to telecommunication/ICT equipment and networks in developing countries;

* regional organisations, including the OAS, EU, Economic Community of West African States
(ECOWAS), ASEAN and AU;

 the individual efforts of organisations, projects and programmes to directly coordinate their
own activities with others;

« the formation of consortiums and close partnerships between organisations, such as
a region-specific coordination group between Australia-NZ-US-UK in the Pacific and a research
‘constellation’ connecting Oxford University, the Oceania Cyber Security Centre and the Cyber-
security Capacity Centre for Southern Africa; and

+ pillar-specific organisations or initiatives that take on a coordination role, such as the Pacific
Cyber Security Operational Network (PaCSON) (for incident response), CyberSafety Pasifika (for
law enforcement) and the Pacific Islands Law Officers’ Network (PILON) (for law officers).

The practical forms that this coordination takes are as diverse as the mechanisms through which it
occurs. The following examples illustrate types of coordination good practice we found that could
be replicated:

a)Deconfliction (and collaboration) by content: In 2019, the EU’'s Cyber4Dev programme
alerted the OAS to their intention to offer remote technical training to Caribbean countries. The
OAS identified the opportunity to deconflict their training and collaborate. They directed relevant
requests for assistance to Cyber4Dev and focused their own assistance in other areas.
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b) Deconfliction by time: In 2020, PACSON and PILON were planning to start a series of unrelated
incident response and cybercrime trainings whose timings would have conflicted. A member of
both groups identified that some participants would be invited to both and helped the two organ-
isations agree a timetable that would work for both as well as the participants.

c) Coordination by country: In 2019, Sierra Leone requested assistance from the GFCE with
finding capacity building partners and coordinating projects. The GFCE formed an informal ‘cyber
friends of Sierra Leone’ group that mapped their existing and planned activity before meeting
together with the Minister of Information and Communication to hear his priorities. Activities
were started or redirected to support these in a coordinated way. One outcome was that Sierra
Leone adopted its national cyber strategy in March 2021 following coordinated assistance from
several of the informal group’s members.

d) Coordination by region: Regional cyber capacity building coordination meetings have been
held both under the umbrella of the GFCE and outside it (Lagakali and Aiken 2020; Barbero and
Berglund 2021). Several good practices have emerged from these: open the events to all and
advertise them widely; prepare a mapping of regional projects for review at the meeting; update
the Cybil Portal project information afterwards; publish a report of the event; and aim for con-
crete outcomes so that the coordination is followed by action.

e) Public-private partnerships: When the UK government designed its programme supporting
cybersecurity in the Commonwealth it published an invitation to companies wanting to contrib-
ute. As a result, Microsoft, Citi Group and Templar Executives worked with the UK government
to deliver pro bono coordinated and collaborative activities, including mentoring, exercising and
a report on the public awareness campaigns and capacity of Commonwealth members (UK For-
eign Commonwealth and Development Office 2020).

f) Coordination projects: Another example of coordination good practice within the UK’'s Com-
monwealth cyber programme was designing a project solely focused upon coordination and
knowledge sharing across the programme. This was accomplished through networking events,
issue-themed workshops and reports. Similarly, in 2019 the EU launched the EU CyberNet pro-
ject, inter alia, to enable better coordination of activities and know-how amongst EU-funded
CCB projects.

g) Pooled funding: Pooled funds have the benefit of baking coordination in to the way funds are
used. The World Bank experimented with pooled funding through a cybersecurity window in its
Digital Development Partnership fund and in July 2021 launched an associated Cybersecurity
Multi-Donor Trust Fund ?? (World Bank 2021).

(22) Initial contributions to the fund have come from Estonia, Germany, Japan and the Netherlands.
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h) Complementary funding to successful projects: After considering how to increase their
support for capacities in the criminal justice pillar, the US decided to support the existing work
of the Council of Europe and boost its financing of the Octopus project to complement activities
undertaken under the Global Action on Cybercrime Extended (GLACY+). While it has been rela-
tively common since the start of the capacity building field to have several co-funders of a pro-
ject from the start, it has been less common for funders to opt for burden-sharing in support of
existing programmes. When financing arrangements make it possible, new donors could also join
existing programmes, creating potential to scale successful projects more quickly and reducing
the risk of duplication. Other global criminal justice programmes that have attracted funding to
their existing work include UNODC, INTERPOL, International Association of Prosecutors and the
World Bank *,

The gap between coordination in principle and in practice

Although aspirations are increasing, and the field is accumulating examples of good practice, the
overall state of coordination falls short of the community’s formal commitment to it. Those inter-
viewees who mentioned coordination as a trend almost universally described it as better than it
once was, but well below the level they felt it should be at.

Among the strongest critics of the status quo were programme managers, who described examples
of funders “piling in” and “dumping half-baked projects” with little thought to what other activities
had occurred or were planned. They gave examples of different funders providing the same type of
activity to the same group of participants, sometimes on the same day. The pandemic may have
exacerbated the problem, because of the increased pressure to execute programmes in difficult cir-
cumstances. Furthermore, being able to hold events remotely made it easier to overlook the same
participants being invited to two, sometimes three, trainings that would be held at the same time.

In their mapping of capacity building in southern Africa, Calandro and Berglund identified lack of
coordination between projects as one of the main reasons for poor implementation of global and
regional cyber policies, protocols and declarations (Calandro and Berglund 2019, 1). Papers consid-
ering the global state of cyber capacity building have also identified poor coordination as among
the key weaknesses of cyber capacity building (Pawlak and Barmpaliou 2017, 11; Hohmann, Pi-
rang, and Benner 2017).

The GFCE'’s first regional meeting in the Pacific, in February 2020 in Melbourne, identified coor-
dination as one of the three most important issues to participants. Pacific Island representatives
stressed the challenges of being over-served by assistance when it exceeded their capacity to
absorb it and of being unable to attend competing events when calendars clashed. The meeting

(23) The World Bank attracted support for its Combatting Cybercrime project (https://www.combattingcybercrime.
org/).
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explored the political and cultural reasons countries find it hard to decline offers of assistance and
the ways funders could improve their coordination. One concrete outcome of the event was an
ongoing project, delivered by a GFCE-contracted expert, to explore options for establishing a GFCE
hub in the region.

Implementers can feel stuck in the middle of these coordination challenges between funders and
beneficiaries. Some feel that they must take corrective measures themselves to make up for insuf-
ficient coordination at the funder level. This might mean turning down funding for a programme
that has not been well prepared or putting more effort into coordination than they would need to
if there had been better coordination by the funder. In practice coordination works best when all
three parties — funders, implementers and beneficiaries — make it a priority and devote time to it.

Among experts with mainstream development expertise, it was noted that the in-country funder
meetings that occur in other fields very rarely occur in cyber capacity building. Nor is there often
coordinating direction coming from the beneficiary government, in the form of a prioritised country
cyber capacity development plan that includes the role of international partners.

Why the gap? Coordination challenges

Some of the challenges impeding cyber capacity building coordination result from inherent fea-
tures of the field, while others result from choices actors make.

The nature of cyber capacity building means that it will always span a diverse range of capacities
and parent community interests and cultures, and that some of those involved may be restricted
in the information they can share about their capacity building. This reality creates unavoidable
coordination challenges. However, they are offset by the fact that the core cyber capacity building
community is young, which creates an opportunity to embed collaborative principles from the start
and also means the number of actors involved is relatively small.

In contrast to these unavoidable challenges, there are several that are within the control of the
community. Interviews suggested that coordination could be improved if started during a pro-
gramme’s design rather than being left until the implementation phase, i.e. when an implementer
has been selected or after activities have been designed. Coordination at this point misses the
opportunity to collect information that could be useful for programme design and makes effective
coordination less likely.

One reason coordination is occurring late in the project cycle is that funder programme teams are
overstretched. Project teams feel they lack the time to better coordinate and gather information
during the programme design phase, which pushes these tasks towards the implementation phase
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and onto the implementer. ?* They also lack the time to conduct frequent visits to meet benefi-
ciaries and see projects in action. The coronavirus pandemic has exacerbated this problem, but
it originally stemmed from cyber capacity programme managers having more (smaller) projects
to manage than their mainstream development counterparts. This creates an additional barrier
to programme teams being able to conduct the effective coordination themselves or monitor the
quality of their implementers’ coordination.

The competition for funding between implementers may also constitute a significant obstacle to
coordination. % The continual need for funding is a driver of competitive, as opposed to collabora-
tive, relationships with other implementers. This in turn creates disincentives to sharing information
and adjusting projects to deconflict from others.

Some see a discussion about funding transparency and how country beneficiaries are selected as
a taboo. ?® They found it difficult to see how much funding went into cyber capacity building and
from whom. This is in contrast to the development community, where overseas development as-
sistance data is consistently published and can be traced down to the project and beneficiary level.

Contributing to the lack of transparency, the competition for funding encourages implementers to
overstate what a project will or has achieved. A similar problem affects funders when their projects
have an influence function. It is in their interests to portray their projects in the best possible light
and hide problems. The most important negative consequence of this behaviour is that it hinders
lesson learning within the field, but it also impedes coordination. For example, we heard several
examples of actors saying they diverted their resources to another country or pillar when they
were told that a project would address a capacity building gap they were planning to meet, only
to later discover that the reality of what was delivered was much smaller than had been stated or
implied. ?” Had the other actor been more transparent in their plans, and collaborative, then it may
have been possible for both to provide support for a better outcome.

Coordination channels and forums established to manage coordination problems, including the
GFCE, have not yet managed to overcome the above challenges. In the case of GFCE, interviewees
suggested several reasons why it has yet to fulfil its potential:

* limited funding for its secretariat and events;

* it has become difficult for new members to work out which processes to take part in and how
they can benefit;

« working groups rely on their members to achieve their collective goals, but their members have
very little spare time to contribute;

(24) Interviews with a government official on 1 December 2020 and EU officials on 14 December 2020 and 6
January 2021.

(25) Interviews with international organisation officials/project implementers on 4 December 2020 and 23 March
2021.

(26) Interview with a government official on 1 February 2021.

(27) Interview with a project implementer on 8 December 2020.
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* the coordination discussions in the GFCE have primarily been at the level of strategy and theory,
and not reached down to the coordination that is needed at the country level - it does not have
the bandwidth to assist such coordination in all countries, but could in a few; and

* it is perceived as a Western initiative.

There was strong support for the GFCE’s networking, regional meetings, knowledge sharing and
project mapping. The clearing house function was identified as the most difficult to deliver, with one
interviewee explaining they find it difficult to match beneficiary needs with the right department
within their own organisation.

Some interviewees stressed that the GFCE is one of several channels and forums through which
coordination can occur. There was overwhelming support for coordination mechanisms to be multi-
stakeholder and therefore doubt about whether the UN should or could take a greater direct coordi-
nation role than it currently has when it is so state-centric. What the UN’s role will be in supporting
the coordination of cyber capacity building is something that the international community will need
to decide following the recommendation in the UN Open-Ended Working Group’s 2021 report (Unit-
ed Nations Open-Ended Working Group 2021). Where other channels or forums were preferred to
the GFCE it tended to be because they were able to provide more practical coordination closer to
the in-country, operational level.

Why does this trend matter?

Coordination is not an end in itself. However, in a complex field where the need greatly exceeds
the supply of resources, better coordination is essential for achieving the specific policy objectives
(Pawlak 2014b, 17). Furthermore, when the lack of coordination results in the duplication of effort
or conflicting projects, it impedes effectiveness and can lead to beneficiaries losing confidence in
their capacity building partners.

The 2018 Council Conclusions on EU External Cyber Capacity Building Guidelines recognise that
the increasing number of stakeholders globally involved in this field ‘creates opportunities for
synergies and burden-sharing but also poses challenges in terms of coordination and coherence’
and encourages the EU and its Member States ‘to continuously engage with key international and
regional partners and organisations as well as with civil society, academia and the private sector in
this field with the aim of avoiding duplication of effort given the limited resources’ (Council of the
European Union 2018). Similar focus on coordination can be found in the EU’s 2020 Cybersecurity
Strategy (European Union 2020).
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Recommendations

For the EU:

The EU should capitalise on the EU Cyber Capacity Building Board and define criteria that allow
the EU to identify investing priorities in a targeted and iterative manner, both in terms of re-
gions and pillars of capacity, instead of trying to build capacity in all pillars and in all regions at
the same time. The creation of an informal EU Cyber Diplomacy Network with EU Delegations
and Member States Embassies, as proposed in the 2020 EU Cybersecurity Strategy, could offer
vital input and needs analysis in the Board’s iterative priority assessment exercise.

The EU should pursue new alliances and international partnerships or strengthen existing ones
with key regional and international organisations around its thematic cyber capacity building
priorities. This could be achieved by strengthening its dialogue on CCB with regional organisa-
tions that will translate in the development of joint CCB programmes.

The EU could provide more support for the coordination of programmes with EU Member States
through utilizing EU CyberNet for a systematic mapping of projects.

The EU should assign a point of contact for international coordination of CCB projects and ac-
tivities that could then link up with all relevant services to enable the EU’s better coordination
capability.

To enhance the EU’s situational awareness on the status of CCB globally and support global
multistakeholder coordination, the EU could provide direct support to the GFCE Foundation and
fund coordination meetings at the regional level in partnership with the GFCE.

For the whole CCB community:

Start by improving coordination within one’s own organisation, for example by reviewing the
process by which all departments and agencies share information and collaborate on CCB.

At the country level, hold regular coordination meetings between programmes operating in key
countries, and with the host government - locally led coordination is the most effective. Staff in
embassies and country offices can better support coordination and projects if they are provided
with some cyber capacity building training.

At the regional level, hold at least annual coordination meetings that are informed by a project
mapping and contribute to updated information on the Cybil Portal.

If the UN starts new cyber capacity building coordinating processes, following the Open-Ended
Working Group’s 2021 report, it should ensure that these complement and work with other co-
ordination efforts.

Funders should take steps to support coordination with each other, for example by designing
joint programmes when priorities are shared, using pooled funding mechanisms and being open
to topping up successful existing programmes that may have been established by other funders.

To support wider and more effective coordination, funders should hold meetings for their own
implementers to network with each other, run longer projects that allow time for coordination
from the design phase, include a requirement for coordination in contracts, fund coordinating
events and forums and ideally have a project within larger programmes focused on coordina-
tion and sharing lessons.
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* Funders should also explore ways to have longer-term relationships with implementers so their
funding is more secure and the pressure of competition for tenders feels less ever-present and
is therefore less of a brake on coordination.

« Break down national capacity requirements into modules that can be tackled by different pro-
jects — the division of labour in supporting national capacity assessments and national strate-
gies is an example of where this has worked well.

For the GFCE:

*  Support the country-level and regional-level coordination activities proposed above for the
whole CCB community, for example by helping to arrange the first country-level coordination
groups and strengthening the GFCE regional hubs and focal points.

* Promote coordination and knowledge sharing by showcasing success stories and good practices.

* Spread awareness of the GFCE’s clearing house function and produce catalogues of assistance
for each pillar of capacity so that countries have better information on what types of support
they can request.

TREND 3. MORE COMMUNITIES OF PRACTICE ARE USING CCB TO PURSUE THEIR AIMS

Cybersecurity grew out of the technical discipline of computer science (Singer and Friedman 2014,
4-8) and subsequently cyber policy approaches grew organically within different parent communi-
ties of practice, such as the criminal justice community and incident response community. Although
these communities all work on essentially the same interconnected set of cyber challenges, they
approach them from different angles, with distinct mandates, aims and cultures (Hohmann, Pirang,
and Benner 2017, 11). This has created a fragmented international cyber policy architecture that
lacks strong coherence, yet is flexible and adaptable in its loose and ad hoc connections (Nye 2014,
9). It has also contributed to the absence of an overarching global public policy narrative that con-
nects the different communities’ interests and elevates cyber policy to a strategic, cross-cutting
issue for global policy leaders. The cyber policy architecture of loosely connected communities of
practice has cascaded down to the cyber capacity building ecosystem, which is best understood as
a set of parent communities of practice with their own aims and cultures.

Cyber capacity building emerged as an international policy concept in the late 2000s and early
2010s when a handful of countries and international organisations began to include it within policy
documents and national strategies ?®. As awareness of the concept grew, a core cyber capacity
building community started to develop organically around it, bringing together those parent com-
munities that had been pioneers in undertaking CCB activities. As Figure 7 shows, work in some
pillars of cyber capacity building started earlier than others, reflecting some parent communities
being first movers and others being late adopters 9. The Cybil Portal data and literature suggest
that the cybercrime community was the pioneer, with projects launched as early as the 1990s,

(28) Indicative examples include: ITU Global Cybersecurity Agenda, 2007; US International Strategy for Cyberspace,
2011; UK Cyber Security Strategy, 2011; Cybersecurity Strategy of the European Union, 2013.
(29) See the evolution of the different CCB waves in the section “Growth in projects, investments and actors”.
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followed by the incident management community. At that time, CCB was considered an extension
of existing peer-to-peer exchanges or training programmes rather than a new field of international
cooperation.

The trend within this history is that an increasing number of communities of practice are using
CCB activities to pursue their own distinct aims. A core CCB community has emerged, helped by the
launch of the GFCE, but not all parent communities are equally well connected with it. Its connec-
tions with the cybercrime, incident management and foreign policy communities are stronger than
those with the development, defence, private sector and online rights communities. This section
considers how each of these communities’ involvement in CCB has evolved - the trends within
a trend - and reasons why they have become more or less integrated with the core CCB community
and coordinated effort.

Criminal Justice Community

Members of the criminal justice community have been responding to the challenge of cybercrime
since the introduction of computers in the late 1970s. In the 1990s, generalist police training pro-
jects started to add cybercrime and digital evidence to their modules, at the request of trainees
who were facing cybercrime in their daily work. In addition to practical training, from the late 1980s
cybercrime started being discussed within international fora such as the Council of Europe (Council
of Europe, Committee of Ministers 1989; 1995; Council of Europe 2001), the OECD (OECD 1992),
the G8 (G8, Birmingham Summit 1998) and the UN (United Nations 1991, 140-43). Having estab-
lished this foundational policy framework, in the 2000s the international criminal justice community
turned its attention to helping countries adopt legislation and strengthen their national cybercrime
capacities through more ambitious projects than the earlier ad hoc police training courses.

Criminal justice community support for cybercrime capacity building has grown significantly with
the launch of larger programmes, such as UNODC’s Global Programme on Cybercrime, INTERPOL’s
Global Cybercrime Programme and the US’ Global Law Enforcement Network of International Com-
puter Hacking and Intellectual Property (ICHIP), as well as the establishment of expertise hubs, such
as the Council of Europe’s Cybercrime Programme Office (C-PROC) in Bucharest and INTERPOL’s
Global Complex for Innovation (IGCI) in Singapore.

There has been growth in regionally focused programmes. Since the Council of Europe started
running regional projects with EU funding in the Western Balkans and Eastern Europe in the early
2010s (Council of Europe 2021b; 2021a), more regional organisations have started to play a sig-
nificant CCB role. They’re working both as implementers of training activities in their member coun-
tries — as is the case with the OAS and the Organization for Security and Co-operation in Europe
(OSCE) - as well as key project partners serving as convening and amplifying fora for CCB activities
— for example the cases of ECOWAS, the Caribbean Community (CARICOM) and ASEAN.
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Following the overall trend in cyber capacity, cybercrime projects have grown in scope as well as
number. Their scope has expanded from single-issue projects addressing mainly cybercrime legis-
lation or law enforcement training to comprehensive programmes building multiple components of
counter-cybercrime capacity. More recently, we have seen the emergence of capacity building that
focuses on cryptocurrencies and ransomware, especially in light of the impact of the coronavirus
pandemic on the global cybercrime threat landscape. This has necessitated pulling in more national
experts (both retired and in active duty).

The long-term engagement of criminal justice actors in cyber capacity building has fostered the
creation of a network of experts that includes law enforcement personnel, prosecutors, members
of the judiciary and civil servants in ministries of justice and the interior. The culture and past
experience of this community has lent itself to cyber capacity building projects that use a law
enforcement mentorship model based on a long-term partnership. Similarly, thanks to their early
involvement, the community has had more opportunities to learn about the importance of strong
local ownership and projects designed to bring together all relevant national stakeholders to sup-
port a longer-term process of change linked to national structures (Seger 2013). The fact that
tackling cybercrime has been a priority for many partner countries has aided integration into the
core CCB community. Nevertheless, there are still areas where better connections with the core
CCB community could be pursued, for example in better reflecting strategic planning of cybercrime
aspects in the development of national cybersecurity strategies.

CSIRT and Technical Community

The broad technical community of IT specialists is at the heart of the Internet’s creation and its
evolution into a global decentralised infrastructure. While this community includes a very wide
range of technical actors with multiple functions in the Internet governance ecosystem ©?, with
regards to CCB this analysis focuses on the key stakeholder community of IT experts and network
managers that deal with the security of essential shared Internet infrastructures, provide essential
security services and respond to security problems and cyberattacks.

Establishing and strengthening national Computer Security Incident Response Teams (CSIRTs) has
been a longstanding priority for the CCB field, because of their importance underpinning national
cybersecurity (International Telecommunication Union 2021; Lipson 2002, 5) and their role working
with international partners to respond to and mitigate threats (Skierka et al. 2015). Following some
success in increasing the number of national CSIRTs ®¥, several interviewees #2 said that CCB pro-
jects are now shifting towards helping these CSIRTs secure necessary, more advanced capabilities,

(30) For a comprehensive analysis see the disaggregated Internet governance taxonomy proposed by Raymond and
DeNardis (Raymond and DeNardis 2015, 585-94).

(31) The ITU’s record of national CSIRTs shows the number increased from 102 in 2014 to 131 in 2020
(International Telecommunication Union 2021).

(32) Focus group meeting with cyber capacity building experts, 16 November 2020.
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especially those needed to support critical national infrastructure. However, this still leaves a sig-
nificant number of countries without a national CSIRT, and organisations are collaborating to fill
gaps in existing guidance with information suited to their needs (Duijnhoven et al. 2021).

Although one can identify a parent community of technical experts from a CSIRT background in-
volved in cyber capacity building, they provide their CCB assistance through a variety of channels.
A lot of national CSIRT teams provide direct support to one another and engage in mutual exchang-
es of information, skills and even staff 3. Staff from 591 national and organisational CSIRTs come
together to support one another, and new CSIRTs, through the Forum of Incident Response and
Security Teams (FIRST) ®4 and its training and fellowship programme. The other main channels
are regional collaborative mechanisms #% non-commercial organisations with international CSIRT
training programmes ®® and cybersecurity companies that provide pro bono incident response
services and training.

This parent community of technical experts contributes not only essential expertise, but also a col-
laborative culture and interpersonal networks that connect different types of organisations and
countries, between which technical-level cooperation may continue despite fraught political rela-
tionships (Tanczer, Brass, and Carr 2018). Because of their fundamental importance, early start,
collaborative culture and concrete aims, the parent community of technical experts is well inte-
grated into the field of CCB and its core community. However, one constraint upon the CSIRT com-
munity’s ability to engage on cyber capacity building across borders has come from international
sanctions. In 2019, FIRST expressed its regret that it had to suspend Huawei’s membership to en-
sure compliance with US Export Administration Regulations (EAR) (Forum of Incident Response and
Security Teams 2019). This is an example of how the aims of one community, and its decisions on
how those aims are best achieved, can affect the cyber capacity building work of others.

Foreign Policy Community

The foreign policy community, typified by ministries of foreign affairs, were not the first to start
funding cyber capacity building, but they have been one of its leading driving forces since at least
2015, when they were deeply involved in the creation of the Global Forum on Cyber Expertise. The

(33) Examples mentioned during our interviews include Japan’s JP-CERT, the Korean Internet and Security Agency
(KISA), New Zealand’s CERT-NZ, the French National Agency for the Security of Information Systems, Estonia’s
Information System Authority, the UK’s National Cyber Security Centre and China’s National Computer Network
Emergency Response Technical Team/Coordination Center.

(34) Figures as of 20 July 2021 (Forum of Incident Response and Security Teams 2021).

(35) Including (i) the training and activity coordination work of regional bodies such as OAS, ASEAN and the
Commonwealth Telecommunications Organisation (CTO), (ii) other regional coordination groups like PACSON in
the Pacific and (iii) the programmes of regional CSIRTs or cybersecurity agencies such as the European Union
Agency for Cybersecurity (ENISA), the Task Force on Computer Security Incident Response Teams (TF-CSIRT)
and the Asia Pacific Computer Emergency Response Team (APCERT).

(36) For example, ITU, the CERT/CC at Carnegie Mellon University and Asia Pacific Network Information Centre.
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trajectory of their involvement, as well as their aims and approach, are of significance to the cur-
rent state and future of the field.

The first Global Conference on Cyberspace, in 2011, was a watershed moment for foreign ministry
involvement in cyber capacity building. One of the viewpoints that received strong support among
delegates was that it was not enough to talk about shared, global security risks in cyberspace,
there also had to be action: “practical collaboration and capacity development on cross-border law
enforcement, to take place at a rapid pace” (‘London Conference on Cyberspace: Chair’'s Statement’
2011). This was followed by several foreign ministries starting cyber capacity building and the
Ministry of Foreign Affairs of The Netherlands using the 2015 Global Conference on Cyberspace to
launch the CCB-focused Global Forum on Cyber Expertise.

The contribution of the foreign policy community to cyber capacity building in the last five to ten
years has been significant, but there is a strong case for strengthening the involvement of other
communities to maintain a balance of actors and approaches. A recurrent theme in the early litera-
ture on cyber capacity building has been its use as a foreign policy tool that can influence domestic
policy, deepen market access and promote the adoption of specific standards or technology, such
as those for 5G (Hohmann, Pirang, and Benner 2017, 10; Pawlak 2016b, 85). The risk highlighted
by authors such as Pawlak is that development objectives will be diluted when foreign policy and
Western security interests play a dominant role in directing capacity building. In addition, we iden-
tify the following risks:

» Foreign policy programme budgets are small compared with those of the development sector.

The field may soon max out foreign policy community funding and need to draw more on fund-
ing from other communities to continue growing.

» Foreign policy objectives evolve more rapidly than those of most other communities. This could
impede the field’s ability to set itself a stable agenda.

* The foreign ministry approach to programme management has stressed speed and agqility over
the more rigorous, but slower, processes of the development community. The complexity and
risks of cyber capacity building suggest that a more rigorous programme management ap-
proach is needed.

« It is easier to build a collaborative global effort around common interests, but foreign policy
interests are intrinsically divergent: if all countries agreed on an issue there would be no need
for a foreign policy on it.

Development Community

The international development community has been using the concept of ‘capacity building’ since
the 1990s (Zamfir 2017, 2) and the 2003 and 2005 World Summit on the Information Socie-
ty called for CCB to support development. However, the field of CCB has, with a few exceptions,
evolved outside of the development realm.

38



Part I: Trends

The ‘niche’ nature of cybersecurity in the global policy agenda has negatively impacted the inte-
gration of cyber capacity building into the development agenda, in part due to the impression that
cyber issues are linked to national security and therefore would largely fall outside the scope of
official development assistance. However, even the recognition of ICT as a broad enabler of devel-
opment, affecting every Sustainable Development Goal, has only been widely recognised within the
development community in the past decade (United Nations, General Assembly 2015). Therefore,
it is perhaps unsurprising that technical cyber sub-issues are yet to be mainstreamed into devel-
opment thinking.

Some of the key actors who have tried to break through the glass wall between cyber capacity
building and development include the EU, ITU, Japan, Norway, the World Bank, UK and US. The EU
was one of the first donors to systematically use its development cooperation funds to finance CCB
projects. This funding came from pre-accession and partnership financing instruments and then
consolidated as a priority to “utilise different EU aid instruments for cybersecurity capacity building”
in the 2013 Cybersecurity Strategy (European Union 2013). The evolution of the EU’s policy narra-
tive since 2013 has focused upon addressing cybersecurity as a governance issue and cybercrime
as a criminal justice reform priority, both closely linked to the Sustainable Development Goals
(Council of the European Union 2015; 2018). The ITU oversaw the drafting of a Global Cybersecuri-
ty Agenda to follow up the WSIS outcomes (International Telecommunication Union 2008, 104-11)
and subsequently its Telecommunication Development Sector (ITU-D) was set as an objective to
“build human and institutional capacity, provide data and statistics, promote digital inclusion and
provide concentrated assistance to countries in special need” (International Telecommunication
Union (ITU) 2014, 32). The World Bank, UK and US have all created funds or programmes that in-
tentionally combine digital development and cyber capacity building using overseas development
assistance.

These examples and the others we found demonstrate a slow but steady trajectory in connecting
development funding with cyber capacity building. The pace could accelerate with the pivot to-
wards digital development as a new priority that requires the integration of cybersecurity.

Human Rights Online Community

The human rights online community advocates for a free, open, peaceful and secure cyberspace
— goals shared by the core CCB community. Furthermore, several of the internationally active
members of this community had pre-existing relationships with CCB funders through cyber policy
projects and fora such as the Freedom Online Coalition and RightsCon. All of this would suggest
that international and larger local human rights online organisations should have been well inte-
grated into the field of CCB by now. However, while members of this community have been invited
to play a role in key CCB conferences and decision making processes, this has not yet amounted to
strong integration. Three factors help explain why: distance, culture and aims.
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Locally focused civil society organisations are playing an increasingly visible role in cyber capacity
building projects as stakeholders in government processes or as implementers or both. However,
the fact that the core CCB community is concentrated in a few capital cities means there is a phys-
ical divide that many on both sides still find hard to bridge. This makes it less likely that these
organisations will be consulted during project design, know about tender or grant opportunities,
or be invited to the events of the core capacity building community. Online tools and knowledge
repositories are being explored as solutions, but here issues of language and access to technology
are challenges to be overcome.

A multistakeholder approach is deeply rooted in the culture of the human rights online community
and essential for the inclusion of civil society in government-led processes. There have been positive
examples of a multistakeholder approach in the development of CCB, such as the use of Internet
Governance Forum events to hold consultations on new programmes (Viatchaninova et al. 2013).
However, there have also been examples of civil society not having the level of involvement they
wanted, including at the Global Conferences on Cyberspace in 2015 and 2017 and the recent UN
Open-Ended Working Groups discussions on principles of CCB (Duru Aydin 2015; Lea Kaspar 2017,
Ferrari and Kumar 2020). In 2011, Ron Deibert made the case that civic networks must be a part
of the rule-making forums where cyberspace rules of the road are agreed upon and implemented
(Deibert 2011). The same could be said of the forums where cyber capacity building is discussed.

Although the aims of the human rights online community and core CCB community align, there
are important differences in emphasis. The core cybersecurity capacity building community has
the primary aim of strengthening national cybersecurity and cybercrime capacities, in a way that
respects rights and freedoms. In contrast, the primary aim of the human rights online community
is defending those rights and freedoms which need cybersecurity for their protection. There should
not be a trade-off between security and rights, but when the human rights online community par-
ticipate in a security-centric and state-centric field, as CCB has been, they are conscious of the need
to ensure their rights-centric objectives are not sidelined.

Defence Community

The defence community has been involved with the Internet since its earliest origins in the De-
partment of Defence’s Advanced Research Projects Agency Network (ARPANET) in the late 1960s.
It is therefore not surprising that this community were among the first to respond to the need for
international cooperation to address transnational cyber threats and to engage in cyber capaci-
ty building. In 2002, NATO called for cyber capacity building to address the inequalities between
states in capabilities and human capacity in their report on ‘Vulnerability of the Interconnected
Society’ (North Atlantic Treaty Organization 2002, 12). The US Department of Defense has funded
cyber capacity building since at least 2009 under its Security Cooperation activity.
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Many of the projects, issues and trends within the defence cyber capacity building community have
a lot in common with their civilian counterparts. Priorities for NATO and US include: promoting infor-
mation and coordinated action in the face of threats; helping partners understand their needs; and
supporting a strategic planning approach. They similarly think in terms of putting in place the ‘build-
ing blocks of capacity’. Furthermore, these can be the same building blocks that the mainstream
capacity building community are supporting, in particular incident response teams and digital fo-
rensics capability. In countries where the defence ministry has responsibility for national cyber-
security, these may fulfil the national incident response role. An example of this is Jordan, where
NATQ’s Science for Peace and Security Programme helped Jordan establish a military CSIRT that
had national responsibilities to protect government and civilian systems (NATO 2017).

Spending figures are rarely published for projects funded by the defence community, but there is
reason to think their scale is significant. For example, in Ukraine the US Department of Defense has
contributed over $1.6 billion (€1.3 billion) to security assistance since 2014, some of which has
been for cyber capacity building (U.S. Department of Defense 2019). If at least 1% of this as-
sistance went towards cyber capacity building, that would mean this was one of the field’s larg-
est programmes, at over $16 million (€13 million).

Identifying the common interests between defence and civilian capacity building, Global Affairs
Canada began a new project with the Inter-American Defense Board (IADB) and its Foundation
in 2020 to start the IADB Cyber Defense Programme (Inter-American Defense Foundation 2020).
Canada recognised that the defence community had routes into national cybersecurity leadership
that Canada’s civilian projects found difficult to access. Furthermore, in several countries in Latin
America the military plays a leading role in national cybersecurity and emergency response. The
programme began by agreeing to a Framework for Cyber Defense Cooperation in the Americas to
establish shared and clear values and approaches. It is now strengthening the cyber defence strat-
egies and response capacities of six countries in the region.

Private Sector Community

Private sector companies help build capacity through direct contracts from foreign governments, by
implementing projects with donor funding and by themselves acting as donors and implementers
through pro bono activity. The last two of these we classify as international cyber capacity building,
while the first is purely commercial activity without any voluntary contribution component.

The private sector’s role in cyber capacity building has grown in size, investment and prominence.
Companies are creating new not-for-profit organisations, forming alliances and consortia, launch-
ing cyber training academies, financing CCB projects directly or through their foundations, con-
vening strategic events, presenting proposals and taking an active role in platforms such as the
Global Forum on Cyber Expertise. We distinguish the following groups with notable activity in cyber
capacity building to date:

41



Part I: Trends

* ICT and technology companies, such as Microsoft, Cisco, Accenture/Symantec, Hewlett Packard
Enterprise and IBM.

* Professional services companies, such as Deloitte, EY and KPMG.
* Global cybersecurity companies, such as FireEye, Kaspersky, Palo Alto Networks and Trend Micro.
* Telecoms companies, including AT&T, Huawei, Vodafone and Telstra.

* Financial sector entities, such as Citigroup Inc., Mastercard, Absa Group Limited, Sberbank
Group, FS-ISAC, SWIFT, etc.

* Other project implementing companies, many of them small and medium-sized enterprises,
with cyber capacity building expertise.

The role of multinationals is significant because they fill multiple roles: implementing projects
funded by others, financing projects themselves, providing pro bono services, engaging in inter-
national policy negotiations and contributing at the front line of incident detection and response.
Several have established free cybersecurity training programmes and/or public-private tech hubs
in partner countries.

Zooming in on multinational cybersecurity companies, we include a few indicative examples of the

different modalities they use:

* FireEye is an implementer for government donors and provides €4-8 million per annum in pro
bono assistance through its Research Partnership Programme. Kaspersky launched a pro bono
capacity building programme for government entities and universities to enhance their knowl-
edge on evaluating product security and also delivers, through the DiploFoundation, a capacity

building exercise on technical attribution for cyber diplomats and policy and legal researchers
without technical backgrounds.

* Palo Alto Networks Cybersecurity Academy is focused on skills development, delivering
entry-level to intermediate courses and hands-on labs, integrated into degree programmes, at
no cost to qualifying universities, colleges and high schools.

* Trend Micro demonstrates a wide range of corporate social responsibility programmes, includ-
ing Internet Safety for Kids and Families, the Initiative for Education aimed at schools, Cyber-
security Education for Universities, Internet Safety for Small Businesses and the Cyberwomen
Challenge with the OAS.

Several companies have developed expertise in implementing competitively tendered international
cyber capacity building projects. These tend to be smaller cyber companies with a footprint in one
country, but the ability to deliver internationally and combine the skillset needed for cybersecu-
rity with that of international development projects. This trend has been concentrated in several
countries where local ecosystems of smaller cyber capacity building companies, consultants and
academics are taking root. These include the US, UK, Israel, France, Australia and the Baltics.

Recognising the opportunity to connect companies with common interest in global cybersecurity,
and to connect larger multinationals with SMEs, there have been efforts to create alliances, such
as the Cybersecurity Tech Accord and the Paris Call for Trust and Security in Cyberspace. Microsoft
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has played a key role in both. Companies in these alliances typically commit to a safer cyberspace
and, inter alia, promote awareness-raising campaigns addressing cyber risk and threats.

The emergence of companies specialising in delivering international cyber capacity building pro-
jects is a positive sign for the field. It indicates that there has been a large and reliable enough
flow of funding for such specialism to develop. It also means that there is a career path for cyber-
security professionals wanting to work in capacity building. Yet, there has been slow progress on
involvement of traditional development consultancies in CCB.

An opportunity and challenge for the field created by the greater engagement of companies is
that they bring a different perspective and culture. For example, some companies have said 57
that the field’s progress is too slow and that it is too focused on putting in place the foundational
building blocks of capacity, such as basic incident response teams and legislation, as opposed to
the higher-level capabilities needed to meet advanced threats.

While the private sector is not a monolith, the technology-focused companies play a significant role
in shaping cyberspace through the technological solutions and services they provide, while they
are also the largest seekers of cyber talent. This influences their priorities in cyber capacity build-
ing and their approach. They are keen to strengthen relationships with corporate, government and
individual customers, to foster availability of local talent and encourage stability and predictability
in cyberspace and its regulation.

Why does this trend matter?

The fact that cyber capacity building has organically grown within distinct, and sometimes siloed,
parent communities is important because it affects what actions are needed to ensure CCB grows in
an efficient and coordinated way in the future. As our scenarios explore, there are futures in which
CCB is conducted with competing approaches and objectives and there are futures in which there
is alignment, coordination, shared goals and common practices between the parent communities.

The inhomogeneity of the cyber capacity building community is both a strength and a weakness.
The parent communities have a variety of knowledge, methods, tools and funding sources that
they can bring to the table. However, this diversity also creates inherent fragility and the need to
invest more energy in efforts to ensure alignment and coordination. It is also significant that the
majority of potential funding for CCB lies in the communities in the less-integrated group, especial-
ly the international development community.

The strengthening of the core community is a long-term process that will require breaking through
horizontal and vertical silos between and within parent communities. Agreeing to and implementing

(37) This insight comes from remarks made by private sector representatives during GFCE meetings attended by
the authors.
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principles of cyber capacity building can assist by building trust and creating common frameworks
and terminology that aid coordination and collaboration between and within the parent communi-
ties and with the core community. The Open-Ended Working Group’s 2021 final report proposes 10
principles for the field and follows an earlier set of principles agreed in the GFCE’'s 2017 Delhi Com-
munique. This a useful start, but further work must be done to communicate the principles-based
approach to all parent communities and to a wider group of stakeholders outside of the UN process
in a way that will gain wide support for their implementation (Pawlak and Barmpaliou 2017; Collett
2021, 14-16).

Recommendations

For the EU:

* In the process for the development of the EU External Cyber Capacity Building Agenda, cap-
ture the EU’s CCB lessons to date and reflect on concrete actions for better embedding differ-
ent parent communities, including bringing the EU Member States’ development agencies on
board with CCB.

* UsetheEUCyberCapacityBuildingBoardtosystematicallybringtogetherline Directorates-General
(DGs) experts in CCB programming discussions and coordination.

* In light of the leading role of several EU Member States’ development cooperation agencies
globally, consider convening an informal meeting with the relevant EU services and bring to-
gether the representatives of the Council Horizontal Working Party on Cyber Issues (HWP) and
the Working Party on Development Cooperation for a hands-on awareness raising discussion on
prioritising and/or mainstreaming CCB into development cooperation based on the examples of
the EU’s experience since 2013.

« Update the EU Operational Guidance with concrete examples that demystify cybersecurity for
EU Member State development agencies. Consider using the EU CyberNet Annual Conference to
bring different parent communities together with the core stakeholders engaged in EU-funded
capacity building activities to strengthen the network and knowledge exchange.

* Ensure the EU engages systematically with the core CCB community represented at the GFCE
and consider assigning thematic experts as points of contact for each WG with an overall co-
ordinating PoC.

For the whole CCB community:

»  Countries and large companies and organisations should shift from ad hoc inter-agency,
inter-service or inter-departmental meetings on cyber capacity building to regularised process-
es that bring together all relevant teams to discuss strategy and progress.

*  The UN and any other actors organising events to follow up the Open-Ended Working Group
and Group of Government Expert 2021 recommendations on cyber capacity building principles
and coordination should use this as an opportunity to involve all the parent communities in
the process.
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« Step up efforts to connect cyber capacity building with the international development commu-
nity, especially those running digital projects. Actions to achieve this have been recommended
in several reports and should be implemented 2.

For the GFCE:

* Use the GFCE’s proposed conference in 2022, co-hosted with the World Bank, World Eco-
nomic Forum and Cyber Peace Institute, to bring together parent communities. The mix of
co-hosts lends itself to engaging ICT for development practitioners and researchers in particu-
lar. Action-orientated outcomes could be achieved through dedicated sessions, side events,
a communiqué and a Sherpa process to prepare these.

* Design an outreach strategy for each parent community.

TREND 4. CYBER CAPACITY BUILDING IS GRADUALLY PROFESSIONALISING

Many cyber capacity building programmes are maturing, by which we mean they are applying
good practices from the established fields of programme management and development. These
include having a needs-based approach to project duration, having stronger programme manage-
ment teams, managing human rights risks, using monitoring and evaluation, using research, main-
streaming gender and adapting implementation methods.

Strengthening programme management teams

Several programme teams have strengthened their own capacity in the last couple of years and
have plans to continue doing so. This has occurred through a combination of adding staff, creating
specialist roles or training.

The UK Foreign Commonwealth and Development Office (FCDO) programme team operated with
a staff of about three from 2012 to 2018, when it expanded to over ten. From 2018 to 2020,
two of the team members were economists, brought in to strengthen metrics, monitoring and
evaluation processes. The team started to more proactively encourage team members to take
programme management courses in 2019. Australia’s Department of Foreign Affairs and Trade
(DFAT) programme team started with one and a half people in 2017 and now consists of three
programme staff and two to three people in its managing contractor support unit. The use of such
a unit was a lesson applied from DFAT’s management of its development programmes. In 2020,
the US State Department began the process of expanding their S/CCl programme team, with plans
to increase its size from three people to eight, including communications and strategy specialists.

(38) Reports with recommendations or insights on mainstreaming cyber capacity building into international
development include EUISS’s Cyber Capacity Building in Ten Points (Pawlak 2014a), NUPI's ‘Teach a Person How
to Surf: Cyber Security as Development Assistance’ (Schia 2016), New America’s ‘Securing Digital Dividends:
Mainstreaming Cybersecurity in International Development’ (Morgus 2018) and the World Bank’s ‘Digital
Dividends’ (World Bank Group 2016).
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Singapore Cyber Security Agency’s international programme team began by using part of the time
of a few staff in 2015 and has since grown to have three full-time positions.

The strengthening of programme teams is also occurring outside of governments. In 2020, the
World Bank restructured their Digital Development Department, increasing the number of staff
with a concentration in cybersecurity to around 10. They also took the step of providing their cy-
ber programming staff the opportunity to take a three-month part-time course in cybersecurity
at Harvard.

The growth of programme teams has not, however, been universal. For example, the Japan Inter-
national Cooperation Agency (JICA) and Korea Internet & Security Agency (KISA) programme teams
have remained at a consistent size since they were established.

Managing human rights risks

Cyber capacity building projects can give rise to, or be used to address, a range of human rights
risks including privacy, freedom of expression, freedom of association, discrimination, the right to
a fair trial, the right to life and access to online services and information.

The human rights risk landscape for projects is becoming more complicated. Awareness of the risks
among programme teams is improving, and there are some signs of increased action to under-
stand and mitigate risks. The human rights landscape is becoming more challenging with each new
case of governments putting human rights principles at risk, or contravening them, through prob-
lematic cybercrime legislation or the misuse of powers and data (Calandro and Berglund 2019, 2).
Beneficiaries are also more frequently requesting capacities that generate human rights risks, such
as tools and training that could be used for offensive cyber capabilities or social media monitoring.
Some interviewees noted that these tools are readily available from other sources, so even if their
projects did not provide them, countries would probably still acquire them. 2

The EU’s operational human rights guidance for cyber capacity building recommends integrating
human rights principles and safeguards at all stages of the project management cycle (Europe-
an Commission, Nicole, and Hansen 2015, 25). During our interviews, we heard few examples of
this end-to-end integration. However, several programme managers said their teams were giving
greater consideration to human rights risks and they typically described taking at least one of the
following assessment or mitigation measures:

* Pre-project risk assessments. The World Bank use Environmental and Social System As-

sessments. The UK conducts Overseas Security and Justice Assistance risk assessments. JICA
conduct project Environmental and Social Assessments.

* Regular reports from embassies. US embassies submit annual human rights reports, while
Australia’s produce them every two years.

(39) Interviews with private sector representatives on 18 December 2020 and 1 February 2021.
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+ Selection of implementing partners. Australia manages risk by working with a small num-
ber of trusted implementing partners and making use of the due diligence process they go
through when selected.

+ The closeness and length of their relationship with beneficiary countries. New Zealand
works with a small number of regional partners which gives them a strong understanding of the
risks and influence over them.

* Restricting the types of support provided. The World Bank will only finance civilian, defen-
sive capabilities and bank-executed funding is not used to purchase equipment. FireEye decline
requests for social media monitoring tools and provide a fixed list of trainings. US cyber capac-
ity building will not assist offensive cyber capabilities.

There is also increasing investment in projects with a rights-focus or strong rights component. One
implementer estimated the funding for this type of work had doubled within the last couple of
years — a faster rate of growth than for cyber capacity building overall. Examples of such projects
include: the Australian Human Rights Commission providing technical training in Vietnam; Plan
International helping Solomon Islands youth stay safe online; and GIZ assisting civil society to en-
gage on cyber issues at the African Union.

The strategic framework pillar has received particular attention for integrating a human-centric and
rights respecting approach. For example, Global Partners Digital has published two good practice
guides to involving stakeholders in national cybersecurity strategy development (Global Partners
Digital 2020; Shears, Schnidrig, and Kaspar 2018). They have supported the application of these
approaches in the strategy development processes of several countries including Ghana, Mexico,
Belize and Sierra Leone. This has contributed to human rights language being included in national
cyber strategies, although it is too soon to assess if this has influenced how rights are respected
during the implementation of those strategies.

Some programme managers expressed concern that they, or their peers, did not sufficiently un-
derstand the risks or have the tools they needed to mitigate them. They recognised that there
was a positive trend towards awareness of human rights risks, and to a lesser extent mitigating
action, but they felt it was too slow and may be not sufficient to keep pace with the growth in risks.
The cyber capacity building community needs to catch up with the development community. As
an example, in 2009 the UN Secretary General established the UN Development Group’s Human
Rights Working Group to mainstream efforts within the UN development system. Although funder
programme teams are bringing in more specialists in monitoring and evaluation, cybersecurity and
strategic communication, we did not find any creating positions for human rights specialists.

Monitoring and evaluation

Cyber capacity building has suffered from a lack of supporting evidence for the effectiveness of its
activities (European Commission et al. 2018, 103). Measurement challenges have created prob-
lems across the spectrum of cybersecurity activity, including such key areas as risk management
methodologies, the performance of national cybersecurity programmes and the effectiveness of
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the cyber insurance market (Hubbard and Seiersen 2016; UK National Audit Office 2019, 24; Dam-
bra, Bilge, and Balzarotti 2020). It has also spurred interest among the cyber capacity building
community in improving the frameworks, indicators and data they have for monitoring and evalu-
ation (M&E) and in being more robust in their application. In response to the challenge, programme
teams are strengthening their M&E approaches.

Organisations typically start approaching the challenge of evaluating and measuring their CCB pro-
grammes by deciding if there are any organisation-wide evaluation frameworks they should
apply. We found several examples of programmes that had orientated their evaluation around such
frameworks. These include New Zealand’s Ministry of Foreign Affairs and Trade, Japan’s JICA and the
World Bank. All of these are organisations that use Overseas Development Assistance and there-
fore their organisation-wide frameworks draw upon the Organisation for Economic Co-operation
and Development’s Development Assistance Committee (OECD DAC) evaluation criteria: relevance;
efficiency; effectiveness; and sustainability.

The European Commission has several organisation-wide frameworks that can be applied to cyber
capacity building depending upon which funding instrument is being used. These include: the EU
Result Framework used by DG International Partnerships (DG INTPA); the EU Partnership Instrument
Monitoring System used by the Service for Foreign Policy Instruments; or the Better Regulation
Guidelines used by the DG for Neighbourhood and Enlargement Negotiations (DG NEAR).

Organisation-wide frameworks are by necessity quite generic, which has left a space, and created
a demand, for cyber-specific capacity frameworks that can be used for M&E. Several organisa-
tions have made use of national cybersecurity capacity maturity models to measure improvements
in national-level outcomes that projects aimed to contribute to (Weisser Harris et al. 2021) “9.

While there are frameworks programmes one can use to measure national-level outcomes, there
is less supporting literature on how they can measure the impact of these capacity outcomes on
improving indicators of cybersecurity vulnerability or harm, or an open, free, secure and peaceful
cyberspace. Work that could be applied to impact evaluation includes: models of cyber harm; na-
tional cyber risk assessment methodologies; Oxford University’s research to quantify the link be-
tween cybersecurity capacity and positive indicators of security and digital access (Agrafiotis et al.
2016; Dutton et al. 2019; Creese et al. forthcoming); and the recent ‘Literature Review: Guide for
Criminal Justice Statistics on Cybercrime and Electronic Evidence’ .

(40) Examples mentioned in interviews include the UK using the Capacity Maturity Model in the measurement of
programme outcomes, FireEye using their own National Cybersecurity Assessment Methodology and South
Korea looking for improvements in the ITU Global Cybersecurity Index.
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Ten examples of CCB programmes strengthening their M&E approach

1. The ITU is moving from activity-based reporting to results-based reporting, which prompt-
ed them to redesign their planning and delivery process.

2. The US State Department intends to improve the M&E in its foreign assistance, with addi-
tional, multi-million-dollar investment in M&E activities. As a consequence, the S/CCI cyber
programme team are hiring an M&E specialist.

3. The World Bank have recently created a Global Analytics Department and are preparing
the ground for a research project that could contribute to better metrics for the community.

4. Australia’s DFAT amended the latest version of their grant form to include more robust
M&E and clearer milestones.

5. The UK brought two economists into their programme team from 2018 to 2020 and have
begun using logframes. Their Digital Access Programme could break new ground by using
three sets of metrics: development goal outcomes; improvements in the national capacity
maturity assessment; and reductions in cyber harms.

6. Japan’s JICA is developing a cyber capacity framework and indicators to inform their proj-
ect design and M&E.

7. The EU’s Operational Guidance made a useful contribution to the tools for designing and
measuring outputs by sharing templates for each capacity pillar (European Commission et
al. 2018, 63, 87,91, 110, 118, 126, 134).

8. The EU’s Capacity4Dev platform publishes on its website practical guidance on indicators
and results chain across different sectors of intervention, including on cybersecurity (Eu-
ropean Commission 2018).

9. Several programme managers have commissioned independent or semi-independent
evaluation reports of their projects. At least two have been published (World Bank, Dutton,
and Bauer 2019; UK Foreign Commonwealth and Development Office 2021).

10.Singapore has commissioned research on how to better measure the outcomes of CCB
training projects.

Use of research

The development community places greater emphasis upon conducting and using research to in-
form programme and project design than the cyber capacity building community, but the gap has
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been narrowing. The shift from smaller, shorter projects to larger, longer programmes has con-
tributed to the demand, and time available, for research. This research takes several forms. It is
relatively common for programmes to review and use existing literature; for example New Zealand
drew upon several regional cyber reports covering the Pacific when designing its new programme. It
is also becoming more common for programmes to build in time for national capacity assessments
or surveys before their projects; for example all JICA projects are preceded by a country study mis-
sion and the UK commissioned capacity assessments at the start of its Digital Access Programme.
The story with regard to producing and commissioning fresh research is a little more complicated.

Cyber capacity building programmes have routinely produced or commissioned tools and research
reports that were shared with others, either on their own or in collaborative efforts. However,
there was a period of especially high interest and investment in research at the start of cyber
capacity building, as the new field was setting itself up. Commissions and funding supported new
cyber capacity building researchers in knowledge centres such as Oxford University, MITRE, Soft-
ware Engineering Institute (SEI), Australian Strategic Policy Institute (ASPI), DiploFoundation, the
e-Governance Academy, EUISS and NUPI.

There are signs that we are at the start of a second wave of interest and investment in research.
In 2020, the GFCE responded to member demand by launching a research agenda that prioritises
research requests from its working groups and connects them to funding, initially from Canada. In
Spring 2020, the World Bank Digital Development Global Practice established a Global Analytics
Department that will produce and commission research. Australia included encouragement to sub-
mit research proposals in its last call for grants — although the absence of proposals was a sign of
the gap between research supply and demand. Singapore is commissioning research, especially on
evaluating what works, to support its ASEAN Singapore Cybersecurity Centre of Excellence (ASCCE).
In Africa, there has been recent investment in the Cybersecurity Capacity Centre for Southern Africa
and the Africa Cybersecurity Resource Centre Consortium (ACRC). This fits a pattern of investment
in regional centres that can conduct capacity building and have expertise that could be used for
research and education (Perrier and Baur-Yazbeck 2020). Interviewees encouraged funders to ex-
plore supporting existing research and regional centres before creating new ones.

Gender mainstreaming

Our focus groups and interviews identified gender as an emerging issue. Some cyber capacity
building projects with a gender component, such as the Women and International Security in Cyber-
space Fellowship (Cybil Portal 2021b), are well known among the community, but the total number
of projects in the Cybil Portal is still quite low “". In the last two years, driven by the Women, Peace
and Security agenda, there has been a move to start including gender within CCB. The coronavirus
pandemic has accelerated this with remote working and services creating greater opportunities for

(41) At the time of writing, the Cybil Portal contained seven projects with an explicit gender component.
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exposure and exploitation “2. However, cyber capacity building has not yet moved beyond consid-
erations of gender equality to deliver gender-sensitive prevention, mitigation and response.

Although hard to measure accurately, in line with the trend and critique of feminist-foreign policy
(Jezierska 2021), there could be a larger volume of gender-informed cyber capacity building oc-
curring within the programmes of other communities. In particular, the Women, Peace and Security
agenda - built upon UN Security Council Resolution (UNCSR) 1325 - plays a significant role. This
agenda has mainstreamed gender considerations into international security programming. That
security programming is beginning to address cybersecurity issues and thereby connect gender
considerations with cyber capacity building ‘from the outside’ “*. The UNCSR 1325 Women, Peace
and Security agenda is reflected within the normative discussions in the UN Open-Ended Working
Group and UN Group of Government Experts, but is less prominent in the GFCE.

Those national cybersecurity strategies that include gender primarily do so from the perspective
of women’s participation, as do at least a third of the gender-related international cyber capac-
ity building projects in the Cybil Portal. Gender equity addresses the issue of increasing the rep-
resentation of all genders in cyber and narrowing the gender gap “#. Gender equality is also the
primary concern of the GFCE's Women in Cyber Capacity Building initiative (Global Forum on Cyber
Expertise 2020b).

While gender equality is important, it is essential to also consider how gender interacts with cy-
ber risk, policy and operational effectiveness. This has received less attention from cyber capacity
building, partly because it is more difficult and politically sensitive to address culturally rooted
concepts of which groups are acknowledged as victims and the dynamics of masculinity within
government cybersecurity structures (Sharland and Smith 2019).

Where gender sensitivity considerations are addressed by projects, it is mostly at the civil society
level, in the feminist or human rights space focused on providing safeguards for cyber-related
harms to fill gaps where the state is unable to offer protections. The beneficiary countries for these
projects tend to be those where there have been conflict-related shifts in the human rights context,
such as Egypt, Thailand and Jordan. The UN Women’s Violence Against Women in Politics (VAWP)
project is an exception to this: it will study and address how ‘cyber violence’ is used by state and
non-state actors to discourage women from entering politics and to undermine them after they
have (UN Women 2021).

(42) For example, see advice for mitigating online risks in Canada’s Gender Equality Guide for Covid-19 Related
Projects (Global Affairs Canada 2021, 4).

(43) For example, the Women'’s International League for Peace and Freedom (WILPF) submitted a report, with the
support of donor funding, to the UN Working Group On The Use Of Mercenaries on the international services
of ‘cyber mercenaries’ and their human rights impact (Women'’s International League for Peace and Freedom
2021).

(44) The International Information System Security Certification Consortium 2017 indicated that 24% of
cybersecurity professionals worldwide are women and 51% of those had experienced discrimination, compared
to 15% of men (Help Net Security). See also (Global Forum on Cyber Expertise 2020b).
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Organisations and initiatives seeking to advance the field’s work on gender sensitivity include
UNIDIR, in their report on ‘Gender Approaches to Cybersecurity’(Millar, Shires, and Tropina 2021),
the Council of Europe’s Cyberviolence project and knowledge portal (Council of Europe 2021c) and
a new Chatham House project on Equity, Diversity and Inclusion in cybercrime programming.

Project design

The way cyber capacity building projects are being implemented is maturing and has been changed
considerably by the coronavirus pandemic.

Early cyber capacity building projects were critiqued for relying upon ‘fly-in fly-out’ training and
mentoring. This was poorly suited to building the interpersonal relationships and accumulating the
knowledge of local context that enables capacity building. Learning from this, and good practices in
development, security assistance and private sector projects, the field has deployed several other
ways of delivering projects.

One alternative to flying international experts in and out for short visits has been to deploy experts
in the beneficiary counties for long periods, up to a year or occasionally longer. JICA regularly use
a combination of Japanese experts who live in the project country for its duration, working in small
teams with locally hired experts. With a World Bank loan, Ghana contracted an Israeli company
to deploy experts into their national incident response team who worked as part as the unit, and
as trainers, until the Ghanaian staff were capable of operating without them (Ghana, Ministry of
Communications 2019). New Zealand has pioneered using secondments and reverse-secondments
between the CERT NZ and their counterpart teams in some Pacific partner countries. The EU is also
investing in the creation of a Latin America and the Caribbean Cyber Competence Centre (LAC4)
to be hosted in the Dominican Republic, with the aim to serve as a hub for sharing EU’s collective
expertise and building up local and sustainable capacities in the LAC region.

Another alternative to flying in international experts has been to use or build up local consultants
and organisations who can deliver the project, alone or with an international partner. Recognising
that local implementing capacity often needs strengthening to achieve this, some programmes
have included the need to partner with and assist local organisations within contracts or have grant
funded new local CCB initiatives, such as the Cybersecurity Capacity Centre for Southern Africa 4%
and the Africa Cybersecurity Resource Centre Consortium.

Lastly, projects have experimented with remote activities as an alternative delivery method, an
experiment accelerated by the travel restrictions created by the coronavirus pandemic. During
the pandemic, the ITU moved more of its ITU Academy courses, including those for cybersecurity,

(45) Although the Cybersecurity Capacity Centre for Southern Africa was launched as a new initiative in March
2020, it emerged from pre-existing work at the University of Cape Town, Research ICT Africa and the Global
Cyber Security Capacity Centre at the University of Oxford.
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online. The ITU also offer an online cyber range and have delivered virtual cyber exercises. New
Zealand has shifted to remote mentoring delivered by its CERT NZ staff. APNIC adapted to the pan-
demic restrictions by moving its training courses, lasting a full week, online. They found this allowed
them to continue capacity building, but the drop-out rates in their online training were five times
higher than in their offline training. They also found both implementers and trainees missed the
valuable exchanges and networking that occurred during the breaks.

Another way in which project delivery is evolving is that the length of the average project is in-
creasing. In 2010, the average span of a project was roughly one calendar year; by 2015 it had
risen to two calendar years. Our interviews and literature review confirmed there has been a push
for projects that have the flexibility to last longer if they need to. Where internal rules place a limit,
often three years, on project duration, some programmes have used multi-phased projects to ex-
tend the duration to six years or more 8,

Finally, the scope of the typical project is deepening. The earliest projects tended to focus on a sin-
gle pillar of capacity and, within that, a single aspect of that pillar. It is now common for projects to
take a more holistic and ambitious approach, addressing several capacity pillars at once.

Why does this trend matter?

Professionalising CCB by adopting lessons from related fields of practice, especially internation-
al development, matters because it will result in more effective projects and give confidence to
funders and beneficiaries. Programmes are more likely to be effective when they are commissioned
and overseen by funder teams with sufficient staff, with relevant experience and specialist exper-
tise. Strong risk management is not only the responsible approach to take, but is also important
for the practical reasons that projects achieve better outcomes when they have fewer negative
impacts for citizens and the capacities they build are resistant to misuse.

For a young field like CCB, evaluation and an evidence base to demonstrate impact will be es-
sential to identify what works and attract investment. The better use of research can support
such evidence gathering and, when used to inform programme design, can improve outcomes and
make project management easier. The integration of gender equity and sensitivity considerations
into programming is necessary to deliver upon United Nations Security Council Resolution 1325
on Women, Peace and Security, and to deliver projects that serve all targets and victims of cyber
threats. Finally, cyber capacity building needs ways to implement projects that are effective, effi-
cient, scalable and sustainable. Longer projects provide the time needed to build the strong rela-
tionships and understanding of local context that underpin effective capacity building. The fly-in
fly-out delivery method was necessary in the early years of the field when there were few people

(46) Interviews with a government official on 9 December 2020, an EU official on 14 December 2020 and two
project implementers on 15 December 2020 and 21 January 2021, respectively.
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with experience delivering international cyber training and projects had small budgets. However,

these conditions are changing, other models have been tried and the coronavirus travel restrictions

have emphasised the limitations of not having local implementing partners.

Recommendations

For the EU:

Compare the results indicators and results chains of existing programmes to look for lessons
and potential efficiencies in collecting data. This exercise could be done as part of the updating
of the EU’s Operational Guidance.

A concerted effort should be made to mobilise and utilise research at pre-programming stages
and inform an evidence-based prioritisation of capacity building efforts.

Review how the EU’s CCB actions are integrating a rights-based approach both at the design
stage and during implementation to manage risks, and whether the key points that related to
cyber issues from the 2015 Operational Human Rights Guidance for EU external cooperation
actions addressing Terrorism, Organised Crime and Cybersecurity could be updated and trans-
formed into ‘how to’ factsheets for the EU programme managers and the implementers.

Create EU guidance for gender sensitivity in cyber programming, adapting the principles of the
2004 toolkit on mainstreaming gender equality in EU development cooperation.

Strengthen the involvement of the EU agencies and bodies such as the European Union Agency
for Cybersecurity (ENISA), the European Cybercrime Centre (EC3) at Europol, the EU Agency for
Law Enforcement Training (CEPOL) and Eurojust in the delivery of cyber capacity building, either
as project leads or as project partners, in line with their respective mandates on international
engagement.

Ensure that all implementers of EU-funded projects on CCB get an information session after
contract signature, at the latest at the beginning of the inception phase, on the EU’s overall
project cycle management methodology and the Operational Guidance on CCB. A specific train-
ing course on the EU’s international cyber policy, related issues and CCB approach could be
developed.

For the whole CCB community:

Funder programme teams and larger implementers should look for applicable lessons in the
approaches their peers are using to strengthen their own capacity, such as training, specialist
roles and additional staff.

Programmes could make use of experts in human rights risk management and conflict sensitiv-
ity to review their current approaches and advise on improvements.

Share project evaluations online and, ideally, by linking to them from Cybil project pages. If
necessary, publish redacted versions.

Hold an academic conference on cyber capacity building with an open invitation for presenta-
tions by researchers working in the field from both academia and think tanks.

Apply lessons from Women, Peace and Security programmes on how to manage gender-related
risks when domestic legal protections fail and social norms are harmful.
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*  Funders should find ways to make it easier for locally based implementers to compete in con-
tract tendering processes and create incentives for bidding consortia leaders to include locally
based implementing partners.

For the GFCE:

« Consider whether the GFCE Foundation could offer training courses for cyber capacity building
managers and implementers, if members agree this fits its mandate and does not compete
with any service offerings of GFCE members.

« If the Cybil Portal decides to add a section on capacity building metrics data, then include hu-
man rights as a dimension, for example using the Freedom on the Net factsheets.

* Include research to support impact measuring research (especially indicators and data sources)
in the GFCE Research Agenda.

*  GFCE members should support the coordination and prioritisation of research by feeding their
requirements and suggestions into the GFCE Research Agenda process.

* Run a session on the application of gender sensitive approaches in cyber capacity building pro-
grammes at a future Annual Meeting and include an article on gender sensitivity in an issue of
the GFCE magazine.

» Use the GFCE magazine to raise the profile of local implementers and their contribution to cyber
capacity building.

TRENDS AND EMERGING ISSUES SPECIFIC TO THE EU’S
EXTERNAL CYBER CAPACITY BUILDING

Increased use of cyber capacity building as a mechanism
for the EU’s international cooperation

The role of external cyber capacity building as a mechanism in the EU’s international cyber co-
operation toolkit has increased over time. Building on its internal experience, the EU commenced
financing a few projects since 2009, with a focus on cybercrime mainly in the accession and
neighbourhood countries. The first EU Cybersecurity Strategy defined cyber capacity building as
a key pillar of the EU’s international cyber policy, coupled with the call to utilise different external
assistance financing instruments to this end (European Union 2013, 16). Since then, the EU has
started a comprehensive cyber-specific capacity building engagement at a global level, which has
been growing as a mechanism for its external cooperation, mirroring the global trend identified in
this report.

The increased use of capacity building as part of the EU’s international cyber engagement is a broad
trend shaped by three main elements.

First, the EU has increased its financial commitment for CCB. From the initial investment of
€10 million for its cyber-specific external cooperation actions in the 2007-2013 budget, known as
Multi-Annual Financial Framework (MFF), it reached the significantly higher commitment of almost
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€95 million during the 2014-2020 MFF.“? This has naturally resulted in an increase in the number
of financed projects with a cyber-specific objective, from one project in 2009 to a cumulative total
of about 40 projects by mid-2021.

It is noteworthy that the EU has been one of the few international donors to systematically
link its international cyber capacity building activities with its development and inter-
national cooperation funds from the early 2010s, in contrast to several other donors that have
mainly used foreign assistance financing. This approach has been promulgated in key EU policy

FIGURE 8. EU CCB FUNDING
2007-2020

MFF FUNDING TYPE

Euro‘pean
Development
Fund

European
Neighbourhood
Instrument

2014-2020

Partnership
N —
Instrument

Data: Authors’ compilation from interviews and open-source information

(47) See Annex 3 for a detailed list.
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documents, most notably the Council Conclusions on Cyber Diplomacy (Council of the European
Union 2015, 9-11) and the Digital4Development framework which recognised cybersecurity as
a transversal issue cutting across development cooperation (European Commission 2017, 12-13).
As a result, the connection of CCB with the EU’s sustainable development commitments of the
2030 Agenda “® has played a pivotal role in shaping the EU’s increased financing for CCB and this
trend overall, underscoring the intersection between cyber resilience, development and the role of
capacity building in third countries (European Union 2017, 19).

Second, the evolution of the EU’s approach from the technical assistance objectives of its early
cybercrime legislation projects to recognising “the importance of cyber capacity building in
third countries as a strategic building block of the evolving cyber diplomacy efforts of
the EU” (Council of the European Union 2015, 9) further showcases how capacity building has been
increasingly recognised as a mechanism that can serve multiple policy objectives as part of the
EU’s international cooperation toolbox. On the one hand, this can be seen in the expanded scope of
the available financing to include activities and projects beyond traditional CCB on cybercrime and
cyber resilience, such as aspects of cyber diplomacy and ICT standards. On the other hand, there
is growing interest in connecting cyber capacity building activities with fostering strategic alliances
and promoting “relevant EU cyber diplomacy policies and standards” as called for in the latest EU
Cybersecurity Strategy (European Union 2020, 23). A few interviewees noted that this approach
does not imply conditionality, but rather a clear line that the EU’s cyber capacity building cannot be
value-free, as the EU’s core values and principles on fundamental rights, democracy and the rule
of law also translate to cyberspace.“® The case of the GLACY+ project is indicative of this trend, as
the project is designed to support any country’s development of national cybercrime legislation, yet
the 15 priority countries that benefit from the full suite of its capacity building activities, primarily
for law enforcement and the judiciary, include only countries that have been invited to accede or
have signed or ratified the Budapest Convention on Cybercrime. This trajectory is likely to continue
in the future, considering the geopolitical ambitions of the von der Leyen Commission.

Finally, this trend can also be traced in the overall increased political priority the EU has
been placing over time on capacity building as a building block of its international cyber
policy. It is a theme that has gained prominence in the EU’s cybersecurity strategic frameworks
of 2013, 2017 and 2020. It has also been highlighted in vertical policies, with the most notable
example being the need to prioritise the use of external assistance in the fight against cybercrime

(48) The external cyber capacity building financed by the EU have been linked most notably with SDG 9a on resilient
infrastructure; SDG 16.4 on combatting all forms of organised crime; and SDG 16.6 on effective, accountable
and transparent institutions as indicated in the respective Commission Implementing Decisions (Action
Documents) for each project.

(49) Interviews with EU officials on 11 December 2020 and 6 January 2021, and a government official on 11 March
2021.

(50) This is reflected also in the revised mission and revamping of the Directorate General for International
Cooperation and Development (DEVCO) into the new Directorate for International Partnerships (INTPA) in 2020
with the objective to ensure the European model of development, inter alia, contributes to the EU’s wider
political priorities (President of the European Commission 2019).
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recognised in the European Agenda on Security (European Commission 2015) and the EU Security
Union Strategy (European Commission 2020b). The adoption of the EU External Cyber Capacity
Building Guidelines by Member States in June 2018 was a milestone in this respect. It provided
overarching political guidance on the scope, objectives and principles for the EU’s international
capacity building and cooperation efforts (Council of the European Union 2018). Similarly, CCB has
been a topic systematically included in the EU’s official Cyber Dialogues with its strategic partners
for exchanging lessons learnt, improving coordination and agreeing on priority actions. ¢

Overall, we expect cyber capacity building to continue to grow as a mechanism for the EU’s en-
gagement with its partners. On the one hand, we see cyber capacity building placed at the centre
of several discussions in major international fora including at the UN. On the other hand, partner
countries and regional organisations also seem to be increasingly interested in working with the
EU, either through traditional capacity building partnerships or to address cyber-related issues
broadly, as the requests for starting new official cyber dialogues and having peer-to-peer exchang-
es would indicate.

Looking ahead: key challenges and opportunities

Despite the EU’s use of external cyber capacity building to achieve multiple mutually reinforcing
objectives, an overarching narrative for cyber capacity building is still missing. The EU uses
CCB to contribute to an improved global digital ecosystem, to foster strategic alliances consistent
with the EU’s core values and principles, promote cooperation frameworks with partner countries
and regions and support the implementation of the 2030 Agenda (Council of the European Union
2018, 6). But several interviewed EU officials underlined the lack of a clear articulation regarding
how CCB can serve these different objectives while consistently supporting the EU’s digital, tech-
nological, development, security and strategic autonomy agendas. 52 While they agreed that cyber
capacity building is low hanging fruit as a mechanism for strengthening international cooperation
with partners, they expressed divergent visions and expected outcomes of such actions, which at
times could end up being at odds with each other.

Reflecting on the 2020-2024 Commission’s objectives for “a stronger Europe in the world” and the
external dimension of the objectives for “a Europe fit for the digital age” and “promoting our Euro-
pean way of life” (von der Leyen 2019), there is an opportunity for the newly launched EU Cyber
Capacity Building Board to expand on the existing cyber policy frameworks and use the Strategic

(51) As of July 2021, the EU has established formal Cyber Dialogues that are coordinated by the External Action
Service with the United States, China, Japan, Republic of Korea, Brazil, India and Ukraine.

(52) Interviews with EU officials on 10 December 2020, 11 December 2020, 17 December 2020 and 6 January
2021.

58



Part I: Trends

Plans of the relevant Commission services ** to shape an all-encompassing, coherent EU Ex-
ternal Cyber Capacity Building Agenda that recognises and integrates the different objectives.
Such an Agenda can also help the EU make better informed and coordinated decisions on its fund-
ing in order reinforce its responsible global leadership and translate its investment into soft power.
CCB, at its heart, is about supporting the cyber culture development of partner countries based on
common values that make cooperation easier. Nevertheless, the EU’s CCB to date has had little
normative and policy influence, as the actions have rarely been designed with that in mind 4.
Amidst growing geopolitical tensions over cyberspace issues and governance, it will be necessary
to pay more attention in aligning CCB with the EU’s cyber diplomacy objectives.

Linked to this is the reality that cyber-related issues, and related capacity building, cannot be seen
in a vacuum apart from the digital transformation, especially in light of a new wave of policy prior-
ities relating to digital and data technologies. In the past year, the EU has adopted a comprehensive
strategic policy framework, with its ‘digital decade’ vision (European Commission 2020a) and the
‘2030 Digital Compass’ (European Commission 2021c), that has a strong international dimension,
incorporates cybersecurity elements and sets the EU’s ambition for global influence. Through ‘in-
ternational digital partnerships’ the EU intends to promote alignment or convergence with its
regulatory norms, inter alia, on cybersecurity and trust, and shall support these partnerships with
developing and emerging economies through ‘digital economy packages’ (European Commission
2021c, 19). It is therefore a great opportunity to ensure the mainstreaming of cybersecurity
as part of this large exercise that has a significant digital capacity building component, both in
terms of policy and infrastructure, and could help pivot cybersecurity from a niche to a mainstream
theme of international cooperation.

Cybersecurity is a cross-cutting issue in the foundation of the digital economy and should be
considered the ‘invisible mile’ for the integrity of the digital infrastructure value chain (Broad-
band Commission 2019, 36, 42). While at the strategic policy level, the overarching narrative of
the EU’s international digital cooperation exists and nominally weaves in the cyber dimension,
on the ground it will be a challenge to translate these prerogatives into capacity building actions
that practically incorporate and/or mainstream cybersecurity without concrete guidance. Without
a clear mainstreaming strategy, there is also a risk that cyber capacity building, along with its nu-
ances and distinct policy objectives, will be entirely subsumed by the large digital envelopes. There
is also a risk of incoherence with key cyber policy objectives. Past shortfalls where EU-financed
projects on ICT policy and legislation harmonisation led to the promotion of cybercrime model laws
that were largely incompatible with the EU-supported Budapest Convention on Cybercrime as the

(53) See the Strategic Plans 2020-2024 of the Directorate-General for International Cooperation and Development
(European Commission 2020e, 23-25, 31-32); of the Directorate-General for Neighbourhood and Enlargement
Negotiations (European Commission 2020c, 24-25); and of the Service for Foreign Policy Instruments
(European Commission 2020d, 15, 22-23).

(54) The case of joint EU-CoE projects against cybercrime is an outlier; they have woven in the promotion of the
Budapest Convention on Cybercrime as the global framework of reference for cybercrime legislation.
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global framework of reference (Pawlak and Barmpaliou 2017, 12-13) can serve as useful lessons
to anticipate and avoid such risks of policy incoherence in the future.

Progressing maturity in the EU’s cyber capacity building
programming, design and delivery

The recognition of external cyber capacity building as a policy priority of the EU’s international
cyber engagement since 2013 (European Union 2013) launched a gradual yet steady momentum
towards shaping a consistent approach to CCB and the maturing of the EU’s programming efforts
in this new field of activity. Yet, cyber issues were not a distinct priority in the complex architecture
of the EU’s external geographical and thematic financial instruments subject to their own medi-
um- to long-term planning (‘programming’). 3 While the EU did identify opportunities for funding
regional programmes addressing cybercrime in accession and neighbourhood countries under the
rule of law objectives of the related financing instruments, the maturing trajectory of the EU’s
cyber capacity building received a boost in 2013 with the increased use of the Instrument for Sta-
bility (IfS). 8

IfS, and its successor Instrument contributing to Stability and Peace (IcSP), is an external financing
instrument with a global scope to address, inter alia, global and trans-regional threats and, as such,
has served as an incubator and testbed of niche thematic actions against global threats at the
heart of the security-development nexus. In anticipation of the adoption of the EU Cybersecurity
Strategy in 2013, cybersecurity and cybercrime were spelled out as priority areas for ac-
tion under IfS in its 2012-2013 Strategy Paper and its accompanying Multiannual Indicative Pro-
gramme, which allowed the launch of the joint EU-Council of Europe ‘Global Action on Cybercrime’
(GLACY) and the pilot project ‘Enhancing cybersecurity, Protecting information and Communication
networks’ (ENCYSEC) in 2013. These two areas have remained priorities under IcSP, allowing the
scaling up of global programmes, most notably with the projects GLACY+ in 2016 and Cyber Re-
silience for Development (Cyber4Dev) in 2018. The existence of this distinct financing instrument,
untied to specific geography, allowed the EU to develop a general methodological approach
to cyber capacity building programming, integrate development cooperation practices in the
design of projects and test what works and what doesn’t in an iterative process. This experience
has informed the design of subsequent projects financed by geographical instruments both for

(55) In the EU’s previous MFF covering the years 2014-2020, external action spending was linked to 11 financing
instruments.

(56) CyberCrime®IPA started in 2010, covering the Western Balkan countries and Turkey, and CyberCrime®@EAP
| commenced in 2011 in the countries of the Eastern Partnership, both joint regional projects of the EU and the
Council of Europe, implemented by the latter (Council of Europe 2021b; 2021a).
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cyber-specific initiatives with a regional and/or country-specific focus 7! and for the integration of
cybercrime components in actions with a broader rule of law reform objective. 8

The maturing of the EU’s cyber capacity building programming can be also seen in institution-
al efforts to create methodological tools to support EU staff in charge of cyber capacity
building actions. Notably, the operational guidance on ‘Integrating the rights-based approach in
EU external cooperation actions addressing Terrorism, Organised Crime and Cybersecurity’ (Euro-
pean Commission, Nicole, and Hansen 2015) offers practical advice on how to incorporate human
rights safeguards across the project cycle of cyber-related actions. Moreover, the development of
the ‘Operational Guidance for the EU’s international cooperation on cyber capacity building’ (Eu-
ropean Commission et al. 2018) articulates a comprehensive, systematic methodology to ensure
the cyber-related projects are consistent with EU policies, values and principles. However, while
many interviewees referred to the tools as a welcome effort to help further professionalise the
EU’s work in this field, they noted a gap between awareness of them and actual use, suggesting
that an outreach and training effort would be opportune. *® The impetus for creating a systematic
and methodological EU CCB approach is linked to an extent to the organisational structure of
the Commission services at the time. The unit in charge of the management of the ‘global and
trans-regional threats’ priority of the IfS/IcSP in DG DEVCO served until 2020 as the natural central
point for offering thematic expertise on cyber capacity building to EU Delegations and geographical
units and connecting with relevant teams across other Commission services, as well as the Euro-
pean External Action Service (EEAS).

As the available financing for external cyber capacity building increased, the EU considered all the
methods of implementation it could employ. The project approach is traditional in the case of
such new fields of cooperation, and allowed the EU to start by financing pilot projects — in particu-
lar through regional and global thematic envelopes of its relevant external financing instruments
— only to soon move to more mature iterations of larger programmes with multiple strands of

(57) Key examples of ongoing cyber capacity building projects financed through geographical envelopes include:
CyberEast, CyberSouth and iProceeds 2, implemented by the Council of Europe in the Eastern Partnership,
Southern Neighbourhood and Western Balkans regions, respectively, building on previous iterations (Council
of Europe 2021e); the regional project ‘West African Response on Cybersecurity and Fight against Cybercrime’
(OCWAR-C) under a Financing Agreement between the EU and the ECOWAS Commission that is implemented by
Expertise France (Expertise France 2021); and the ‘Capacity Building for CARIFORUM Member States on Asset
Recovery and Cybercrime’ project implemented by CARICOM IMPACS (CARICOM IMPACS 2021).

(58) Indicative examples of EU-funded programmes with a cyber component or cyber-related activities include: ‘EL
PAcCTO’ that aims to provide technical assistance to 18 Latin American states to help to enhance the Rule of
Law and Citizen Security where cybercrime is identified as a priority cross-cutting issue as part of the larger
criminal justice reform objectives (FIIAPP and Expertise France 2021); and ‘EuroMed Police’ (CEPOL 2021) and
‘EuroMed Justice’ (Eurojust 2021) that aim, respectively, to enhance the operational capacities of South Partner
countries to fight serious and organised crime, and to foster sustainable cross-border judicial cooperation in
criminal matters between the South Partner Countries and with the EU Member States.

(59) Interviews with EU officials on 10 December 2020, 11 December 2020, 14 December 2020, 6 January 2021
and 22 January 2021.
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FIGURE 9. EU CCB FUNDING
2007-2020
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work, higher complexity and longer duration. @ ® | inked to this is the choice of implement-
ing partners and available expertise for the delivery of CCB actions. Given that the EU’s
original focus was on cybercrime-related actions, it built a strong partnership with the Council of
Europe to finance joint programmes that strengthen the capacities of partner countries to apply

(60) Examples include the expanded scope of GLACY in 2013 to GLACY+ in 2014 that was further financed in
2017 and foreseen to get a top-up in 2021, and the continuation of projects in their next phases, such as
CyberCrime®EAP |, Il and lll, as well as iPROCEEDS and iPROCEEDS2.

(61) To a lesser extent, the EU has been using the Technical Assistance and Information Exchange instrument
(TAIEX) to offer short-term, needs-driven, tailor-made expertise on cyber issues through workshops, expert
missions and study visits.
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legislation on cybercrime and improve their abilities for effective international cooperation. While
it also finances other implementing partners, the EU’s investment in capacity building addressing
cybercrime has been primarily through the Council of Europe. Since 2009, the EU has co-financed
twelve projects implemented by the Council of Europe - four of which are still ongoing as extended
and expanded programmes of earlier iterations. This has been possible chiefly thanks to the Council
of Europe’s own scaled up capacity to implement projects since the establishment of its Cybercrime
Programme Office (C-PROC) in Bucharest, Romania in 2013. Over time, the EU has also developed
projects with the involvement of the EU agencies and bodies as partners in CCB where their respec-
tive mandates allow for such engagement, most notably EC3 at Europol and CEPOL.

In the field of cybersecurity, the EU did not have a single obvious partner, and its approach has been
to rely primarily on consortia led by EU Member State entities. This aimed to ensure projects were
aligned with EU values and policies and relied upon the mobilisation of EU experts. Nevertheless,
a few interviewees noted the limitations of this approach, considering that the EU’s programming
for cybersecurity capacity building has been piecemeal, due to a large extent to the lack of avail-
able expertise for delivering large-scale programmes. 62 In accession countries, however, where
the main objective of cooperation is linked to supporting the transposition, implementation and
enforcement of the EU legislation and policies, the ‘Twinning’ approach is a key tool. Twinning pro-
jects entail peer-to-peer institutional cooperation between EU Member States’ public administra-
tions and accession countries through the placement of resident Twinning advisors to competent
ministries and authorities to strengthen their cybercrime and cybersecurity legal and institutional
frameworks in line with EU standards. This instrument is also available to neighbourhood countries
with the aim of approximating their national laws, regulations and quality standards to those of
the EU. It is currently being used in Georgia and Ukraine.

In light of the global polarisation over cyber issues and in recognition of the limited number of
implementing organisations available in the field, the EU pushed for the creation of an EU
Cyber Capacity Building Network (European Union 2017) to bring together relevant organisa-
tions within the EU (Member States’ national cyber authorities, development agencies, academia,
think tanks and NGOs with cybersecurity expertise as well as relevant EU agencies) that have the
EU policy and operational expertise to be utilised for EU external assistance purposes and respond
to increasing capacity building needs. The network, EU CyberNet, (Estonian Information System
Authority 2021) was launched in 2019 and is another indication of the EU’s trajectory towards
maturity as it tries to further build its own capacity to deliver CCB.

Looking ahead: key challenges and opportunities

This gradual maturing has not come without challenges that may extend into the future if not ad-
dressed. Markedly, several interviewees in charge of EU project design and management pointed to

(62) Interviews with EU officials on 17 December 2020, 6 January 2021 and 22 January 2021.
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the fact that, in recent years, various cyber-related or adjacent policy and intervention areas, such
as connectivity and digitalisation — including infrastructure, privacy and data governance, hybrid
threats and online disinformation - are often bundled up together in discussions with partner coun-
tries and organisations. 63 However, the multiplication of objectives for cooperation on cyber issues
is not combined with a narrative that makes the EU’s value-add explicit and connects the dots with
these adjacent policy fields. In their experience, this missing overarching chapeau impacts
project identification and formulation, making it more challenging to identify opportune syn-
ergies across themes and, even more so, pre-empt potential project design pitfalls regarding the
actions’ policy coherence. The fast pace of the policy directions from headquarters, along with the
scarcity of available external expertise, make things more challenging. ®# The EU External Cyber
Capacity Building Agenda mentioned in the previous trend and foreseen in the latest EU Cyberse-
curity Strategy provide an opportunity to address these issues in a comprehensive manner.

The recent consolidation of six of the EU’s previously stand-alone external financial instruments
into the unified ‘Neighbourhood, Development, International Cooperation Instrument — Global Eu-
rope’ (NDICI-Global Europe) (European Commission 2021d) as the main financial instrument for the
EU’s external action in 2021-2027 ¢ is an important moment to improve the programming pro-
cess overall, and to reflect on how to leverage the opportunities this single instrument of-
fers for pursuing more holistic and complementary cyber capacity building programming
by exploring methods of implementation and synergies that were not possible before. Tapping into
these opportunities, however, requires a shift in working culture to break through silos. ® On the
one hand, as cybersecurity gains more prominence, it is likely that there will be more interest from
partner countries in bilateral programmes on cybersecurity or with a cyber component, while, on
the other, there is a chance to be more ambitious and explore an expanded model of cyber capacity
building, including through the use of the External Investment Plan. In addition, there are poten-
tially more opportunities for scaled-up cyber-related cooperation programmes, especially as part
of digital initiatives, under the ‘Team Europe’ approach that is integral to the NDICI-Global Europe
programming (European Commission 2021b). The ‘Team Europe’ approach is based on the principle
of joint programming, pooling all of the EU resources by bringing together the EU and its Member
States - including their implementing agencies and public development banks - as well as the Eu-
ropean Investment Bank and the European Bank for Reconstruction and Development.

At a practical level, one challenge that persists is the limited pool of implementing partners for
cybersecurity capacity building. The current status quo of a handful of implementers limits the
EU’s options for scaling up CCB funding. This is further aggravated by the difficulty implementers

(63) Interviews with EU officials on 17 December 2020, 6 January 2021 and 22 January 2021.

(64) Interviews with EU officials on 17 December 2020, 6 January 2021 and 22 January 2021.

(65) Except for pre-accession beneficiaries and overseas countries and territories, which are subject to specific
instruments. The NDICI-Global Europe Regulation entered into force on 14 June 2021, with retroactive effect as
of 1 January 2021.

(66) Interviews with EU officials on 14 December 2020, 6 January 2021 and 22 January 2021.
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have in combining the expertise of cyber policy/legal frameworks and technical knowledge with
development methodologies. As a result, this puts an extra burden on the EU programme man-
agers for oversight, but the implications of this shortcoming, if not addressed decisively, could be
more far-reaching. With CCB placed at the centre of international cyber processes at the UN and
the Group of 77 that highlight the need for technical assistance, it will be a significant pitfall if the
EU, along with like-minded partners, do not offer the requisite expertise for CCB, while other global
players are on the ground offering large infrastructure projects. 7 Moving beyond the traditional
project modality and focusing on more sustainable models of creating local and regional ecosys-
tems of expertise may partly address this issue. Options include the pilot idea of the EU-funded
LAC4, or using funding to support the development of local public-private cybersecurity hubs and
ecosystems aimed at developing the requisite capabilities, skills and services at a local level.

Finally, it should not be underestimated that digitalisation and even more so cyber issues remain
relatively new areas of engagement in the EU’s external action, and neither can yet
claim a strong institutional capacity or knowledge base, especially in EU Delegations. Even in
EU headquarters, there has been no increase since 2015 in staff with thematic expertise in cyber
capacity building across the three main Commission services managing external funds (INTPA,
NEAR, FPI). While there are ongoing plans to set up relevant expert support facilities, relying ex-
tensively on outsourcing the requisite expertise could be a risk in ensuring the EU cyber diplomacy
policies are appropriately reflected in relevant external programmes. For this reason, the role of the
EU Cyber Capacity Building Board will be critical in enabling a joined-up approach to cyber capacity
building programming, design and delivery, and could facilitate coordination and positive feedback
loops that, combined, can help the EU keep up the positive trajectory of its progressive maturity in
this area.

Increased commitment to improving coordination of cyber capacity building

Mirroring the global trend towards increased desire for coordination of cyber capacity building ac-
tions, the EU has shown increasing commitment to strengthening coordination efforts at the global
level as well as internally, albeit with limited success. For the EU, the coordination conundrum
can be categorised into three main dimensions, which have also guided its responses to
date: First, coordination with other donors to avoid duplication of efforts that hinder efficiency and
can also perpetuate the ‘donor darlings’ phenomenon. Second, coordination with the EU Member
States and their financed initiatives. Third, internal coordination within the EU among the different
services that program and manage different financing envelopes and its policy line DGs.

In an ideal world, better coordination at the strategic level before financing decisions are made,
both with other donors and EU Member States, would solve a lot of the secondary coordination

(67) Interviews with EU and government officials as well as private sector representatives on 10 December 2020,
22 January 2021, 11 March 2021 and 1 February 2021, respectively.
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difficulties at the stage of implementation. Yet, partner countries have shown little interest in
centrally steering CCB discussions with donors, while each donor has its own financing cycle and
political agendas. The knock-on effect on coordination efforts is that they largely get pushed to the
stage of implementation, putting the burden mainly on implementing partners. ¢

From the outset of its systematic engagement in cyber capacity building, the EU has called for im-
proved international coordination — namely for the development of “donor coordination for steering
capacity-building efforts” (European Union 2013, 16), as well as for “streamlining and prioritising
funding” (Council of the European Union 2015, 10), committing itself to “work together with other
donors in this field to avoid duplication of effort and facilitate more targeted capacity building in
different regions” (European Union 2017, 19). Indicative of its increased interest in this area is the
progressively elevated importance the EU has placed on cyber capacity building and its
coordination in its official Cyber Dialogues with its strategic partners. This political commitment
also translated into the active support of the European Commission and the EEAS in the process
that led to the creation of the GFCE in April 2015 as a CCB coordinating platform with global as-
pirations, of which the EU is a founding partner. Several interviewees noted that the GFCE itself
has shown good potential for networking and knowledge sharing amongst stakeholders of the
CCB community, while pointing to the Cybil Portal as a good starting point for setting a baseline
for mapping activities globally. ®® Nevertheless, the majority of the interviewed EU staff pointed
out that coordination even with like-minded donors most often stops at information sharing, not
necessarily attributed to bad faith but rather to the complexity of the workings of each funder. 7®

On the internal front, the EU originally used its existing mechanisms to monitor and coordinate
the financing of its cyber capacity building financing — notably the quality control consultations for
the identification and formulation of new projects as well as the formal inter-service consultation,
along with informal working level coordination meetings. However, several interviewees comment-
ed that the consultation and coordination dimension of the programming process was not designed
to enable meaningful coordination, nor is it built around assurances for thematic experts of line
DGs to input. 7%

With the increased number of CCB projects from different parts of the Commission engaged in
external action, there was recognition of a need to have a mechanism that would “support
effective coordination of EU-funded external cyber capacity building activities” (Council
of the European Union 2018, 10). This has led to the mandating of the EU Cyber Capacity Building
Network (European Union 2017, 19) that was launched in 2019.

(68) Interviews with project implementers on 10 and 15 December 2020 and 23 March 2021.

(69) Interviews with EU officials on 10, 11 and 14 December 2020; and with government officials on 22 and 27
January, and 11 March 2021.

(70) Interviews with EU officials on 10, 11 and 14 December 2020.

(71) Interviews with EU officials on 10, 11, 14 and 17 December 2020 and 22 January and 24 June 2021.
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While the EU CyberNet has focused on bringing together the implementing partners of EU-funded
cyber capacity building projects to enable coordination and knowledge exchange amongst them,
many interviewees expressed frustration over the lack of an internal central function that
would enable a more efficient, streamlined and effective coordination of the EU’s cyber
capacity building. “? In response to this fragmented institutional structure, the 2020 EU Cyber-
security Strategy has called for the institutional solution of an EU Cyber Capacity Building Board
“to encompass relevant EU institutional stakeholders, and to monitor progress, as well as the iden-
tification of further synergies and potential gaps I[...] support enhanced cooperation with Member
States, as well as with public and private sector partners and other relevant international bodies to
ensure coordination of efforts and avoid duplications”. While the Board is yet to be fully operation-
al, it further demonstrates the EU’s increasing commitment to find ways to address the challenge
of CCB coordination at multiple levels.

Looking ahead: key challenges and opportunities

Digital transformation is a growing international cooperation priority not only for the EU but also
for other actors, both like-minded and non-like-minded, who are already rallying to push their
agendas with their partners globally, including through capacity building initiatives. Organic growth
of the CCB ecosystem makes capacity building coordination among donors and stakeholders more
challenging. These challenges are only made more complex by adding the layer of increased dig-
ital cooperation across the board with ‘hidden’ cyber components, or the growing spill over of
cyber-related activities of adjacent areas. The creation of the EU Cyber Diplomacy Network could
play a significant role to this end, while the use of existing global mapping tools such as the GFCE’s
Cybil Portal will be very useful as a starting point, especially if its members and partners see the
value in contributing.

Internally, the organisational structure of the Commission services and their respected mandates
along with the EEAS and the EU Delegations are not set up for effortless internal coordination.
Yet, there are opportunities to learn from good practice and tools used by other fields of the EU’s
activity. For example, the project CT Morse has been a great resource in supporting coordination
and monitoring in the areas of counterterrorism and preventing and countering violent extremism.

Recommendations

Pivot to a next generation 2.0 international cyber capacity building

* The upcoming EU External Cyber Capacity Building Agenda foreseen in the 2020 EU Cybersecu-
rity Strategy should reflect on the scope and objectives of the EU’s future cyber capacity build-
ing in line with its leading geopolitical ambitions as a global player. It would be necessary to

(72) Interviews with EU officials on 10, 11, 14, 17 and 22 December 2020, 6 and 22 January 2021 and 24 June
2021; as well as with a project implementer on 15 December 2021.
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start with mapping the EU’s lessons learnt from CCB to date to enable a positive feedback loop
for the Agenda’s development. Building on these, and guided by existing strategies, the Agenda
should create a holistic, harmonised narrative that elaborates on the different objectives that
external cooperation on cyber issues can play with clear deconflicting guidance.

The Agenda should consider the objectives and requirements of each available financing stream
to be able to match overarching priorities with the potential funding across key themes: cyber-
crime, cyber resilience, cyber diplomacy, cyber mainstreaming in digital and international coop-
eration and cyber defence in light of the new European Peace Facility.

Enable smart cyber capacity building programming and implementation

Invest in knowledge tools to enable better programming, identification, formulation and imple-
mentation of CCB actions. Notably, update and digitalise the EU Operational Guidance to reflect
the changes and additions in the relevant pillars of CCB activity, and also elaborate concrete
methods and tools on how to integrate and mainstream cybersecurity across digital program-
ming. In addition, develop guidance on how to address the cross-cutting issues of gender and
environment in CCB programming.

Create a modular training programme for EU staff in HQ and EU Delegations on cyber policies,
CCB design and the connection with other policies. Involve senior management to improve
awareness and understanding of CCB.

Develop a training programme for implementing partners to ensure the design and delivery
activities are aligned with EU values and policies in cyber-related themes.

Consider how to integrate more strategically the role of the private sector in CCB and create
a framework of available engagement options for the private sector in CCB to increase aware-
ness, transparency and boost public-private cooperation. For example, given that any cyber-
security ecosystem relies heavily on private-sector infrastructure and services, for external
cooperation programmes, the EU could reflect on lessons learnt from areas of development
that deal with investment climate and private sector development, and integrate these in the
next generation of CCB. This could be pursued by creating synergies with methods of imple-
mentation that had not been pursued before, such as utilising the European External Invest-
ment Plan (EIP) especially for combining infrastructure development.

Expand the use of implementing partners by leveraging more EU Executive Agencies, fostering
stronger cooperation with regional organisations and more systematically integrating civil soci-
ety organisations and local partners in the implementation of CCB actions.

Untie the cyber capacity building coordination knot

Invest in a systematic mapping of its cyber-related external actions that will improve the EU’s
own situational awareness about its financing and enable better internal coordination and syn-
ergies. This can expand to the creation of guidance or a reporting key for tagging projects with
a cyber dimension, distinguishing between (a) mainstreaming cybersecurity in digital projects
and (b) cyber-specific components. The EU Cyber Capacity Building Board can advise to this end,
while the EU CyberNet could serve the mapping function.

Use the Board to connect with the network of EU MS Cyber Attaches of the Horizontal Working
Party on Cyber Issues (HWP) of the Council of the EU in order to have a better visibility of Mem-
ber State-funded projects.

Continue engagement with the GFCE and support its mission to strengthen international col-
laboration in CCB. Consider assigning PoCs with the relevant expertise for each GFCE Working
Group; and use the existing projects, such as the EU CyberNet, to feed information on the EU
projects into the Cybil Portal.
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« Systematise working-level exchanges on CCB with key partners, especially with larger donors
and those countries with which the EU has bilateral Cyber Dialogues.
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PART Il: SCENARIOS

Scenario narratives are a future studies tool to help policymakers think through choices, opportuni-
ties and challenges. The strength of a scenario is in its ability to help users consider how variables
could interact in the future and what their role in that future might be. They are hypothetical nar-
ratives that unfold in different directions, rather than an attempt to predict a single future.

When developing each scenario, we considered how the cyber capacity building trends would in-
teract with seven megatrends: the changing nature of work and the workforce, managing techno-
logical change (including Al), power shifting between states and away from states, the changing
security paradigm (proliferation of advanced weapons), individual empowerment and education,
a chaotic information space / fake news and the challenge to the rules-based international system
(which is related to the shifting power megatrend).

Although there may be some short-term positive moves in US-China relations, the overall trend is
one of increasing strategic competition. Global economic power is shifting Eastwards and South-
wards. The rules-based international system is under pressure, with new international governance
structures and alliances emerging to fill the gap. Non-state actors are growing in influence. There
is increased risk of conflicts within states and between states and non-state actors. The shifts in
power and end of hegemony create an atmosphere of political uncertainty and concern.

In high income countries, the fourth industrial revolution is well established. Individuals, companies
and governments are regularly using what we currently describe as emerging tech: machine learn-
ing, powerful cloud computing, cyber-physical systems and the Internet of Things. With this comes
easier access to spyware and offensive cybersecurity capabilities for state and non-state actors.
Although three-quarters of the world’s population are online, the digital divide in terms of how tech
is used has widened. Furthermore, advancing technology exacerbates global challenges such as job
losses to automation, the ease of making high-quality deep fakes and more invasive surveillance.
These disbenefits will contribute to a popular and regulator ‘techlash’ that seeks tighter regulation
and larger fines for tech firms.

Advancing technology will drive changes in work, education and individual empowerment. It will
enable a continuation of the remote working trend that was accelerated by the coronavirus pan-
demic. This in turn will fuel greater diversification of the workforce, with inclusion of more women
and people with physical impairments and greater international hiring. New learning models will
emerge, facilitated by online education. People will have more opportunities for monitoring their
own health and disease susceptibility.

INTERACTION BETWEEN CYBER CAPACITY BUILDING TRENDS

When developing the scenarios, we created a simple model for how the four trends of cyber ca-
pacity building interact with one another. Growth in investment — our proxy for the growth of the
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FIGURE 10. INTERACTION BETWEEN CYBERCAPACITY BUILDING TRENDS
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As mentioned in the introduction, the two trends we selected for our axes were the growth of the

field and the level of coordination. We used investment in capacity building as a proxy for the

field’s growth. In selecting these two trends we considered the factors that are within the control

of the EU and how trends relate to each other. By combining the two trends we generated the four

scenario permutations, which we call Siloed Stagnation, Resourced Fragmentation, Collaborative

Transformation and Frustrated Coordination.
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FIGURE 11. FUTURE SCENARIOS GRID
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SCENARIO 1: SILOED STAGNATION

Our first scenario is called Siloed Stagnation because it is marked by little new investment and
weak coordination. This results in negligible change in professionalisation and parent community
involvement in CCB. The field looks much as it does today, grappling with the same challenges and
having the same conversations.

Siloed Stagnation implies that the fast pace of investment increase that cyber capacity building
has experienced over the past ten years will slow. This is likely to happen if funding from the for-
eign policy community hits a ceiling. Foreign ministries had sufficient resources to give the early
years of cyber capacity building a boost, but their budgets are not large enough to fund the next
phase of expansion. In the Siloed Stagnation world other communities are not sufficiently engaged
to bring in a new wave of funding. The growth momentum of the early years has stalled.

Turning to the megatrend context, the good news is that in this scenario there has not been a glob-
al cybersecurity disaster of sufficient size to spur a new wave of interest and investment in cyber
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capacity building. The bad news is that the political and technological megatrends have resulted in
a steady increase in cyber risks. The conditions for a cyber incident with negative global impact are
all present, and growing each year, but politicians have not taken any greater interest in cooperat-
ing internationally to change this.

The cyber capacity gap between countries, and within countries, widens fastest in the Siloed Stag-
nation scenario. This contributes to the growing disquiet about the downsides of advancing technol-
ogy. There is a global movement that pushes back against the pace of technological change, which
it argues has widened divisions within society and left people unhappy, unsafe and unemployed.
Governments come under pressure to respond to this movement and turn to regulation as a visible
sign of action and way to slow the shift of power from states to global companies. Cyber capacity
building is barely mentioned by political leaders as a solution, because there has been little evi-
dence published to show it works, and regulation gets more attention than behind-the-scenes risk
mitigation.

SCENARIO 2: FRUSTRATED COORDINATION

The Frustrated Coordination scenario has many similarities to Siloed Stagnation, because growth
in investment is at the same low level and this is the most significant driver of change. However,
in this future there is a high level of coordination. This coordination has occurred without the di-
rection or assistance of organisation heads and politicians, as their involvement is only triggered
in the high investment scenarios. Instead, the coordination has been driven from the bottom up, by
cyber capacity building practitioners motivated by maximising the effectiveness of their work and
eliminating duplication.

In the Frustrated Coordination world there has been some improvement in professionalisation,
because practitioners who are highly committed to coordination are also taking other steps to
improve their working methods and apply lessons from other communities. However, this improve-
ment is limited by low growth in investment. With low investment, there is low growth in the num-
ber of staff working on cyber capacity building and the present state of overstretch continues. The
overstretch means there is little time for personal development, going the extra mile to ensure
good coordination and volunteering to assist coordination processes.

The mix of communities in cyber capacity building, and the depth of their involvement, in Frus-
trated Coordination are very similar to those in Siloed Stagnation. The fact that there has been no
change in this mix helps a little with the improved coordination, because there is no need to adapt
to additional diversity. Lessons can be learnt from the current situation that will still apply in the
Frustrated Coordination world.

The relationship between the cyber capacity building trends and the megatrends is the same as in
the Siloed Stagnation scenario, and this is the cause of the frustration. The practitioners of cyber

73



Part Il: Scenarios

capacity building have put in the effort to improve the efficiency and effectiveness of their field, but
it has not resulted in a narrowing of the cyber capacity gap, because of the low investment growth.
They have built and refined an engine for better global cyber capacity, but it is not being provided
with fuel.

Frustrated Coordination is not a stable scenario, because it is built upon a large number of indi-
viduals volunteering and going above and beyond what their managers expect. When people who
go the extra mile for coordination move on, there is a significant chance their successors will be
not exhibit the same commitment to it. A stable scenario could be achieved if there were sufficient
resources for international coordinating mechanisms to have secure funding and a high enough
staff-to-projects ratio to allow teams to do more than the bare minimum of coordinating, commu-
nicating and knowledge sharing. The quantity of investment needed for this is not present in the
Frustrated Coordination world. Over time, Frustrated Coordination is likely to either fall back to the
Siloed Stagnation or progress to Collaborative Transformation.

SCENARIO 3: RESOURCED FRAGMENTATION

The Resourced Fragmentation scenario is one in which there has been considerable growth in
investment, but little improvement in coordination. This investment has come from deeper engage-
ment in cyber capacity building by a range of communities, but primarily by those concerned with
defence and stability. The level of coordination in this scenario is low because these communities
work in silos, pursuing their own goals. There is also active competition and interference between
rival states.

Looking at how individual communities act in the Resourced Fragmentation scenario, we start with
defence. The leaders of several countries have responded to the global uncertainties and tensions
by instructing their militaries to speed preparations for their own and their allies’ readiness to face
cyber threats. The defence community step up their international cybersecurity assistance and ex-
ercising accordingly. They start taking a more active interest in the resilience of civilian-governed
areas such as critical national infrastructure. Speed is the order of the day and they conclude they
could work faster on their own or with just a few close allies. A few countries are experimenting
with using private military companies and volunteer units in their international cybersecurity assis-
tance. Nobody is sure what they are doing or if they are effective. However, rumours about them
are rife and they make it harder to attribute and understand opponent intent.

The development community follow what is happening in the political and security space closely,
worried that their projects, almost all of which are now ICT-dependent, are at greater risk from
insecurity and cyber threats. They invest more in conflict prevention and securing the ICT systems
their projects have developed or are dependent upon. They are concerned by the securitisation of
ICT issues by the defence community.
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Ministries of foreign affairs are increasing their spending on projects that either strengthen the
rules-based international system or help them gain influence at a critical time for international
diplomacy. As concern about state-backed cybersecurity attacks rises, cyber capacity building as-
sistance becomes one of the most frequently offered and requested types of bilateral assistance.
Many countries want to remain neutral and receive assistance from all camps, but they are under
pressure to pick a side.

Global tech companies share the concerns of the other communities, but they are benefitting from
being an increasingly important part of any solution. Power is shifting their way. Politicians feel their
power slipping away and suspect that the private sector’s ‘move fast and break things’ approach
has contributed to the current climate of social and geopolitical tension. They respond with tight-
er regulation. Companies increase investment in cyber capacity building activity to demonstrate
corporate social responsibility, win allies in resisting regulation and gain influence in whatever new
international political structures and alliances might emerge should the old rules-based systems
break down.

Civil society and the technical community try to be a voice for peace in uncertain times and warn
against the signs of zero sum thinking and bellicose rhetoric. They more actively engage in inter-
national campaigns and people-to-people networks and projects. They are wary of receiving inter-
national support for capacity building given the political backdrop of international mistrust. Several
governments tighten the rules on NGOs receiving foreign funding.

The projects of different communities often cut across each other and, as described, their ap-
proaches and unintended consequences are causes of concern. At its worst, some communities see
others as part of the problem and certainly not as potential partners for cooperation.

This world is also fragmented in that divisions between the US and Russia/China, and their respec-
tive like-minded groups, have grown rapidly. The memory of joint projects that worked across this
divide has been forgotten. The groups now actively seek to undermine each other’s programmes,
for example by discouraging middle ground countries from working with the other side or by pub-
lishing sensitive or fake information about each other’s projects. Furthermore, the secrecy around
cyber capacity building and the military’s increasing role in it contributes to the megatrend of po-
litical mistrust.

The combined effect of this lack of alignment and coordination is that there are duplication, con-
flicting activities and a lower return on investment. There is also a high concentration of projects in
‘donor darling’ countries that are considered important because they are threatened by state ac-
tors, have political importance as a middle-ground countries or are the beneficiary of large ‘digital
for development’ programmes.

The weak coordination mechanisms that exist are unable to do much to mitigate any of these
coordination challenges and bring communities or rivals together. In the Resourced Fragmentation
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scenario, there was not a sustained period of investment in global coordination mechanisms. By
the time senior decision makers spot the problematic fragmentation of cyber capacity building, it
is too late to do much about it. It would have taken years of work to firmly establish the sort of
principles and relationships that could, for example, limit the use of private military companies in
cyber capacity building, create a common international curriculum for digital forensics training or
keep companies and governments aligning their projects even when they are in the midst of fierce
disputes about regulation. In the Resourced Fragmentation scenario this was a missed opportunity.

Reaching a Resourced Fragmentation world only required two things: a small shift in the level of
strategic mistrust resulting from geopolitical megatrends, and for there to be no mechanisms or
well-established cooperative norms that stop this cascading down to the attitudes and actions of
the capacity building communities and actors.

SCENARIO 4. COLLABORATIVE TRANSFORMATION

In our final scenario, Collaborative Transformation, there has been both significant growth in
investment and much improved coordination. Professionalisation improves as a result of increased
funding and in line with the improved coordination. A broad range of communities deepen their
engagement in capacity building, and the development community in particular engages more.

In Resourced Fragmentation, concern about cyber threats associated with growing geopolitical
mistrust and uncertainty drove the increased investment, in a ‘security from’ paradigm. In con-
trast, in Collaborative Transformation, investment growth is driven primarily by the goal of making
the benefits of technology and digital development safe, resilient and accessible, in a ‘security
for’ paradigm.

Global public concern about digital equity and safety — the techlash - is responded to by a handful
of politicians, philanthropists and activists with a positive vision for safe digital access for all. This
agenda is far from new, but there is greater public interest in its aims and researchers have built
an evidence base that allows effective types of intervention to be identified and the enabling role
of cyber capacity building to be understood. The conditions exist for high-profile change leaders to
work with development agencies, international financial institutions, philanthropists and corporate
social responsibility funds to put renewed effort behind digital access and equity, with an emphasis
on people-centred safety and resilience.

The megatrend of political instability and mistrust is still present, and the defence community
increase their engagement in capacity building. However, the centre of gravity and majority of
funding for cyber capacity building lean towards the development community. Principles of cyber
capacity building gain traction and influence the design of most projects. A large part of the cyber
capacity building community signs up to a set of global goals.
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Conclusions

The communities and most actors involved in cyber capacity building see the benefits in coordi-
nation. They support and participate in coordinating mechanisms and forums. Although there is
heightened global mistrust, cyber capacity building is seen as mostly serving goals that have wide
international support. Therefore, while coordination is closer within like-minded groups of countries,
it also spans across them.

Most coordination occurs among specific types of projects, for example, the policing and justice
community coordinate their cybercrime training. However, there are also coordinating events that
bring together the whole cyber capacity building community and adjacent communities, such as
ICT4Development. It is also common to find cyber workshops and side events happening within
the events of adjacent communities. The funding and interest are present to build up a supporting
ecosystem of conferences, publications, academics and implementers.

There is nothing inherently unstable about the Collaborative Transformation scenario, as there was
in Frustrated Coordination, but it is vulnerable to shifts in the megatrends: too little global concern
about the state of digital equity and safety and funding may dry up; too much and ambitious in-
ternational digital projects could become too controversial to attempt. Securing investment is also
dependent upon achieving impact, being able to measure that impact and building an evidence
case around it. Public and political desire to tackle a problem will only drive investment if cyber
capacity building can offer demonstrably effective solutions. As investment goes up, so must the
measurable benefits. In the Collaborative Transformation world this has been achieved, but it will
need to be sustained.

CONCLUSIONS

This report has shown that although international cyber capacity building is a relatively young field,
it has accumulated a sufficient track record to identify trends. There has been little published on
these trends and busy practitioners have limited time to reflect upon them holistically. We therefore
believe that this trend analysis, and its potential to form the basis of a scenarios exercise, could
make a valuable contribution to strategic planning. Such strategic planning is currently taking place
within the EU following publication of the EU’s Cybersecurity Strategy in the Digital Decade. Howev-
er, we also encourage other members of the cyber capacity building community to use the trends
and scenarios in their own planning.

The main conclusion we draw from our findings is that a broad range of communities with an inter-
est in a trusted, open and resilient digital future should be investing in cyber capacity building. And
with part of that investment, we recommend supporting coordination of the field. The pace of the
field’s growth, and the gap between the aspiration for coordination and the implementation, sug-
gest there is a narrowing window of opportunity to ensure that international cyber capacity building
has a coherent architecture, with principles and coordinating processes that connect and serve all
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its parent communities. Without coordination we may be on a path to a future of Resourced Frag-
mentation and the negative consequences that could accompany this.

Any investment in cyber capacity building should be based upon an informed expectation of what
this will achieve. We heard from all our interviewees examples of successful projects strength-
ening a free, open, peaceful and secure digital future. However, anecdotal evidence will not be
a sufficiently strong foundation for the next phase of cyber capacity building’s growth. For better
evidence-based programming, and a compelling narrative for investment, the field will need more
studies of project impact. As described in the monitoring and evaluation section of the report, there
is a strong interest in collecting this evidence of impact, and we suggest this is the next priority for
research by the EU and other funders. We also see a need for further research into cyber capac-
ity building within each parent community and into the experience and perspectives of low- and
middle-income countries.
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ANNEX 1. LIST OF INTERVIEWS

A total of 59 interviews were conducted between November 2020 and August 2021 with repre-
sentatives of the following 50 organisations.

Africa Cybersecurity Resource Centre (ACRC)
African Union Commission

APNIC Foundation

Australian Department of Foreign Affairs and Trade
Council of Europe

Cyber Security Agency of Singapore (CSA)
Cybersecurity Capacity Centre for Southern Africa
DAI

Dutch Ministry of Foreign Affairs

10 Estonian Ministry of Foreign Affairs

11 EU CyberNet

O 00O N O L1 A WWN -

12 European Commission, Directorate-General for Migration and Home Affairs (DG HOME)
13 European Commission, Directorate-General for International Partnerships (DG INTPA)
14 European Commission, for Neighbourhood and Enlargement Negotiations (DG NEAR)
15 European Commission Service for Foreign Policy Instruments (FPI)

16 European External Action Service (EEAS)

17 FirekEye

18 Forum of Incident Response and Security Teams (FIRST)

19 German Federal Foreign Office

20 Global Affairs Canada

21 Global Cyber Security Capacity Centre (GCSCC)
22 Global Forum on Cyber Expertise (GFCE)

23 Global Forum on Cyber Expertise Pacific Hub
24 Global Partners Digital

25 Hewlett Foundation

26 Indian Ministry of Economy, Trade and Industry
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27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

Inter-American Development Bank
International Telecommunication Union (ITU)
INTERPOL

Israel National Cyber Directorate

Japan International Cooperation Agency (JICA)

Japan National Center of Incident Readiness and Strateqgy for Cybersecurity (NISC)

Kaspersky

Korea Internet & Security Agency

KPMG

Microsoft

North Atlantic Treaty Organization (NATO)

New Zealand Ministry of Foreign Affairs and Trade

New Zealand CERT

Organization of American States

Palo Alto Networks

Sberbank/BiZone

South African Department of International Relations and Cooperation
Swiss Federal Department of Foreign Affairs

The World Bank

UNIDIR

United Kingdom Foreign, Commonwealth & Development Office
UNODC

US Department of Defence

US State Department
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Annex 3. Notes on cyber capacity building funders

ANNEX 3. NOTES ON CYBER CAPACITY BUILDING FUNDERS

Annex 3 is contained in an accompanying working document.
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Getting in touch with the EU

In person

All over the European Union there are hundreds of Europe Direct information centres. You can find
the address of the centre nearest you at: https://europa.eu/european-union/contact_en

On the phone or by email

Europe Direct is a service that answers your questions about the European Union. You can contact
this service:

- by freephone: 00 800 6 7 8 9 10 11 (certain operators may charge for these calls),
— at the following standard number: +32 22999696 or

- by email via: https://europa.eu/european-union/contact_en

Finding information about the EU

Online

Information about the European Union in all the official languages of the EU is available on the
Europa website at: https://europa.eu/european-union/index_en

EU publications
You can download or order free and priced EU publications at: https://op.europa.eu/en/publications.

Multiple copies of free publications may be obtained by contacting Europe Direct or your local
information centre (see https://europa.eu/european-union/contact_en).

EU law and related documents

For access to legal information from the EU, including all EU law since 1952 in all the official
language versions, go to EUR-Lex at: http://eur-lex.europa.eu

Open data from the EU

The EU Open Data Portal (http://data.europa.eu/euodp/en) provides access to datasets from the EU.
Data can be downloaded and reused for free, for both commercial and non-commercial purposes.
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