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REUTERS

Israel’s Shin Bet spy service uses generative Al to
thwart threats

Writing by Dan Williams; Editing by Conor Humphries

Israel's Shin Bet security service has incorporated artificial intelligence into its tradecraft and used the technology
to foil substantial threats, its director said on Tuesday, highlighting generative Al's potential for law-enforcement.

Among measures taken by the Shin Bet - the Israeli counterpart of the U.S. Federal Bureau of Investigations
or Britain's MI5 - has been the creation of its own generative Al platform, akin to ChatGPT or Bard, director
Ronen Bar said.

"Al technology has been incorporated quite naturally into the Shin Bet's interdiction machine,” Bar said in
a speech to the Cyber Week conference hosted by Tel Aviv University. “Using Al, we have spotted a not-
inconsequential number of threats.”

Al has helped streamline Shin Bet work by flagging anomalies in surveillance data and sorting through "endless”
intelligence, he said, adding that the technology also had a secondary role in decision-making “like a partner
at the table, a co-pilot".

Acknowledging the public-domain backbone of the fast-emerging technology, Bar urged cooperation between
commercial hi-tech and government agencies such as his “to ensure Al leads to evolution and not to revolution”.

With Israel still pondering its Al policies, Bar called for the expected regulations to include a review of Shin
Bet-related laws as well as a redefinition of official secrecy.

Israel is considered a world-leader in Al, thanks to burgeoning computing and robotics industries that draw
on talent developed in the technologically-advanced conscript military.

Israel embraces cutting-edge Al to thwart
cyberattacks, foil terrorism

Israel has found itself at forefront of Al capabilities for law enforcement, military

By Peter Aitken , Yonat Friling
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Israel continues to explore innovative uses for artificial intelligence (Al) in various aspects of security and law
enforcement, helping to foil numerous threats.

"Al technology has been incorporated quite naturally into the Shin Bet's interdiction machine," Shin Bet
Director Ronen Bar said in a speech to the Cyber Week conference in Israel. "Using Al, we have spotted a not-
inconsequential number of threats."

Shin Bet, the Israeli counterpart to the FBI or Britain's MI5, has created its own generative Al platform, akin to
ChatGPT, Bar revealed. He explained that the platform has allowed the intelligence service to streamline its
work by flagging surveillance anomalies and sort "endless” amounts of intelligence.

“Since the beginning of 2022, ISA handled 600 ISIS-related cases, many of them consumed similar violent and
dangerous content on social media and on the web. Some were even arrested just before attacking," Bar said.
“They are added to roughly 800 major attacks we have foiled since January 2022."

"An alarming number of them have a strong basis on the web — posts, inspiration, knowledge or social groups,”
he added. “The trend is clear. Traditional security organizations must adapt to the new situation, where any
angry person with access to the Internet may become a threat."

"Already today, with Al, we have identified a significant number of threats," he said. “The machine and its ability
to detect anomalies create a protective wall against our enemies, alongside our traditional capabilities. ... Since
we have understood we can't fight this war with sticks and stones, we recognize the threats but also see
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opportunities using Al."

Retired Maj. Gen. Isaac Ben-lIsrael, director of Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv
University, argued that the "accelerated increase in the use of artificial intelligence has a drastic impact on
the cybersecurity arena, cyberdefense and the nature of malicious cyberattacks.”

"Accelerating rise in the use of artificial intelligence has a drastic impact on the cybersecurity arena, cyberdefense
and the nature of malicious cyberattacks,”" he said. “As the use of Al increases, our society becomes more and
more dependent on computers, leading to a greater need for strong cyberdefense measures.”

Gaby Portnoy, director-general of Israel National Cyber Directorate, told the Cyber Week conference that “Anyone
who carries out cyberattacks against Israeli citizens must take into account the price he will pay.”

“In the past year, we have been working hard to develop our resilience and expand our capabilities to detect
cyberattacks, raise our shields and expose malicious activities, specifically Iranian," Portnoy said, adding that
the vast majority of attacks are thwarted.

Portnoy described some of the projects the Cyber Directorate has pursued over the past year, saying that Israel
is working with "our partner from the UAE [United Arab Emirates], His Excellency Dr. [Mohamed] Al Kuwaiti" to
build "a multinational cybercollaboration platform for cyberinvestigation and knowledge building.”

Rafael Advanced Defense Systems Ltd., a global leader in defense technology, helped develop a new system
called Puzzle, which uses Al to combine and analyze visual data, communications information and other
information to create a “comprehensive and filtered dataset," according to a company press release.

Puzzle seamlessly interfaces with existing command and control systems, helping to make sense of the incoming
data to prioritize necessary targets within tight time frames, helping improve the efficacy of Al targeting.

Essentially, the Puzzle system works like a filter for the incredible amount of information Al can handle as many
analysts and officials look to keep the human element involved in any Al-powered process.

Israel has remained on the cutting edge of Al and its uses across various security fields: The Israel Defense
Forces (IDF) has invested in Al, which officials have argued presents "a leap forward" even as researchers raise
concerns about the potential escalation it would create.

Col. Uri, head of the data and Al department, Digital Transformation Division, previously told Fox News Digital
that "Anyone who wants to make such a change faces a huge challenge.”

The IDF used Al in a 2021 operation to successfully target at least two Hamas commanders, producing “200
new target assets” by using the new digital methods to create likely targets and locations to hit.

"Because we don't have a lot of manpower, we need to find creative ways to compensate,” Ram Ben Tzion, founder
and CEO of tech firm Ultra, previously told Fox News Digital. “So, when it comes to data and intelligence, many
times we've had to rely on innovation and technology to compensate for lack of resources, human or other."

THE[ERUSALEM POST

Israel helped UAE fend off major cyberattack, Emirati
cyber chief says

Israel's cyber chief called on top international cyber officials to work together to stop Iranian and Hezbollah
hackers “from their attacks on the world."

By YONAH JEREMY BOB

Israel recently helped the UAE fend off a serious DDoS (distributed denial of service) cyberattack, UAE cyber
chief Muhammad al-Kuwaiti said on Tuesday.

Speaking at the Tel Aviv Cyber Week Conference, he said, “Thank God for the Abraham Accords... Cybersecurity
is an important aspect for us all. We in the UAE for example are going through a great digital transformation.
A transformation across all sectors: aviation, education, healthcare, oil and gas, transportation. And, in fact, we
need to do a safe and secure transformation.”

Continuing he said, "I am sure you heard my dear friend, Gabi [Israeli cyber chief Gabi Portnoy], when he
mentioned the importance of working together. Our cyber strategy has five main pillars," one of which is
partnerships with allied states.

"It has a pillar about protecting and defending. And this is where we plug into the great Start-Up Nation [Israel]
where we have many of those companies helping us as a matter of fact to build up that cyber dome or to
extend that cyber dome,” to defend against cyberattacks.

Israel's cyber chief uses generative Al to thwart threats

Earlier at the same conference, Israel National Cyber Directorate (INCD) chief Portnoy said, "anyone who carries
out a cyberattack against Israeli citizens needs to take into account the price he will pay.

Portnoy specifically called out Iran and Hezbollah in his threat.

More specifically, he addressed cyberattacks by the group MuddyWater, which he identified as associated
with the Islamic Revolutionary Guard Corps and which attacked the Technion-Israel Institute of Technology a
few months ago.

“The group doesn't just work against Israel, but rather also hacks civilian targets in many other countries,
including: Turkey, Saudi Arabia, Egypt, Morocco, India, Bahrain, Oman, Kuwait and others,” said Portnoy.

This statement of Iran's attacks on Sunni states came despite the Islamic Republic's nominal improved relations
with the Saudis and other Sunni states.

The INCD chief stated that in the past year, MuddyWater had tried to attack other targets in Israel, but
unsuccessfully.
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The people behind the attacks

He added, "The Israeli cyber community knows Iran's cyber operations inside-out and works to thwart it in
many ways. Iran’s intelligence personnel, the IRGC and Hezbollah who are involved in cyber operations against
Israel know exactly what | am talking about."

Next, he said, "I want to back the actions of the US against Iran's violence, as well as the sanctions which they
placed on two key players in Iranian intelligence: Farazin Karimi and Majteba Matzafi, who set up the Radwan
Academic Group, which trains hackers for bad purposes.”

Further, he flagged Ali Hidari who operates out of Beirut, and "who coordinates cyber operations between Iran
and Hezbollah, which causes harm to the Lebanese civilian sector in the cyber area.”

In addition, he said that for some in Iranian intelligence, using the digital sphere to harm civilians "is part of
their routine.”

Portnoy called on top international cyber officials to work together to stop Iranian and Hezbollah hackers “from
their attacks on the world."

Separately, Portnoy praised Google, Microsoft and other private sector companies for helping Israel build
its “cyber dome" — a digital Iron Dome against cyberattacks as well as for assisting in building a 40-country
apparatus for investigating and sharing information relating to enemy cyberattacks.
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Al rapidly changing cyberattack landscape, making
collaboration crucial

With the advancement of artificial intelligence, both attackers and defenders are finding new ways to exploit
and defend, making international collaboration on cybersecurity crucial

By DEBBIE MOHNBLATT/THE MEDIA LINE, HANNAH LEVIN

In the digital era, the cyber arena faces financially motivated attacks, increased state-sponsored threats, and
new challenges posed by artificial intelligence, making international cyberdefense collaboration crucial.

Representatives from 25 countries gathered at Tel Aviv University on Monday for Cyber Week, a global cybersecurity
event that brings together experts, industry leaders, investors, academics, and government officials.

"We must collaborate with like-minded states, share information, and cooperate to mitigate this risk,” Dadi
Gertler, executive director of innovation and technology partnerships at the Israel National Cyber Directorate,
told The Media Line. "We all have the same goal and face the same challenges. The next step is to enhance
collaboration between governments.” According to Gertler, the presence of delegates from so many countries
at Cyber Weekdemonstrates the existing demand for better international cooperation.

Cyberattacks have two chief causes: financial and political gain

Wafa Nimri, general manager of Levant and head of Arabic marketing at the UK-based Protection Group
International, said many countries face similar threats. "All nations are encountering similar threats in cybercrime,
misinformation, disinformation, and ransomware, which affect the supply chain,” she told The Media Line. Nir
Yaniv, chief business development officer & cyber operations at Code Blue, an Israeli company, told The Media
Line that cyberattacks have two chief causes: financial and political gain.

Yaniv said state-sponsored attacks threaten both the private sector and government agencies. Sometimes,
smaller private companies are more accessible to attack than government bureaucracies, which can benefit
from more robust protections. “If the state mounts a strong defense, it's easier to attack private companies,
create economicchaos, disturb markets, and hurt people,” Yaniv said.

David Polton, vice president of Global Sales at Nominet, a UK-based cybersecurity company, told The Media
Line that his group had seen a marked increase in state-sponsored cyberattacks over the last few years.

“Certainly, with a lot of the international warfare that we're seeing, | think you see a lot of change in how
nations are targeting other nations, and the particular means they're using to do so are certainly getting more
sophisticated,” Polton added.

Uri Halperin, chief executive officer at ISTEC, an Israeli cybersecurity firm, and former head of national security
in the Israeli Prime Minister's Office, echoed these sentiments. Iran, he said, is one of the chief sources of state-
sponsored attacks on Israel.
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"Most of this is coming probably from Iran, although the Iranians have managed to camouflage some attacks
as if they come from other countries,” Halperin said. "“We know for sure that it's Iranian retaliation to what they
consider Israeli attacks against them." The Technion—Israel Institute of Technology fell victim to one such attack
just four months ago.At first, Gertler said, the attack appeared motivated by a desire for financial gain. Further
investigation, however, suggested it was a politically motivated Iranian attack.

"The first letter imitated a ransomware attack, asking for money. But when we investigated, we quickly realized
that there was a state behind the attack," and that state was Iran. Gertler believes the Technion attack aimed "to
embarrass, obtain information, and harm the other party." But in this instance, the target was "not the Technion,
but rather the state of Israel.”

Gertler noted that Iranian-backed cyberattacks do not only target Israel. In July 2022, for example, a group
attacked Albanian government websites. A later US investigation said the attackers were probably Iranian-
backed, and that they targeted Albania because of its ties to Mujahideen E-Khalq, an Iranian opposition group.

Artificial intelligence (Al) is rapidly changing the nature of cyberattacks and defense. "Both attackers and
defenders enjoy what Al has to offer," said Gertler.

According to Polton, cyberattackers use Al to identify and exploit new vulnerabilities, making it harder for
defenders “"to keep up" as quickly as needed.

States and private companies must maximize collaboration to face these new challenges, Gertler said. Although
balancing the need to share with the need to prevent data breaches can be challenging, “we don't have a
choice,” Gertler argued. "We must be open and collaborate, not just government to government, but within
the private sector” as well.
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Israel State Comptroller outlines plan to mitigate the
huge risk posed by Al

Englman laid out the State Comptroller's plan to assess the readiness, regulation, and implementation of Al in
public-state systems.

By ZACHY HENNESSEY

During his speech at the second day of Cyber Week 2023, Israel State Comptroller and Vice President of
EUROSAI Matanyahu Englman warned about the dangerous potential of artificial intelligence, and announced
his intention to place the field of cybersecurity at the forefront of the State Comptroller's audit, noting the
grave importance of the government's preparation for Al-based risks.

“The world is in an arms race towards Al," he said. “The risks of Al can destabilize our world and affect humanity
as a whole — Al tools could be used by hostile elements, such as terrorists and criminals, and cause tremendous
damage.”

"The race for Al has led various countries around the world to making huge investments in the field. To emphasize
the risks involved, it is enough to mention estimates that two of the four leading countries in the field are China
and Russia," he continued, noting that the leaders of these countries have made public statements regarding
the power of being an Al leader. "Alongside the countries, the world's leading technology companies as well
invest billions of dollars to enable a free environment for the development of Al tools."

Englman went on to note that, since its release to the public on November 30, 2022, Chat-GPT has become the
figurehead of the Al movement, having accumulated over 100 million users in just 60 days. By comparison, he
pointed out, leading social media platform Facebook took four and a half years to hit the same user milestone.

He highlighted three major risks presented by Al developments: "One is our inability to know whether the
information we receive is true or false, as we already live in a world rampant with fake news. Another main risk
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is autonomous weapons in the wrong hands — terrorist organizations, organized crime etc. Other major risks
involve the labor market in which many jobs will disappear while a demand will be created for others,” he said.

"In order to deal with the multitude of risks, regulation is required, which many countries have only just begun to
establish. It appears that the European Parliament is the most advanced, having just recently passed legislation.
The Israeli government must get involved in this matter,” he said.

Englman laid out the State Comptroller's plan to assess the readiness, regulation, and implementation of Al in
public-state systems. The plan focuses on three crucial aspects that warrant attention:

The first aspect pertains to technology. The audit office aims to determine whether the government is adequately
prepared for the advancements and challenges presented by Al. This includes evaluating the government's
governance structures, computing capabilities, and human capital to ensure they align with the demands of
Al integration. Additionally, the plan emphasizes the need to examine the information and data upon which Al
systems base their decisions, aiming to shed light on the often-opaque nature of Al algorithms.

The second aspect of the audit plan revolves around regulation and legislation. Recognizing the potential
adverse effects and dangers associated with Al, the government seeks to safequard its citizens and itself
by implementing appropriate restrictions on Al technology. This proactive approach aims to strike a balance
between leveraging Al's benefits and mitigating any potential harm or misuse.

The third and final aspect focuses on the implementation of Al within the public-state systems. The audit office
intends to assess how Al has been assimilated across various national sectors, such as health, law, defenseg,
and education. By evaluating the extent and efficacy of Al integration, the government aims to identify areas of
improvement, address potential challenges, and optimize the benefits of Al adoption in these critical domains.

“The auditing world views Al as involving major risks. The challenges involved in coping with the issue are
complex and require, among other things, continuous cooperation between states,” Englman concluded. “We in
the State Comptroller's Office are committed to continue addressing this significant topic even more vigorously,
for the benefit of the citizens of Israel and the entire world."

Cyber Week 2023 is the latest iteration of the annual conference which convenes cybersecurity experts and
executives from around the world in order to discuss the state of the cybersecurity industry and look toward
its future.
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IDF will run entirely on generative Al within a few years
- Israeli cyber chief

“| estimate that within a few years, every area of warfare will be based on generative Al information,” Maj.-Gen.
Eran Niv said.

By YONAH JEREMY BOB

IDF Information Technology and Cyber Commander Maj.-Gen. Eran Niv on Wednesday said that he expects
that the entire military will run on generative artificial intelligence (Al) within a few years.

Speaking at the Tel Aviv University Cyber Week Conference, Niv said, “Artificial intelligence is a phenomenon
which is trending and expanding, with a focus on generative Al. This is a revolution which is increasing our
capabilities, but in parallel increasing our reliance on digital infrastructure in every area."

"I estimate that within a few years, every area of warfare will be based on generative Al information. Without a
strong and effective digital basis, no one will be able to prosecute a war in any area,” said the IDF cyber chief.

Niv stated, “Without a strong digital basis, we will not be able to manage large operations.”

Next, he said, “In the modern battlefield, all of the tools, from drones to tanks to sea vessels, and others, can
transfer information to all of the other platforms and all of them will be interconnected. This is the vision of
establishing a digital front for the battlefield."

Continuing, he stated, “The digital arena will transform all of the other areas of war into being stronger — in
the air, in the sea, and on the land.”
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New Mockingjay process injection technique evades
EDR detection

By Bill Toulas

A new process injection technique named ‘Mockingjay’ could allow threat actors to bypass EDR (Endpoint
Detection and Response) and other security products to stealthily execute malicious code on compromised
systems.

Researchers at cybersecurity firm Security Joes discovered the method, which utilizes legitimate DLLs with
RWX (read, write, execute) sections for evading EDR hooks and injecting code into remote processes.

Process injection is a method of executing arbitrary code in the address space of another running process
that is trusted by the operating system, hence giving threat actors the ability to run malicious code without
being detected.

Examples of process injection techniques include DLL injection, PE (portable executable) injection, reflective
DLL injection, thread execution hijacking, process hollowing, mapping injection, APC (asynchronous procedure
call) injection, and others.

In all these techniques, the attackers must use Windows APIs and various system calls, create processes/
threads, write process memory, etc. Hence, security tools monitoring for specific actions relating to the above
can detect suspicious incidents and intervene as required.

Security Joes says that Mockingjay stands out from other approaches because it does not use commonly
abused Windows API calls, set special permissions, perform memory allocation, or even start a thread, hence
eliminating many possible detection opportunities.

Devising Mockingjay

The researchers' first goal was to find a vulnerable DLL with a default RWX section, so they could modify its
contents to load malicious code without performing extra steps like gaining additional permissions, which
could raise red flags on security software.

In their quest for a suitable DLL, the Security Joes analysts discovered the DLL msys-2.0.dll inside Visual Studio
2022 Community, which had a default RWX section of 16 KB in size.

"By leveraging this pre-existing RWX section, we can take advantage of the inherent memory protections it
offers, effectively bypassing any functions that may have already been hooked by EDRs," reads the report

"This approach not only circumvents the limitations imposed by userland hooks but also establishes a robust
and reliable environment for our injection technique.”

Next, the team developed two injection methods, one for self-injection and one for remote process injection.

In the first case, a custom application (“nightmare.exe") loads the vulnerable DLL directly into its memory
space using two Windows API calls, granting it direct access to the RWX section without performing memory
allocation or setting the permissions.

Next, a clean system module, NTDLL.DLL, is abused for extracting syscall numbers which are then used to
bypass EDR hooks using the "Hell's Gate EDR unhooking" technique, letting the injected shellcode run without
getting detected.

The second method involves exploiting the TWX section of msys-2.0.dll to inject a payload into a remote process,
specifically the “ssh.exe" process.

The custom application launches ssh.exe as a child process, opens a handle to the target process, and injects
the malicious code onto the RWX memory space of the vulnerable DLL.

Finally, the injected shellcode loads the "MyLibrary.dll” DLL file, establishing a reverse shell with the attacker's
machine as an attack example.

Tests showed that this remote injection attack, which doesn't require creating a new thread within the target
process, allocating memory, or setting permissions, successfully evades EDR solutions.

Both methods proposed in Mockingjay use Windows APIs such as ‘LoadLibraryW," ‘CreateProcessW, and
‘GetModulelnformation’ to load a misconfigured DLL and find the address of the DLL's RWX section.

However, EDRs commonly monitor APIs such as ‘WriteProcessMemory, ‘NtWriteVirtualMemory, ‘CreateRemoteThread,
or ‘NtCreateThreadEx,' which are more commonly invoked in traditional process injection attacks. Hence,
Mockingjay is less likely to raise alarms.

The development of ‘Mockingjay' by Joes Security is another indication of why organizations must adopt a
holistic security approach instead of solely relying on current EDR solutions.
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NEWS

Israel’s Shin Bet chief: 'We identified significant
number of threats using Al'

Traditional security organizations are required to adapt to the new situation, where
any angry person with access to the Internet may become a threat, Bar says

Head of Israel's Shin Bet domestic security agency Ronen Bar said on Tuesday, at the annual International Cyber
Week conference hosted by Tel Aviv University, that the agency is effectively using Al technology to prevent
terror threats.

"The Al technology was assimilated into the Shin Bet's countermeasures machine naturally. We identified a
significant number of threats using Al," Bar said, adding that "in order to make sure that Al will lead to evolution
and not revolution, we will need cooperation and openness between the technology giants and the security
agencies.”

"Traditional security organizations are required to adapt to the new situation, where any angry person with
access to the Internet may become a threat,” he said.

Bar noted that they realized that it was impossible to “win this war with sticks and stones." He gave an example
of the Lion's Den terrorist recently killed by Israeli forces, noting that "he was born from the smartphone camera,
not inside a mosque."

"We are in the depths of the network and see very well what is happening in it: espionage, terrorism, incitement,
and foreign influence. The network, like the terrorists’ nests in Jenin and the terror tunnels in Gaza, is not a safe
space for our enemies,” Bar said.

“The Iron Dome that the Shin Bet is developing in cyberspace is already taking its first steps, the array of alliances
is emerging and it has already come into action. We are already cooperating with a number of significant
countries in the field and we see the global cyber iron dome beginning to take shape,” he stressed.

NEWS

Emirati official reveals Israel helped repel a cyber
attack on the Gulf state

UAE cyber security head, Mohamed Al-Kuwaiti, says the Israelis and 'its many
companies have helped us and are still helping us to build a cyber iron dome'

The United Arab Emirates (UAE) cyber security head, Mohamed Al-Kuwaiti, said Israel and "“its national cyber
system"” helped repel a cyber attack against the Gulf state, Kan reported on Thursday.

During a speech at the Cyber Week conference this week in Tel Aviv, Al-Kuwaiti said “Israel and its national
cyber system helped us repel a DDo denial-of-service cyber attack.” He went on to thank the Jewish state for
setting up the “cyber Iron Dome."

"The great start-up nation (Israel) and its many companies have helped us and are still helping us to build a
cyber iron dome or improve the existing one," he said.

The national cyber systems of Israel and the UAE, along with dozens of cyber systems in other countries,
have launched a global information-sharing platform to combat hacking and ransomware. "We face common
challenges in the cyber field," said Israel's head of the national cyber system, Gabi Portnoy.

"The attack surface is expanding with new technologies and the growing motivation of cyber attackers. We
must meet the challenges with our partners, using the knowledge we have acquired and new technologies
for better and faster protection,” Portnoy added.

Following a 2020 normalization agreement between Israel and the UAE, as part of the Abraham Accords, the
nations also embarked on a series of cooperative ventures. In addition, tourism has also boomed, with an
estimated 150,000 Israelis visiting the Gulf state in 2022.

"The historic peace accord we signed with the UAE continues to bear fruit for the benefit of the citizens of
both countries,” Israeli Prime Minister Benjamin Netanyahu commented on the budding relationship, during a
signing of an economic agreement in March.
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(«The Hacker News

New Mockingjay Process Injection Technique Could Let
Malware Evade Detection

Ravie Lakshmanan

A new process injection technique dubbed Mockingjay could be exploited by threat actors to bypass security
solutions to execute malicious code on compromised systems.

"The injection is executed without space allocation, setting permissions or even starting a thread,” Security
Joes researchers Thiago Peixoto, Felipe Duarte, and Ido Naor said in a report shared with The Hacker News.
"The uniqueness of this technique is that it requires a vulnerable DLL and copying code to the right section.”

Process injection is an attack method that allows adversaries to inject code into processes in order to evade
process-based defenses and elevate privileges. In doing so, it could allow for the execution of arbitrary code
in the memory space of a separate live process.

Some of the well-known process injection techniques include dynamic link library (DLL) injection, portable
executable injection, thread execution hijacking, process hollowing, and process doppelganging, among others.

It's worth pointing out that each of these methods requires a combination of specific system calls and Windows
APIs to carry out the injection, thereby allowing defenders to craft appropriate detection and mitigation
procedures.

What sets Mockingjay stands apart is that it subverts these security layers by eliminating the need to execute
Windows APIs usually monitored by security solutions by leveraging pre-existing Windows portable executable
files that contain a default memory block protected with Read-Write-Execute (RWX) permissions.

This, in turn, is accomplished using msys-2.0.dll, which comes with a “generous 16 KB of available RWX space,”
making it an ideal candidate to load malicious code and fly under the radar. However, it's worth noting that
there could be other such susceptible DLLs with similar characteristics.

The Israeli company said it explored two different methods -- self injection and remote process injection -- to
achieve code injection in a manner that not only improves the attack efficiency, but also circumvents detection.

In the first approach, a custom application is utilized to directly load the vulnerable DLL into its address space
and ultimately execute the desired code using the RWX section. Remote process injection, on the other hand,
entails using the RWX section in the vulnerable DLL to perform process injection in a remote process such
as ssh.exe.

"The uniqueness of this technique lies in the fact that there is no need to allocate memory, set permissions or
create a new thread within the target process to initiate the execution of our injected code," the researchers said.

"This differentiation sets this strategy apart from other existing techniques and makes it challenging for Endpoint
Detection and Response (EDR) systems to detect this method."

The findings come weeks after cybersecurity firm SpecterOps detailed a new method that exploits a legitimate
Visual Studio deployment technology called ClickOnce to achieve arbitrary code execution and obtain initial
access.
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Head Of Cyber Security Leads A UAE Delegation To
Cyber Week In Tel Aviv

Muhammad Irfan

(UrduPoint / Pakistan Point News / WAM - 29th Jun, 2023) ABU DHABI, 29th June, 2023 (WAM) — Dr. Mohamed
Al Kuwaiti, Head of Cyber Security for the Government of the UAE, led a high-level UAE delegation of dozens
of participants from leading Emirati entities to Cyber Week 2023 Conference in Tel Aviv.

Dr. Mohamed Al Kuwaiti addressed the Cyber Week Conference as a key-note speaker in the main plenary
panel titled “Safeguarding the Nation: Cybersecurity Strategies for a Digital Age", along with Gaby Portnoy,
Director General of the Israel National Cyber Directorate, and several top international government officials.

During the visit, the UAE delegation met with the central cyber stakeholders in the Israeli cyber ecosystem
including investors, Chief Information Security Officers and top cyber experts, and visited leading cyber labs
and R&D centers and startups to explore opportunities to deepen the ongoing partnerships.

The visit provided valuable insights into the latest global trends in cybersecurity and allowed the participants
to explore potential collaborations and bilateral investment opportunities.

Al Kuwaiti said: “Cyber security is a shared responsibility that can never be addressed by one person, organization
or country alone. Instead, it requires mutual collaboration between the private and public sectors.

Partnership with the industry and academia is critical as it brings all the stakeholders of the digital ecosystem
together with a common vision. Our goal is to spread the cyber security culture.

The end result will be a more secure, more resilient digital future, not only for the UAE but for our partners

and friends."

Mohamed Al Kuwaiti, represents the ongoing collaboration between Israel and the UAE in the cybersecurity
domain, as both nations recognize the critical importance of a secure and resilient digital infrastructure.

Israel remains committed to nurturing these relationships and promoting cross-border partnerships in
cybersecurity and beyond."

On the sidelines of the Cyber Week conference, the UAE-based EliteCISOs, a global cyber security community,
signed a Memorandum of Understanding (MoU) with the Israel-based Cyber Together, an Israeli NGO, to expand
this global community to Israel.

This MoU marks the beginning of a strategic partnership aimed at fostering cooperation in the field of
cybersecurity between key professionals in both countries.

The signing event was held in the presence of Dr.

Mohamed Al Kuwaiti, Head of Cybersecurity of the UAE Government and Oded Joseph, Deputy Director General,
Head of middle East Division in the Ministry of Foreign Affairs, Israel.

Oded Joseph: “Israel is fully committed to fostering collaborations and partnerships with the United Arab
Emirates between the various ecosystems of innovation of our nations.

This MoU, a strategic partnership between two leading cyber security stakeholders, further strengthens
our relations and represents the shared benefits of the Abraham Accords beyond the relationship between
governments to partnerships between organizations and people.”

Under the terms of the MoU, EliteCISOs and Cyber Together will collaborate on various initiatives including
knowledge-sharing, joint training and workshops to enhance cybersecurity capabilities, promote the development
of a highly skilled cybersecurity workforce and address emerging threats in both the UAE and Israel.

The relationship between EliteCISOs and Cyber Together was initiated and fostered by the Consulate-General
of Israel in Dubai as part of its wider effort to establish new cyber-based partnerships between entities in the
two countries.
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Shin Bet develops ChatGPT-like tool for detecting
threats, chief Ronen Bar says

Shin Bet head says Al enables his agency to create an effective defense barrier against
Israel’'s enemies, as well as assisting the organization in streamlining operations, prioritizing
tasks, intelligence gathering, decision-making, and prediction

Shin Bet Director Ronen Bar revealed Tuesday that the agency developed an Al-based chatbot resembling
ChatGPT for internal purposes.

Speaking at the Cyber Week event at Tel Aviv University, Bar said: "Al technology was naturally embedded in
Shin Bet's counterterrorism mechanism. Using Al, we have identified a significant number of threats, and the
device's ability to detect anomalies creates an effective defense barrier against our enemies, alongside the
traditional capabilities of the Shin Bet, including human intelligence, signals intelligence, cyber, intelligence
analysis and operations.”

According to Bar, the Shin Bet also identifies threats posed by artificial intelligence, and also recognizes the
opportunities it presents. "As part of implementing the technology in the organization, we have established the
Gen Al On-Prem capability (generative artificial intelligence located on the organization’s servers)," he revealed.
"The capability is accessible to employees in an intuitive manner, and it can be interacted with similarly using
familiar tools on the web, such as Gboard (Google's chatbot) and ChatGPT."

Bar also says that artificial intelligence assists the organization in streamlining operations, prioritizing tasks,
intelligence gathering, decision-making and prediction.

Bar also addressed the challenges posed by artificial intelligence to the agency. The first challenge is the

availability of technology, which, according to Bar, "is everywhere, in the hands of every person, country
and organization, whether they are good or bad. Developing nuclear capabilities once required significant
resources, but Al, with its enormous potential for harm, requires nothing more than a mobile device and an
internet connection.”

The second challenge, as Bar defines it, is the “temptation.” This, according to Bar, means

that it “can be assumed that generative artificial intelligence will be able to tempt the user, most likely by
delivering information quickly, extensively and without moral restraints, at the expense of accuracy and depth.
As the user consumes content, the Al will provide them with the answers they want to hear. Since artificial
intelligence will cater to the user's desires, it can be assumed that it will provide dangerous knowledge that,
in one way or another, could fall into the wrong hands.”

The third challenge that Bar discussed is the “lack of accountability.”

"On the web, and also in Al, the basic normative requirement in every relationship system and in every society,
which is accountability, does not apply. In the absence of accountability, only the ‘law of the jungle' applies.
Therefore, we will need to adapt Israeli requlation, redefine what constitutes secrecy, update the Shin Bet Law
that was written in the SIGINT era to the cyber and Al era, and continue to be agile in the field of technology,
Bar said.

“In order to ensure that Al leads to evolution and not revolution, we will need cooperation and openness
between technology giants and security bodies,” Bar said. He added that Shin Bet intends to establish a hub
that will focus on generative artificial intelligence and assist startups and entrepreneurs in developing products
that can meet security needs.
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No paruski: Israeli cyber chief vows vengeance against
Iranian hackers, skirts around Russia threat

Gabi Portnoy zeroes in on Tehran as primary threat to Israel’s digital infrastructure but forgoes
any mention of Russian-linked offensive cyber activities in recent months
Raphael Kahan

Brigadier Gen. Gabi Portnoy, head of the National Cyber Directorate (NCD), delivered on Tuesday a speech
highlighting the threats to the country's digital infrastructure and issued a strong warning directed at Iran,
but notably omitted any mention of similar threats originating from Russia.

Speaking at Tel Aviv University, Portnoy said that those launching cyber attacks on Israeli civilians, namely Iran
and Hezbollah, should anticipate consequences. However, he conspicuously dodged any mention of Russia,
which has targeted Israeli networks via Kremlin-linked hacker groups and intelligence services multiple times
over the past year.

In response to a Ynet request for comment about Portnoy's omission of Russia, the NCD said they are vigilant
and ready to counter all attacks and attackers without explicitly attributing them to specific entities, including
private companies.

This approach of eluding any mention of Russia mirrors the government'’s policy of maintaining strategic ambiguity
and maintaining full diplomatic relations and cooperation with Moscow for various political considerations.

Conversely, in a subsequent speech by Kemba Eneas Walden, the White House's cyber director and advisor to
President Joe Biden, both Russia and China were acknowledged as major cyber threats to the Western world.

Portnoy addressed the MuddyWater hacker group, linked to Iran’s Ministry of Intelligence and Security, highlighting
their extensive activities beyond Israel. He emphasized their attacks on civilian targets in numerous countries,
including Turkey, Saudi Arabia, Egypt, Morocco, India, Bahrain, Oman, Kuwait and more.

Portnoy noted that Israel's cyber community is well-acquainted with Iran's cyber operations and actively works
to disrupt them, naming specific individuals from the Iranian Intelligence Ministry, the Islamic Revolutionary
Guard Corps and Hezbollah involved in cyber operations against Israel.

During his speech, Portnoy outlined the recent efforts in enhancing resilience and safequarding the economy.
He highlighted several initiatives, including the Cyber-Dome project — a new big data, Al, overall approach to
proactive cyberdefense.

Portnoy also mentioned a collaborative endeavor with Microsoft and the United Arab Emirates to establish
a platform for cyber investigations and knowledge-sharing involving some 40 countries. The initiative align

with the White House's forum to combat ransomware attacks.

THEWEEK

How India, UAE, Israel are trying to build secure
cyberspace

UAE cyber security head had recently visited India and Israel
By Namrata Biji Ahuja

DR MOHAMED AL KUWAITI has been a busy man, of late. Kuwaiti, head of cyber security for the government of
the United Arab Emirates, has been on his toes, what with the UAE being hard at work at cementing the India-
UAE-Israel partnership for shaping a new Middle East. The partnership is based on regional security integration
to beat common threats. The three countries are also building alliances to strengthen economies by creating
food corridors and inking agreements on energy, transportation, trade and health care.

For all future projects and partnerships, securing the digital space is key, and the cyber security heads of the
three countries are joining forces. Take, for instance, Israel, which has cutting-edge technologies at its disposal.
"Artificial intelligence is helping us create an Iron Dome in the Israeli cyber security space,” said Ronen Bar,
director of Israel Security Agency, which is also known as the Shin Bet. Creating a cyber dome that goes beyond
Israel's cyberspace to help its partners is not a distant thought. And, it is wooing the UAE big time.

In the last fortnight, Kuwaiti travelled to two ends of a geostrategically significant arcindia and Israel. He carried
a basketful of innovative ideas and technology for cooperation in cyber security to the two countries. His visit
is symbolic in light of the 12U2 (India, Israel, the UAE and the US) grouping, reaffirming support to the Abraham
Accords for Israeli-Emirati normalisation that transcends political or regional challenges.

New Delhi is an active partner in this strategic convergence. Predictably so, Kuwaiti's first stop was India. He
held hectic closed-door meetings with top cyber security officials of India's National Security Council Secretariat
with the aim to maximise innovation, entrepreneurial dynamism and technology in all four countries.

Top government sources said an India-UAE cyber partnership is in the works to create opportunities for both
public and private sectors in the digital arena. This is besides offering innovative solutions for growing threats
to the cyber security ecosystem that go beyond geographical boundaries and even human imagination. Israel
is using its research and development labs in the Ben-Gurion University of the Negev in Be'er Sheva, its cyber
capital, to create solutions for imminent threats from the misuse of Al, ChatGPT and the Internet of Things.
With Al already being used for running trains and driverless buses, building smart homes and regulating
water, power and all essential supplies and critical infrastructures, governments around the world can ill afford
to be manipulated, said Dr Isaac Ben, director of Interdisciplinary Cyber Research Center at Tel Aviv, who is
considered the father of cyber security in Israel.Moreover, radical terror groups like the Islamic State the first
terrorist organisation that recruited, trained and organised real-time terror attacks using online platforms and
its affiliates are a threat to the entire region. Besides this, the growing military and cyber heft of China has
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given enough reason to New Delhi to review its cyber preparedness in an entirely new way. And, it is looking
at the UAE and Israel to play a huge role in securing its digital space and strengthening national security. It is
the UAE's moment under the sun, with Kuwaiti pitching Emirates as a hub for Israel to share its cutting-edge
technological advancements and cyber security prowess, opening a floodgate of tie-ups between the two.
"Cyber security is a shared responsibility that can never be addressed by one person, organisation or country
alone," said Kuwaiti, who attended the annual Cyber Week Conference at Tel Aviv. "Instead, it requires mutual
collaboration between the private and public sectors. Partnership with the industry and academia is critical
as it brings all stakeholders of the digital ecosystem together with a common vision." The end result, he said,
will be a more secure, resilient digital future, not only for the UAE but also for its partners and friends.The US
cannot agree more. Whether it is Russia's assault on Ukraine or Iran's recent cyber attack on Albania's critical
digital infrastructure, the US is well aware of the fast-evolving dangers in cyberspace. Nathaniel C. Fick, US
ambassador-at-large for cyberspace and digital policy, said joint efforts with Israel to build a defensible, resilient
and rights-respecting digital ecosystem is the way forward. For all countries, trust is important, which is why
Kuwaiti has been on a mission to give a personal touch to the bonding in cyberspace. The outcome has been
promising. The UAE and Israel have decided to create a skilled workforce in cyberspace that understands the
common threats and jointly blocks them. The UAE-based EliteCISOs, a global cyber security community, signed a
memorandum of understanding with Cyber Together, an Israeli NGO. “This MoU, a strategic partnership between
two leading cyber security stakeholders, further strengthens our relations and represents the shared benefits
of the Abraham Accords beyond the relationship between governments to partnerships between organisations
and people,” said Oded Joseph, deputy director general, head of Middle East Division in the ministry of foreign
affairs of Israel.

India is not far behind and the next big partnership for New Delhi is being readied during GITEX Global, the
world's largest tech showcase in Dubai in October. The event will bring Israel, India and the rest of the world
to the UAE and create new opportunities for technical collaboration in the region.
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Iran faces heat as world looks at naming and shaming
threat actors at Israel’s global cyber meet

The era of nameless, faceless cyber attacks is over
By Namrata Biji Ahuja

The global cyber defence strategy took shape in this part of the world when Israel became the first country
“to come out of the closet" making cyber technology a legitimate civilian way of life. Once again, it is the
Israelis leading the way into a robust space of cyber defence and offence, naming and shaming threat actors
and putting together the best brains to beat new-age threats from targeted misuse of Artificial Intelligence.

The era of nameless, faceless cyber attacks is over. The Israel National Cyber Directorate announced before
a packed audience of representatives from across continents attending the Cyber Week in Tel Aviv on June
27, "Anyone who carries out cyberattacks against Israeli citizens must take into account the price he will pay.”

For more than a decade, countries have been debating the so-called ‘name and shame' tactic or ‘attributing'’
cyber attacks as a deterrent to unwanted cyber behaviour but none have come out as strongly in their fight
back as Israel.

Gaby Portnoy, Director General of Israel National Cyber Directorate, said, “In the past year, we have been working
hard to develop our resilience and expand our capabilities to detect cyberattacks, raising our shields and expose
malicious activities, specifically Iranian.”

According to Portnoy, the vast majority of attacks are thwarted. He mentioned the attack in February that forced
the Israel Institute of Technology, also known as Technion, to postpone exams and temporarily shut down its
IT systems and attributed it to MuddyWater in collaboration with Darkbit-- two attack groups associated with
the Iranian Ministry of Intelligence. He said, “They are also attacking civilian targets in countries like Turkey,
Saudi Arabia, Egypt, Morocco, India, Oman, Bahrain, Kuwait and more."

Portnoy said the Israeli defence community knows the Iranian cyber activities inside out and is working to
disrupt them in different ways. From naming the Iranian intelligence and Hezbollah, to commending the United
States for imposing sanctions on Iranian officials, the message was clear. Israel was preparing its ‘cyber dome'
project by inviting friendly nations to participate.

“I would like to commend the US activities against Iran's violent agenda and for imposing sanctions against
two active cyber players in the Ministry of Intelligence and Security: Mojtaba Mostafavi and Farzin Karimi, who
co-founded the Ravin Academy that trains hackers for malicious activities of the ministry.” The threats from
elements in Beirut linked to Hezbollah, according to Portnoy, were damaging civilian lives across the world and
to stop it, the international community needed to work together. “This is our joint responsibility.”

It is indeed a shift in global cyber strategy for many countries, including India, where cyber attacks are reluctantly
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spoken of publicly and governments are shy to admit offensive capabilities.

Portnoy is helming efforts in his country helping high school kids, small and medium enterprises and critical
infrastructures like transport, hospitals, and banks to not just learn how to defend, but also assist the half a dozen
security and intelligence agencies in effectively battling and exposing malicious activities and threat actors.

The United States, among others, clearly understands the fast-evolving dangers in cyberspace. Nathaniel C Fick,
the ambassador at large for cyberspace and digital policy in the US Department of State spoke of joint efforts
with Israel to implement an affirmative vision for a secure cyberspace and building a defensible, resilient and
rights-respecting digital ecosystem.

The former combat marine said "With power comes responsibility” especially for countries with advanced
capabilities ."We must award responsible behaviour and impose costs on irresponsible behaviour." Fick stressed
on a shared technology ecosystem where trust is paramount and reminded all United Nations members of
their commitment to building a framework for responsible state behaviour.

“It's universal. Technology innovation benefits with greater participation,” he said. Israel has endorsed the
Declaration for the Future of the Internet with the US and sixty-five partners around the globe, launched last
year to reaffirm and recommit to a single global Internet that is truly open and fosters competition, privacy and
respect for human rights. Fick said it also articulates what a shared tech policy can and should be. He said border
coalitions of countries have condemned Iran for its cyber attack on Albania’s critical digital infrastructure and
Russia's assault on Ukraine and provide assistance to mitigate future attacks. The thorny aspect of commercial
spyware was also touched upon by Fick, who said the growing private market in these technologies, where it
can be used as a tool of repression and human rights abuse needs to be countered by deeper international
cooperation. He said a recent executive order in the US prohibits the operational use of commercial spyware
that poses a risk to national security or has been used by foreign actors and urged countries to adopt similar
measures.

Lastly, he said public attribution of malicious cyber activity, which is empirical and factual, is the key to building
a rules-based order. From being technical to a rather political challenge, he said there is a need for more
countries to join the US in lending voices to public attribution on a case-to-case basis.
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Mockingjay Slips By EDR Tools With Process Injection
Technique

By leveraging misconfigured DLLs instead of EDR-monitored APls, this new technique injects
malicious code into running processes, completely evading endpoint security.
Jai Vijayan

Endpoint detection and response (EDR) systems have become increasingly efficient at detecting typical process
injection attempts that invoke a combination of application programming interfaces to insert code into the
memory space of a running process.

So researchers at Israeli-based Security Joes set out to find another way to due process injection without
relying on EDR-monitored APIs. The result is Mockingjay, a novel method for process injection that leverages
dynamic link libraries (DLLs) with default read, write, and execute (RWX) permissions to push code into the
address space of a running process.

The Mockingjay Approach

The approach reduces the likelihood of an endpoint security mechanism detecting a malicious process injection
effort and requires a smaller number of steps to achieve, Security Joes said in a report this week. "Our research
aimed to discover alternative methods to dynamically execute code within the memory space of Windows
processes, without relying on the monitored Windows APIs," the security firm said.

"Our unique approach, which involves leveraging a vulnerable DLL and copying code to the appropriate
section, allowed us to inject code without memory allocation, permission setting, or even starting a thread in
the targeted process."

Process injection is a technique for manipulating the memory of a process to either add new functionality
or modify its behavior. Attackers commonly use the method to hide malicious code and evade detection on
compromised systems. Common process injection methods include self-injection where a process that receives
the injected payload also executes it; DLL injection where a malicious DLL is loaded into the memory space of
a process; and PE injection where a portable executable file is mapped into the memory of a running process.

“Each of these injection techniques requires a set of specific Windows APIs, which generate characteristic
patterns that can be leveraged by defenders and security software for detection and mitigation purposes,”
Security Joes said in its report. For instance, the APIs required for self-injection are VirtualAlloc, LocalAlloc,
GlobalAlloc, and Virtual Protect, the company said. Similarly, the APIs used in PE injection are VirtualAllocEx,
WriteProcessMemory, and CreateRemoteThread. Most EDR systems are tuned to monitor commonly used APIs
in process injection attacks and can effectively identify malicious activity associated with their use.Abusing
Vulnerable DLLs
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The strategy Security Joes used in developing Mockingjay was to systematically search for DLLs within the
Windows 08 that contained a default RWX section. Researchers at the company developed a tool that explored
the entire Windows file system to identify DLLs that could serve as potential vehicles for code injection without
triggering an EDR alert. The exploration resulted in Security Joes finding a DLL (msys-2.0.dll) with 16KB of RWX
space in Visual Studio 2022 Community that they could use for injecting and executing their own code.

"After identifying the vulnerable DLL that contains a default Read-Write-Execute (RWX) section on disk, we
conducted several tests to explore two different methods that could leverage this misconfiguration to execute
code in memory," Security Joes said.

One method was to directly load the vulnerable DLL into the memory space of a custom application called
nightmare.exe that Security Joes developed. Doing that allowed researchers to inject and execute their own
shellcode into the memory space of the application without leveraging any Windows APIs. Among other things,
the shellcode also removed all EDR hooks without triggering any alerts. “This complete removal of dependency
on Windows APIs not only reduces the likelihood of detection but also enhances the effectiveness of the
technique,” the company said.

Security Joes' second tactic for abusing the RWX section in the DLL was to do process injection in a remote
process. To achieve this, they first identified binaries that used mysys-2.0.dll for their operations. Many of
these were associated with GNU utilities and other applications that require POSIX emulation. For the proof-
of-concept, researchers chose the ssh.exe process in Visual Studio 2022 Community as the target for injecting
their code. “It is important to note that in this injection method, there is no need to explicitly create a thread
within the target process, as the process automatically executes the injected code,” the company explained.

According to Security Joes, the DLL that its researchers used to developed Mockingjay is just one of potentially
many others that can similarly be abused for code injection purposes. Addressing the threat requires endpoint
security tools that don't just monitor specific APIs and DLLs but also use behavioral analysis and machine
learning techniques to identify process injection.
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UAE, Israel Ink Pivotal Joint Cyber-Threat Intelligence
Agreement

Two Mideast nations that were at odds until recently have announced the "Crystal Ball” project,
aimed at better protecting against cyberattacks via collaboration and knowledge sharing.
Dan Raywood

In a watershed moment for two once-fractious regional neighbors, the United Arab Emirates (UAE) and Israel
are to work together on a threat intelligence-sharing platform to battle cybersecurity threats.

Announced this week, the “Crystal Ball" project is a digital platform for detecting and repelling hackers via
collaboration and knowledge sharing around national-level cyberthreats. It was described as being enabled to
"design, deploy and enable regional intelligence enhancement,” according to a presentation slide seen during
this week's Tel Aviv Cyber Week.

The project will be backed by Microsoft, Israel's Rafael Advanced Defense Systems, and Abu Dhabi's CPX, and
an unspecified number of countries will also participate, according to The Circuit.

The Need for a Joined-up Response

Emirati cybersecurity chief Mohamed Al Kuwaiti said the platform will enable partner countries to “easily and
seamlessly share information,” and will be strengthened by the combination of the countries’ joint abilities,
processing power, and a high volume of data.

In an address to the Cyber Week conference, Al Kuwaiti said, “Cyber threats do not distinguish between nations,
do not distinguish between entities or people, and that is why we need to unite against those threats. The
Crystal Ball that we are aiming for the whole community will be the first step toward that."

Nadir Izrael, co-founder and CTO of Armis, says he welcomes the joint effort in the Middle East because he is
"a strong believer that nations need to work together to develop a comprehensive and effective response to
cyber warfare, in order to build a more secure and resilient world."

He adds: "As we saw with the cyberattacks on Israel this late April, coordinated efforts from groups associated
with Iran and Russia are looking to increase geopolitical tensions and create instability amongst citizens. In
a world that has become polarized, it is a must to invest in cybersecurity measures to protect whole nations
from these kinds of attacks.”

Izrael also noted that the Crystal Ball project should be a model for others. “Governments and organizations
need to take threats seriously, and allocate resources to build robust and resilient cybersecurity systems,” he
says. "Those advanced systems will allow for threat intelligence, which can help detect malicious behavior and
stop an attack even before it happens.”
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Improved Diplomatic Relations

Al Kuwaiti said the UAE's connection with Israeli tech companies has been especially helpful in his country's
transition to a digital economy;, after the UAE and Israel normalized diplomatic relations as part of the September
2020 Abraham Accords, leading to the bolstering of both commercial and strategic ties between the countries.

Ryan Westman, senior manager of threat intelligence at eSentire, says the collaboration of threat intelligence
sharing between Israel and the UAE will be key to better securing the region. “In general, any information-
sharing agreement will likely benefit organizations in the countries covered, as the more insights we have on
threats and vulnerabilities to organizations, the better the job we can do at responding to those the risk those
threats and vulnerabilities present,” he says. "By sharing information on those threats and vulnerabilities, the
easier it is for security teams to respond to the risks.”

He notes that while information sharing and analysis centers (ISACs) have existed for some time now and are
not novel, the collaboration between two states that used to be at geopolitical odds is notable.

"Partnerships like this can have a wider impact, improving the security posture for everyone, because it makes it
easier to detect potential issues in the wider threat landscape,” he says. "Working together in this way benefits
everyone, whether they are in the two countries concerned or in others within the region.”

NeWws

Mockingjay — A New Injection Technique to Bypass
Endpoint Detection and Response (EDR)

The cybersecurity researchers at Security Joes recently discovered a new injection technique that is dubbed
“Mockingjay."

The threat actors could actively exploit this newly discovered injection technique to run and execute malicious
code on compromised systems by evading the EDR (Endpoint Detection and Response) and other security
solutions.

Utilizing DLLs with RWX sections, this technique easily bypasses the EDR hooks and injects code into remote
operations.

By injecting code into trusted running processes, the process injection enables threat actors to execute
undetected malicious code.

Attackers employ Windows APIs, system calls, process/thread creation, and process memory writing in these
techniques.

Security tools can detect and intervene in suspicious incidents by monitoring specific actions mentioned above.
The following things differentiate the Mockingjay from others that enable it to evade several detection possibilities:-
Commonly abused Windows API calls are not used

Process Injection Methods

Here below, we have mentioned all the process injection methods:-

Self-Injection: This technique is commonly found in malware packers and does not impact any external process;
rather, the process executing the injection is the same process that receives the injected payload.

Classic DLL Injection: This technique injects a malicious DLL into the memory space of another process. In
this case, the malicious sample must first identify the specific process it intends to target, allocate a portion
of memory within it and create a thread to start the execution of the malicious DLL from disk.

PE Injection: This technique maps an entire Portable Executable (PE) file into the memory space of a running
process. It allocates a new memory section within the target process, which will serve as the destination for
the payload. The contents of the payload are then dynamically mapped onto this memory section using its
relocation descriptors and the absolute address of the section, imitating the functionality of the Windows Loader.

Process Hollowing / Run PE: In this technique, the original code and resources of the target process are replaced
or removed, leaving behind only the bare process framework. The hollowed process then becomes a host for
the injected malicious code, allowing it to execute under the guise of a legitimate process.
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Thread Execution Hijacking: This technique is used to gain control of the execution flow within a process by
redirecting the execution of a target thread to arbitrary code. It allows an attacker to manipulate the behavior
of a running process without creating a new process or modifying the underlying code.

Mapping Injection: By utilizing the NtMapViewOfSection, the malicious code is mapped into the target process
from an existing section, controlled by the attacker. This approach eliminates the requirement to explicitly
allocate RWX sections and avoids the need for separate payload content copying. The malicious code indirectly
becomes part of the target process's memory space, allowing it to execute within the context of a genuine
module.

APC Injection and Atombombing: This technique manipulates the Asynchronous Procedure Call (APC) mechanism
in the Windows operating system to inject and execute malicious code in a target process.

Process Doppelganging: This technique is used in malware development to disquise malicious processes by
creating a process with a legitimate appearance. It involves utilizing transactional NTFS (TxF) and Windows
process loading mechanisms to create a new process that looks like an existing, legitimate process but runs
malicious code instead.

Mockingjay Bypass EDR

Researchers aimed to locate a vulnerable DLL with a default RWX section, enabling effortless modification of
its contents for loading harmful code.

This bypasses the need for extra steps like obtaining more permissions, which may alert security software.

Security Joe's analysts, on their DLL search, stumbled upon Visual Studio 2022 Community’'s msys-2.0.dll,
sporting a 16 KB default RWX section.

Following that, the team devised two injection techniques, and here they are mentioned below:-
Self-injection
Remote process injection

For the initial scenario, "nightmare.exe,” a custom application that directly loads the vulnerable DLL using two
Windows API calls into its memory.

This bypasses the memory allocation or permission settings and provides direct entry to the RWX section.

While at this point, EDR gets informed about the creation of a new process and promptly adds its own dynamic
library to it after the application is launched.

After execution, the EDR alters byte code to modify targeted functions within the in-memory NTDLL.DLL copy.
Following that, the “Hell's Gate EDR unhooking" technique exploits NTDLL.DLL, a new system module, to extract
syscall numbers.

These numbers bypass EDR hooks, enabling undetected execution of the injected shellcode.

jnss
Four US officials in Tel Aviv for Israel Cyber Week

Nathaniel Fick, ambassador at large for cyberspace and digital policy, is one of three U.S.
officials who will speak at the event.

Nathaniel Fick, the inaugural U.S. ambassador at large for cyberspace and digital policy, will deliver remarks
at Israel Cyber Week and meet with Israeli counterparts and U.S. and Israeli private sector representatives on
a June 26 to 29 trip to Tel Aviv, the U.S. State Department stated.

Per the event's website, Fick's remarks are titled “Capture the Flag: Defending Taiwan's Democracy from Foreign
Interference."

Liesyl Franz, U.S. deputy assistant secretary for international cyberspace security, will join Fick at the annual,
international event (now in its 13th year), per Foggy Bottom.

“In their bilateral engagements and in Ambassador Fick's formal remarks at the Israel Cyber Week Plenary,
they will discuss U.S. efforts to implement an affirmative vision for a secure cyberspace by working with our
allies and partners in the region to build a defensible, resilient and rights-respecting digital ecosystem,” the
department stated.

"Ambassador Fick will also meet with Israeli government officials to discuss our two countries' technology and
cybersecurity collaboration as we seek to promote peace and prosperity in the region.”

The Israel National Cyber Directorate tweeted that the event, held at Tel Aviv Un)i/ve,rlei/ty, drew "10 official
delegations, participants from 80 countries, 30 of our representatives among the Agﬂvsp%rg{(ers in about 50
events." Per the event's website, 10,000 attendees are expected.

Ann Dunkin, chief information officer of the U.S. Department of Energy, is scheduled to deliver a keynote, and
Cordell Schachter, chief information officer of the U.S. Department of Transportation, is also a scheduled speaker.
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Palestinian terrorists are 'born via smartphones, not
mosques’

Groups like Lions’ Den represent "a new type of terrorism,” characterized by its use of
technology, said Shin Bet chief Ronen Bar.
PESACH BENSON

il .m'tlm J

Today's Palestinian terrorists are created onling, Israel Security Agency (Shin Bet) head Ronen Bar said on Monday.

Speaking at the Tel Aviv Cyber Week Conference, Bar said that terrorists were “born from the smartphone
camera, not inside a mosque.”

The annual conference organized by Tel Aviv University brings together leading international cyber figures
from the government, tech and academic sectors. Among notable figures addressing the gathering on Monday
were Gabi Portnoy, director general of the Israel National Cyber Directorate, Kimba Walden, the U.S. Acting
National Cyber Director, and Mohammed al-Kuwaiti, who heads cybersecurity for the United Arab Emirates.

According to al-Kuwaiti, artificial intelligence is being increasingly used by hackers, and states need to match
that with Al for protection.

"Many of the attacks are now done automatically, and this is where we need Al to help us detect and deter
those attacks,” al-Kuwaiti stressed. Many of his discussions with startups, academics and government officials
attending the conference had touched on this, he said.

Bar, addressing the gathering, described the Lions' Den terror group, based in northern Samaria, as “a new
type of terrorism” that bore closer study for its use of technology and social media platforms such as TikTok
and Telegram to recruit a new generation of members.

"You can learn about the way countries and terrorist organizations exploit the young generation. The organization
recruits online and receives its support from the public in the form of likes," said Bar.

Explaining the security establishment’s response, Bar said, “The ‘Iron Dome' that the Shin Bet is developing
in cyberspace is already taking its first steps, the array of alliances is emerging and it has already come into
action. We are already cooperating with a number of significant countries in the field and we see the global
cyber Iron Dome beginning to take shape.”

He also called on lawmakers and social media companies to take stronger measures.

"A democratic, liberal society with a desire for life must produce a binding requlation—a code of ethics, relevant
TTM for removing offensive content, refining the algorithm and exposing people to different opinions and
lowering the threshold of incitement,” said Bar.

“I'am happy to say that recently we are seeing Tiktok's steps in the right direction, as far as incitement is
concerned. Unfortunately, | cannot say similar things about Twitter and Telegram," he added.

Iranian hackers

Israel National Cyber Directorate head Portnoy pointed a finger at Muddywater, a group of hackers associated
with Iran’s Intelligence Ministry, in connection with numerous Middle East cyber attacks.

"The group works not only against Israel, but attacks civilian targets in many countries including Turkey, Saudi
Arabia, Egypt, Morocco, India, Bahrain, Oman, Kuwait and more,” though most of the attacks were unsuccessful,
he said.

"The people of the Iranian Intelligence Ministry, people from the Islamic Revolutionary Guard Corps and
Hezbollah who are involved in cyber operations against Israel know exactly what I'm talking about,” he added.

Portnoy also praised U.S. sanctions against certain Iranian intelligence figures taking a leading role in Tehran's
cyber attacks. Portnoy cited Farzin Karimi and Mojtaba Mostafavi, who founded the Ravin Academy to train
hackers. Karimi and Mostafavi were among a number of Iranian leaders sanctioned by the U.S. Treasury in
October 2022.

"Also, Ali Khedri, who lives in Beirut and coordinates cooperation between Iran and Hezbollah in order to cause
damage to Lebanese citizens in cyberspace. For some people in the Iranian Intelligence Ministry, harming
ordinary citizens of the world is part of the routine,” Portnoy added.

He addressed the senior representatives of the international cyber community who were sitting in the hall,
saying that “the international community needs to work together to stop people like Karimi, Metzatpoi and
Hadari from their malicious activities against the world."
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Portnoy also cited a joint project with the UAE and Microsoft to build a platform for cooperation in cyber
investigations and building knowledge between about 40 countries. The initiative is part of a White House
forum to combat ransomware attacks.

Israeli State Comptroller Matanyahu Englman, who is also participating in the Cyber Week conference, reported
in May that Israeli hospitals were hit with 13 major cyberattacks in 2021, making the health-care sector one
of the most targeted by hackers.

To test the preparedness of the hospitals, a team of hackers overseen by the Comptroller's Office staged a
controlled penetration of one major hospital, identified as Medical Center A. The attack revealed deficiencies
in the medical center's security precautions and responses.

Engelman called on the Health Ministry to examine the findings of the penetration test to develop and implement
recommendations for other medical institutions.
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Cyber-security czar: 'Those who attack Israeli citizens
will pay’

Israeli security is focusing particularly on Iranian cyber attacks, said Israel National Cyber
Directorate head Gaby Portnoy.

"Anyone who carries out cyberattacks against Israeli citizens must take into account the price he will pay,” said
Gaby Portnoy, director general of the Israel National Cyber Directorate, on Tuesday.

Speaking at Tel Aviv University's annual Cyber Week, Portnoy said: “In the past year, we have been working
hard to develop our resilience and expand our capabilities to detect cyberattacks, raising our shields and
expose malicious activities, specifically Iranian," said Portnoy, noting the vast majority of attacks are thwarted.

Portnoy mentioned specifically a cyberattack against the Technion-Israel Institute of Technology carried out
by two groups associated with the Iranian Intelligence Ministry. The February incident took the form of a
ransomware attack. The hackers demanded 80 bitcoins ($1.6 million) to call it off.

Portnoy added that Iran was also preying on civilian targets in "many countries like Turkey, Saudi Arabia, Egypt,
Morocco, India, Oman, Bahrain, Kuwait and more."

The Israeli security community "knows the Iranian cyber activities inside out and is working to disrupt them
in different ways," he said.

He called for tighter international cooperation against Iranian cyber activities and commended the United
States “for imposing sanctions against two active cyber players in the [Iranian] Ministry of Intelligence and
Security: Mojtaba Mostafavi and Farzin Karimi, who co-founded the Ravin Academy that trains hackers for
malicious activities of the ministry.”

Portnoy described some of the projects the Cyber Directorate has pursued over the past year, including
partnering with the United Arab Emirates to build a “a multinational cyber collaboration platform.”

He also noted the expansion of Israel's "Cyber Dome" project. Cyber Dome is a big-data, Al approach to cyber
defense that Portnoy announced last year.

In January, Portnoy revealed that Israel's cyber defense authorities had repelled more than 1,000 attempted
attacks that collectively had the potential to cripple the country's economy.

"As in the worlds of counterterrorism and spy games, the general public is mostly unaware of the attacks that
have been stopped. Our job is to prevent those attacks that, if successful, would result in millions in damage
to the economy and the country," he said.
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Israel’s int’l Cyber Week held in Tel Aviv

A

Israel's int'l Cyber Week held in Tel AvivDATELINE: June 28, 2023LENGTH: 00:01:21LOCATION: TEL AVIV,
Israel CATEGORY: TECHNOLOGYSHOTLIST:1. various of activities during the Cyber WeekSTORYLINE:Cyber Week,
an annual international cybersecurity event, is being held at Tel Aviv University (TAU) in central Israel. The four-
day event, which opened on Monday, is jointly organized by TAU, the Israeli National Cyber Directorate at the
Prime Minister's Office, and the Ministry of Foreign Affairs, and is attended by more than 9,000 participants from
over 80 countries and regions, according to a statement issued by TAU. Among the participants are experts,
industry leaders, startup companies, investors, academics, diplomats, and government officials, it added. The
event includes a conference, exhibitions, roundtables, panels, forums, workshops, and social events, offering
knowledge exchange, methods, and ideas. Topics regarding cybersecurity in sectors of healthcare, cloud,
economics and transportation, among others, will be discussed, according to the statement.Xinhua News
Agency correspondents reporting from Tel Aviy, Israel.

Golf Busingss
Cyber Week 2023: Top cybersecurity experts gather to
discuss latest trends

The annual cybersecurity event, hosted at Tel Aviv University, successfully concluded its 13th
conference last month
BY DIVSHA BHAT

Y Cyber Week

e 10 SR

The 13th edition of Cyber Week, an annual cybersecurity event held at Tel Aviv University, concluded successfully,
bringing together notable individuals from various sectors including industry, government, military, and academia.

Over 11,000 attendees from 99 countries participated at the event.

The event was jointly organised by the Blavatnik Interdisciplinary Cyber Research Center, the Yuval Ne'eman
Workshop for Science, Technology and Security at Tel Aviv University and the Israeli National Cyber Directorate
under the Prime Minister's Office along with the Israel's Ministry of Economy and Ministry of Foreign Affairs.

Participants showcased the latest developments, challenges and opportunities in the field of cybersecurity.

Cyber Week featured speakers from around the world, including leading Israeli government officials such as
Gaby Portnoy, director-general of the Israel National Cyber Directorate (INCD) and Ronen Bar, director of the
Israel Security Agency (Shin Bet).

Maij. Gen. (Ret.) Prof Isaac Ben-Israel, recognised as the “father” of the Israeli Cyber industry, led the conference.
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Global cyber officials also made significant contributions, including Kemba Eneas Walden, acting national cyber
director in the Office of the National Cyber Director; Nathaniel C. Fick, ambassador at Large for Cyberspace
and Digital Policy at the US Department of State; Minister Audrey Tang, Ministry of Digital Affairs Taiwan; Sami
Khoury, head of the Canadian Centre for Cyber Security; Dr Mohamed Al Kuwaiti, head of Cybersecurity for
the UAE Government; Craig Jones, cybercrime director at Interpol and Ann Dunkin, chief information officer
of the US Department of Energy.

The conference also welcomed private sector leaders, such as Eric Doerr, VP of Engineering and Cloud Security
at Google Cloud, Gil Shwed, founder and CEO of Check Point; Aviv Cohen, CMO of Pentera; Bret Arsenault,
corporate vice president and chief information security officer of Microsoft; Udi Mokady, founder and executive
chairman of CyberArk; Chris Roberts, CISO of Boom Supersonic; Lane Bess, CEO of Deep Instinct and others.

The conference took place amidst the backdrop of rapid Al development, the Ukrainian crisis and an alarming
rise in cybercrime and cyber-related damages, which are projected to reach an annual cost of $10.5tn by 2025.

While concerns about the impact of Al across sectors, including cybersecurity, were discussed, speakers also
expressed optimism about the transformative potential of this technology in addressing cybersecurity challenges.

Dr Al Kuwaiti discussed the importance of allies, detailing how Israel recently helped the UAE fend off a serious
DDosS cyberattack. “Thank God for the Abraham Accords... Cybersecurity is an important aspect for us all. The
UAE is going through great digital transformation across all sectors: aviation, education, healthcare, oil and gas,
transportation. And as a matter of fact, we need to ensure a safe and secure digital transformation.”

Dr Al Kuwaiti continued, describing how the UAE plugs into the startup nation’s many companies to build and
extend his country’s “cyber dome” to defend against cyberattacks.

Read: Dr Al Kuwaiti leads UAE delegation at Cyber Week, highlighting UAE-Israel cyber alliance

Meanwhile Bar spoke at Cyber Week about how the Shin Bet is harnessing Al: “"Al technology has been
incorporated quite naturally into the Shin Bet's interdiction machine." He describes how “an alarming number
of [cybersecurity cases] have a strong basis on the web — posts, inspiration, knowledge, or social groups.

The trend is clear. Traditional security organisations must adapt to the new situation, where any angry person
with access to the Internet may become a threat.

Already today, with Al, we have identified a significant number of threats," he said. "Since we have understood
we can't fight this war with sticks and stones, we recognise the threats but also see opportunities of using Al."

The importance of global collaborations was made clear. Jones commented on the legal challenges of cybersecurity:
"When people say cybercrime is borderless, that really infuriates me because, as law enforcement officials, we
are totally constricted by the countries and the legislation.

“To address the problem, Interpol has teams based around the world, providing “a framework for those countries
and with secure platforms for communications.”

Dunkin spoke on the importance of employing "a collective defense approach to cybersecurity." She said: "We
must cooperate with like-minded international partners, focusing on innovation and cybersecurity capacity-
building measures, cybersecurity for industrial control systems, the sharing of best practices, as well as
workforce development strategies and training.”

Dr Al Kuwaiti leads UAE delegation at Cyber Week,
highlighting UAE-Israel cyber alliance

Cyber Week is an annual international cybersecurity event, hosted at Tel Aviv University in
Israel for last 12 years
BY DIVSHA BHAT

Proudly hosting the
UAE lsrael

Cyber Security Alliance

Dr Mohamed Al Kuwaiti, head of Cybersecurity for the UAE Government, led a prominent UAE delegation of
leading Emirati entities to the Cyber Week 2023 conference in Tel Aviv this week.

Cyber Week is an annual international cybersecurity event, hosted each year at Tel Aviv University in Israel
for over last 12 years.

The participation from the UAE serves as a testament to the flourishing relation and strengthening bonds
between the UAE and Israel in the realm of cybersecurity.

Dr Al Kuwaiti addressed the CyberWeek conference as a keynote speaker in the main plenary panel titled
"Safeguarding the Nation: Cybersecurity Strategies for a Digital Age", along with Gaby Portnoy, director general
of the Israel National Cyber Directorate and several top international government officials.

During the visit, the UAE delegation met with the central cyber stakeholders in the Israeli cyber ecosystem
including investors, chief information security officers and top cyber experts.

They also visited cyber labs and R&D centres and startups to explore opportunities to deepen the ongoing
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partnerships.

The visit provided valuable insights into the latest global trends in cybersecurity and allowed the participants
to explore potential collaborations and bilateral investment opportunities.

Dr Al Kuwaiti, head of UAE Cyber Security Council said: “Cybersecurity is a shared responsibility that can never
be addressed by one person, organiSation or country alone.

Instead, it requires mutual collaboration between the private and public sectors. Partnership with the industry
and academia is critical as it brings all the stakeholders of the digital ecosystem together with a common
vision. Our goal is to spread the cyber security culture. The end result will be a more secure, more resilient
digital future, not only for the UAE but for our partners and friends."

Amir Hayek, ambassador of Israel to the UAE said: "This delegation, led by Dr Mohamed Al Kuwaiti, represents
the ongoing collaboration between Israel and the UAE in the cybersecurity domain, as both nations recognise
the critical importance of a secure and resilient digital infrastructure.

Israel remains committed to nurturing these relationships and promoting cross-border partnerships in
cybersecurity and beyond."

EliteCISOs, Cyber Together MoU signed at Cyber Week

On the sidelines of the Cyber Week conference, the UAE-based EliteCISOs, a global cybersecurity community;,
signed a Memorandum of Understanding with the Israel-based Cyber Together, an Israeli NGO, to expand this
global community to Israel.

The MOU marks the beginning of a strategic partnership aimed at fostering cooperation in the field of
cybersecurity between key professionals in both countries.

The signing event was held in the presence of Dr Al Kuwaiti and Oded Joseph, deputy director general, head
of Middle East Division in the Ministry of Foreign Affairs, Israel.

Joseph stated: “Israel is fully committed to fostering collaborations and partnerships with the UAE between
the various ecosystems of innovation of our nations.

This MoU, a strategic partnership between two leading cyber security stakeholders, further strengthens
our relations and represents the shared benefits of the Abraham Accords beyond the relationship between
governments to partnerships between organisations and people.”

Under the terms of the MOU, EliteCISOs and Cyber Together will collaborate on various initiatives including
knowledge-sharing, joint training and workshops to enhance cybersecurity capabilities, promote the development
of a cybersecurity workforce and address emerging threats in both the UAE and Israel.

The relationship between EliteCISOs and Cyber Together was initiated and fostered by the Consulate-General
of Israel in Dubai as part of its wider effort to establish new cyber-based partnerships between entities in the
two countries.
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A Tel-Aviv, la cybersecurité en ordre de bataille face
aux defis poses par l'intelligence artificielle

Avec plus de 470 cyber start-up actives, Israél se classe au second rang mondial des clusters
de cybersécurité. Lors de la Cyber Week, grand-messe du secteur qui vient de se dérouler

a U'Université de Tel-Aviv, ses représentants ont expliqué pourquoi U'lA représentait autant
une menace qu’une opportunitée. Visite guidée dans quelques hauts lieux de cet écosysteme
atypique : de Petah Tikva, ou réside le champion de la protections des acces CyberArk, a Tel-
Aviv dans les locaux de la cyber pépite du cloud Wiz, en passant par le CyberSpark de Beer
Sheva qui inspiré le campus cyber de la Défense.

Cette année encore, la Cyber Week, grand évenement de la cybersécurité israélienne, qui a réuni la semaine
derniére prées de 11 000 participants venus de 100 pays, a affiché complet avec son lot d'annonces fracassantes
tant pour les visiteurs du secteur privé que pour l'univers de la recherche ou le monde militaire.

Ils ont évoqué les défis posés par la cybercriminalité, qui devraient cotter 10 500 milliards de dollars par
an d'ici 2025, et ont encouragé la collaboration pour lutter contre cette menace croissante. Parmi les tétes
d'affiche de ce rassemblement atypique d'experts en cybersécurité, de leaders de l'industrie, de start-up,
d'investisseurs, d'universitaires, de diplomates autres représentants gouvernementaux, figurait notamment le
chef de la cybersécurité des Emirats arabes unis, Mohamed Al-Kuwaiti.
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Lors du coup d'envoi de la 13éme Cyber Week organisée par le Blavatnik Interdisciplinary Cyber Research
Center de l'Université de Tel-Aviv, ce dernier a remercié Israél et son cyber systeme national l'avoir aidé "a
repousser une cyberattaque par déni de service, de type DDoS’, ainsi que pour l'assistance apportée par I'Etat
hébreu aux Emirats dans la mise en place du “cyber déme de fer". “La grande start-up nation (Israél) et ses
nombreuses entreprises nous ont aidés et nous aident encore a construire un cyber dome de fer ou a améliorer
celui existant”, a-t-il indiqué.

Le responsable de la cybersécurité des EAU a ensuite présenté a Tel-Aviv le projet Crystal Ball : une plateforme
numeérique destinée a détecter et repousser les pirates dont Microsoft, la firme israélienne Rafael Advanced
Defense Systems et CPX, basé a Abu Dhabi, fournissent I'épine dorsale technologique. Plusieurs pays participent
a cette initiative censée favoriser le partage d'informations pour lutter contre la piraterie informatique et les
rancongiciels. "Les cybermenaces ne font pas de distinction entre les nations, ne font pas de distinction entre
les entités ou les personnes”, a indiqué Al Kuwaiti. “C'est pourquoi nous devons nous unir contre ces menaces,
et la boule de cristal que nous visons pour toute la communauté, sera le premier pas vers cela."

Lors de la présentation de Crystal Ball, le PDG de Microsoft Israél, Alon Haimovich, a souligné que cette
réponse était nécessaire pour lutter contre la sophistication croissante des pirates. Elle offrira “la puissance,
les capacités et les connaissances nécessaires pour lutter contre les attaques de rancon en temps réel avec
une coopération continue, pratique et de haute qualité”, a-t-il déclaré dans un communiqué de presse du
gouvernement israélien.

La plateforme est concue par Microsoft dans le cadre de l'International Counter Ransomware Initiative (CRI),
une entreprise mondiale dirigée par la Maison Blanche qui comprend 15 Etats membres, dont les Emirats arabes
unis, lAllemagne, la Grande-Bretagne, Singapour, ainsi que 'Organisation internationale de police criminelle
(Interpol).

Dome de fer cybernétique

Trois ans aprés la normalisation des relations diplomatiques entre les Emirats arabes unis et Israél dans le
cadre des accords d'’Abraham, force est de constater que les liens commerciaux et stratégiques entre les
pays se sont renforcés, selon Al Kuwaiti. La connexion avec les entreprises technologiques israéliennes “a été
particulierement utile dans la transition de son pays vers une économie numérique”.

“Nous sommes confrontés a des défis communs dans le domaine du cyber, a renchéri le responsable du cyber
systeme national israélien, Gaby Portnoy. La surface d'attaque s'étend avec les nouvelles technologies et la
motivation croissante des cyber assaillants. Nous devons relever les défis avec nos partenaires, utiliser les
connaissances que nous avons acquises et les nouvelles technologies pour une protection meilleure et plus
rapide.”

Le projet a initialement été dévoilé lors d'une rencontre survenue en marge de la Cyber Week, en présence
du Premier ministre israélien Benyamin Netanyahu au siege de I'Agence de sécurité israélienne (ISA ou “Shin
Bet"), dont le directeur, Ronen Bar, a évoqué les enjeux liés a l'utilisation croissante de l'intelligence artificielle.
“L'ISA et l'lA ont un point commun : nous gagnons tous les deux notre vie en recherchant des modeles et des
anomalies”, a souligné ce responsable, faisant remarquer que l'agence avait également développé son propre

outil d'lA générative qui peut étre utilise comme ChatGPT d'OpenAl.

Une autre innovation de l'lA testée par l'ISA est un systeme de sécurité aéroportuaire qui, selon lui, "changerait
radicalement” le processus de controle avant l'enregistrement des vols. "Peut-étre qu'un jour, a-t-il glissé lors
de la conférence de Tel Aviv, nous abandonnerons la question favorite traditionnelle pour vous tous : avez-vous
fait vos bagages tout seul ?"

Ronen Bar a par ailleurs annoncé que l'ISA mettait en place un incubateur technologique pour aider les start-
up a développer des produits d'lA générative afin de répondre aux besoins en sécurité et renseignement. L'1A
aidera l'agence a hiérarchiser les informations, a renforcer les capacités de renseignement en identifiant les
modeles et les écarts par rapport aux modeles ; a devenir un outil dans le processus décisionnel et a aider a
prévoir les tendances et la probabilité de leur réalisation. Pour l'agence, l'lA générative sera un "partenaire” a
la table de prise de décision, a conclu Ronen Bar, mais pas un “décideur”.

Durant la Cyber Week, un ancien responsable du Pentagone a en outre interpellé les gouvernements et les
entreprises qui ne prétaient pas suffisamment attention aux dangers potentiels de l'lA. "Je pense qu'lsraél devrait
étre trés préoccupé par les algorithmes que l'lran pourrait essayer de développer ou d'acquérir a l'étranger”,
a déclaré Ezra Cohen, ex-sous-secrétaire a la Défense par intérim pour le renseignement et la sécurité, et
désormais vice-président de la stratégie d'entreprise chez Oracle Corp. "“Maintenant, je ne dis pas que nous
devrions traiter l'lA aujourd’hui comme une arme nucléaire ou quoi que ce soit de ce genre, a-t-il ajouté, mais
certaines procédures devraient étre mises en place.”

Logiciels malveillants alimentés par l'lA : la préoccupation n°1

Les grands noms de l'écosystéme israélien, qui avec 470 cyber start-up actives, se classe au second rang
mondial des clusters de cybersécurité, ont pour leur part relayé d'autres préoccupations. Placant au coeur
des débats, le sujet de l'lA, percue tant comme une source de menace que de nouvelles opportunités, ils
n'‘ont pas manqué de mettre en avant l'efficacité de leurs solutions, études de cas a l'appui. Lors du panel "De
lattaque a la défense : utiliser l'lA pour combattre la cybercriminalité financiére basée sur l'lA", Mark Gazit, le
patron de ThetaRay (en photo ci-dessous), a expliqué comment sa solution permettait aux banques de mieux
servir leurs clients, de repérer de nouvelles opportunités et d'augmenter leurs revenus, tout en gardant une
longueur d'avance sur les criminels.

Fondée en 2012 par deux mathématiciens, Amir Averbuch de l'Université de Tel-Aviv, et Ronald Coifman, de
lUniversité de Yale, la compagnie basée prés de Tel-Aviv, s'appuie sur plus de dix années de recherche dans le
domaine des algorithmes capables d'analyser des masses de données et de détecter en temps réel l'occurrence
d'anomalies. A l'actif de la plateforme d'IA “profonde” de la société : lidentification d'un réseau choquant de
trafic d'étres humains en Ukraine, utilisant une clinique de santé comme facade.

“Notre technologie a fourni une visibilité sur les paiements internationaux, aidant a démanteler le réseau criminel
qui opérait dans plusieurs pays, y compris les Etats-Unis, I'UE et les territoires offshore”, a indiqué Mark Gazit.
ThetaRay a également signalé des activités suspectes impliquant une succursale locale en Europe de l'Est qui
utilisait des comptes prétendant aider des enfants. En identifiant rapidement ces anomalies, la firme espere
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avoir "évité de nouveaux dommages et protégé des vies innocentes”.

Autre intervention remarquée, celle d'Udi Mokady, fondateur et président exécutif de CyberArk, la deuxieme
entreprise de cybersécurité du pays derriere Check Point, l'inventeur du pare-feu informatique. Selon l'enquéte
annuelle réalisée dans seize pays (dont Israél) par ce spécialiste du contréle des acces informatiques, "93 %
des professionnels de la sécurité interrogés s'attendent a ce que les menaces basées sur l'lA affectent leur
organisation en 2023, les logiciels malveillants alimentés par l'lA étant cités comme la préoccupation n°1."

Lors d'un entretien accordé a L'Usine Digitale, en marge de la Cyber Week, dans l'immeuble moderne entierement
occupé par son entreprise, situé a Petah Tikva (en banlieue de Tel-Aviv), Udi Mokady s'est toutefois montré
plutot rassurant. “Les systemes deviennent de plus en plus intelligents et l'lA permet aux cyber-assaillants de
mettre en place des fraudes trés sophistiquées, y compris via l'écriture des codes, confie ce dirigeant. Mais l'lA
s'avere également utile pour notre secteur. Et les organisations n'auront pas d'autre choix que de se montrer
plus intelligentes : tant dans la gestion des acceés de leurs collaborateurs que dans le controle des identités
des machines.”

Tout juste rentré d'un grand évenement organisé pour sa clientéle a Paris sur le campus cyber de la Défense
(dont CyberArk est l'un des sponsors), Udi Mokady ne s'inquiéte pas non plus outre mesure de la crise qui
secoue la tech israélienne, qui a vu ses investissements chuter de 68% (selon le Start-up Nation Policy Institute)
au premier semestre 2023, et annoncé des licenciements en série. "Lentreprise que jai fondée en 1999, n'a
jamais été en sureffectif, a-t-il fait valoir, et comme le sujet de la sécurité des identités n'est pas négociable,
on résiste bien.”

Avec ses solutions SaaS visant a protéger dirigeants et informaticiens qui administrent les réseaux internes
des entreprises, la firme compte 8 000 clients et 2800 salariés dans le monde, dont une cinquantaine de
collaborateurs dans I'Hexagone, “soit deux fois plus qu'il y a six ou sept ans."

Sécuriser l'lA sur le cloud

Méme son de cloche optimiste dans les locaux de Wiz, la cyber pépite du cloud, juchée au 23eme étage d'une
tour du cceur de Tel-Aviv. Ex-Microsoft Defender, Alon Schindel, son directeur Data & Threat Research, qui nous
accueille sur les lieux, ne regrette pas d'avoir rejoint cette nouvelle licorne fondée début 2020 par quatre
anciennes recrues de l'unité 8200 des services de renseignements de l'armée israélienne (dont est aussi issu le
patron de CyberArk). Apres avoir créé la firme Adallom - cédée en 2015 pour 350 millions de dollars a Microsoft,
le quatuor qui a officié au sein du groupe Cloud security de Microsoft Azure, s'est mis en téte de résoudre un
probléme "assez global” : la sécurisation de linfrastructure du cloud.

La société, dont le siege social est basé a New York et qui a atteint en un temps record (18 mois aprés sa création)
le cap des 100 millions de dollars de revenus annuels, s'est rapidement imposée avec une offre unique : une
"solution de visibilité cloud pour la sécurité des entreprises, fournissant aux clients du cloud une évaluation
contextuelle des risques afin de permettre une réduction spectaculaire des alertes de sécurité, un plan d'action
clair et une protection a grande échelle".

Ce positionnement lui a valu en juin 2021 de cléturer une levée de fonds de série B de 120 millions de dollars
aupres de Salesforce Ventures et Blackstone, a laquelle a également participé le patron du groupe LVMH,
Bernard Arnault, via sa société de capital-risque, Aglaé Ventures, aux cotés du milliardaire américain Howard
Schultz, l'ex patron historique de Starbucks. Autre titre de gloire de la société qui a levé 300 millions de dollars
en février dernier, et dont 35% des clients se trouvent dans le classement Fortune 100 : la découverte d'une
faille de sécurité majeure affectant Bing.

Ses chercheurs en sécurité informatique ont dévoilé que non seulement celle-ci permettait de modifier en
quelques clics les résultats d'une recherche effectuée sur le moteur de Microsoft, mais qu'elle permettait aussi
de mettre la main sur des données sensibles de ses utilisateurs.

"Aujourd’hui les ingénieurs utilisent davantage Wiz que les équipes dédiées a la sécurité informatique pour
les données sensibles, se félicite Alon Schindel. Ceux qui fabriquent les data services travaillent souvent trés
vite. Et notre objectif est d'assurer le maximum de fluidité entre toutes les parties.” L'un des prochains enjeux
pour ce nouveau cyber champion israélien consistera aussi a sécuriser l'lA sur le cloud. Et ce, alors que ses
clients devront apprendre a se servir des LLM (Large Language Models) et des données pour expliquer ce qui
se passe lors d'une menace cybernétique...
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Israel’s Cyber Chief Says Iran Will "Pay a Price” If
Attacks Continue

Speaking At Tel Aviv University’s Cyber Week, Portnoy said that "In the past year, we have been
working hard to develop our resilience and expand our capabilities to detect cyberattacks”
Mandi Kogosowski

Gaby Portnoy, Director General of Israel National Cyber Directorate, discussed Iran’s and Hezbollah's offensive
cyber activities against Israel at Tel Aviv University's Cyber Week, saying that “Anyone who carries out cyberattacks
aqgainst Israeli citizens must take into account the price he will pay for it."

Speaking earlier this morning in the plenary, Portnoy said that “In the past year, we have been working hard
to develop our resilience and expand our capabilities to detect cyberattacks, raising our shields and expose
malicious activities, specifically Iranian.” He added that the vast majority of attacks are thwarted.

During his presentation, Portnoy mentioned the cyberattack against the Technion carried out by MuddyWater
in collaboration with Darkbit — two attack groups associated with the Iranian Ministry of Intelligence. "They
are also attacking civilian targets in many countries like Turkey, Saudi Arabia, Egypt, Morocco, India, Oman,
Bahrain, Kuwait, and more," he said.

"The Israeli defense community knows the Iranian cyber activities inside out and is working to disrupt them
in different ways. The people of the Iranian Ministry of Intelligence, and from IRGC and Hezbollah, who are
involved in cyber operations against Israel know very well what | am talking about."

Portnoy called on the international community to work tightly together, in order to stop malicious cyber actors.
He described a joint project with the UAE, which includes developing "a multinational cyber collaboration
platform for cyber investigation and knowledge building..This platform will serve almost 40 countries and
organizations that are part of the Counter Ransomware Initiative led by the White House."

Discussing the much-anticipated “"Cyber Dome" — a system based on Al and big data, intended to provide an
overall approach to proactive defense

"Our experts are working together with many partners to design, build and expand our Cyber Dome, as part
of a national and multinational resilience effort. Also, we are designing sectorial on-cloud SOCs with Google
and building a portal for better communication with our government and private organizations,” Portnoy said.

ISRAELDEFENSE

Former Senior Pentagon Official Says Israel Must
Maintain Al Edge

Speaking in Tel Aviv, Ezra Cohen said he believes that "automation and Al will really reduce
and have great potential in reducing civilian harm”

In a recent interview during Tel Aviv University's Cyber Week conference, former US Acting Undersecretary
of Defense for Intelligence and Security, Ezra Cohen, shared his perspectives on the utilization of artificial
intelligence (Al) in military applications.

Addressing the potential of Al in reducing civilian casualties and maintaining Israel's advantage over adversaries,
Cohen — who is now VP for Corporate Strategy at Oracle Corp., highlighted the significance of technological
advancements and ethical considerations in the field.

Regarding the role of Al in minimizing civilian harm, Cohen emphasized its potential in kinetic actions.

"I think at the more tactical level, there is a lot of talk about killer drones basically going all over autonomously
killing people,” he explained at the Cyber Week conference. However, Cohen offered a different perspective,
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stating, “The reality is that | actually see that automation and Al will really reduce and have great potential in
reducing civilian harm.”

With advanced Al algorithms and computer vision capabilities, drones equipped with Al can surpass human
abilities in identifying civilians in conflict zones, thereby mitigating harm to non-combatants.

Moreover, Cohen highlighted the need for Israel to maintain its edge over adversaries, particularly in the field
of Al, as discussed at the Cyber Week conference.

"The adversaries are investing in Al. In Israel, the issue is always maintaining an edge, and | think it is essential,
certainly for the US, which depends on Israel in the Middle East,” he stated. Recognizing the strategic importance
of Al, Cohen underscored the necessity for Israel to retain superiority in Al technologies, ensuring national
security interests and close collaboration with the United States.

The discussion further delved into the delicate balance between Al-driven autonomy and the role of human
decision-making in military operations. While recognizing the potential of autonomous systems, Cohen stressed
the importance of keeping humans in the loop.

“I think at least in the US, there is still a heavy weight to keep some humans in the loop, and the US DoD put
Al guidelines for use in military purposes earlier this year," he stated. Highlighting the risk associated with Al
hallucination, where misinterpretation of signals or misjudgments could lead to significant consequences,
Cohen urged caution in relinquishing human control entirely.

As Al continues to shape defense and security landscapes, Cohen emphasized the need for robust policies and
procedures to prevent the misuse of Al technology. Drawing parallels with nuclear weapons, he noted, “There
is a point when technology crosses a threshold where it needs to be more controlled.” While acknowledging
the benefits Al offers, he emphasized the importance of striking a balance between harnessing its potential
and ensuring responsible deployment.
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Mockingjay Attack Evades EDR Tools with Code
Injection Technique

Kaye Timonera

Security researchers have identified a new sophisticated hacking technique, dubbed "Mockingjay," that can
bypass enterprise detection and response (EDR) tools by injecting malicious code into trusted memory space.
This stealthy approach allows attackers to operate undetected within an organization's network for extended
periods.

The attack technique — identified by researchers at Security Joes — is a challenge to EDR vendors and security
teams alike.

"To effectively counteract such attacks, security solutions need to employ a comprehensive and proactive
approach that goes beyond static monitoring of specific DLLs or system calls," the researchers wrote. “Behavioral
analysis, anomaly detection, and machine learning techniques can enhance the ability to identify process
injection techniques and detect malicious activities within the memory space of trusted processes.”

The Mockingjay Attack Explained

The Mockingjay attack targets trusted and legitimate processes running on the system and avoids or minimizes
use of Windows APIs that EDR tools commonly associate with injection attacks. By secretly injecting malicious
code into the memory space of the trusted process, Mockingjay hides its activities within a seemingly harmless
process.

EDR tools typically monitor Windows APIs within the memory space of processes to detect injection attacks,
so the researchers set about trying to find other methods to dynamically execute code within the memory
space of Windows processes without relying on the monitored Windows APIs.

They detailed two such attack techniques in their blog post.

They explored trusted Windows libraries that contain sections with default protections set as RWX (Read-Write-
Execute). "By misusing these libraries, we were able to successfully inject code into various processes and
eliminate the need to execute several Windows APIs usually monitored by security solutions,” they wrote. "This
approach reduces the likelihood of detection by defense software, as our application does not directly invoke
Windows APIs typically associated with process injection techniques. The injection is executed without space
allocation, setting permissions or even starting a thread. The uniqueness of this technique is that it requires a
vulnerable DLL and copying code to the right section.”

Both attack techniques involve processes located within Visual Studio 2022 Community. The first is the DLL
msys-2.0.dll, and the second attack technique targets the ssh.exe process located within the Visual Studio
2022 Community directory.

The msys-2.0 DLL contains a default RWX section that could potentially be exploited to load malicious code,
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the Security Joes researchers said. The report goes into great detail on the attack technique, which they
summarized in six steps:

Custom application loads vulnerable DLL using LoadLibraryW
Location of the RWX section is resolved using the base address of the DLL and the offset of section

A clean copy of NTDLL.DLL is loaded from the disk, and the system call numbers for the desired syscalls are
obtained

The addresses of the test instructions after the jmp added by the EDR are retrieved from the NTDLL.DLL in-
memory copy (hooked by the EDR)

Using the addresses of the test instructions and the syscall numbers, the researchers assemble their stubs in
the RWX area of the vulnerable DLL

When the stub is executed, it prepares the syscall number in the EAX register, as usual, and immediately jumps
to the address of the corresponding test instruction for the chosen system call, bypassing the EDR verification
step

Second EDR Attack Detailed

In the process of their work, the researchers noticed that the msys-2.0.dll library is “"commonly utilized by
applications that require POSIX emulation, such as GNU utilities or applications not originally designed for the
Windows environment. We found relevant binaries with these characteristics within the Visual Studio 2022
Community subdirectory."

For their proof of concept, they chose the ssh.exe process located within the Visual Studio 2022 Community
directory as the payload target. “To accomplish this, we initiated the ssh.exe process as a child process of our
custom application using the Windows API CreateProcessW," they wrote, summarizing the attack technique
as follows:

Custom application is executed

Trusted application (ssh.exe) using DLL msys-2.0.dll is launched as a child process
Custom application opens a handle to the target process (ssh.exe)

Code to be injected is copied into the RWX section of msys-2.0.dll

Trusted application executes the injected code during its normal execution flow
Additional DLL MyLibrary.dll is loaded by the shellcode injected in the RWX section
Back connect shell session is established

"The uniqueness of this technique lies in the fact that there is no need to allocate memory, set permissions or
create a new thread within the target process to initiate the execution of our injected code," they wrote. “This
differentiation sets this strategy apart from other existing techniques and makes it challenging for endpoint
detection and response (EDR) systems to detect this method.”

How to Defend Against a Mockingjay Attack

EDR systems with integrated behavioral analytics can stop a Mockingjay attack by broadening the scope
of their monitoring to cover trusted processes. Such detection techniques can identify code injection and
unauthorized changes by establishing baseline behavior patterns and conducting memory integrity checks.
EDR technologies can improve their capacity to recognize and block Mockingjay attacks through contextual
analysis and the application of machine learning methods that can detect anomalous patterns.

For security teams, Mockingjay is yet another argument for defense-in-depth; if one security tool misses an
attack, a second one could potentially limit the damage.
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%ﬂé U.S. Chamber of Commerce

U.S. Chamber of Commerce Business Delegation
Leads at Israel’s Cyber Week

From June 25-30, the U.S. Chamber led its third annual business mission to Israel’'s Cyber
Week.

This global conference brought together 11,000 international cybersecurity experts and policymakers, including
400 speakers representing 100 countries from the U.S., Europe, the Middle East, and Asia, for discussions about
cyber policy and technology issues and to build alliances to strengthen our collective cyber defense.

Why Israel? The US-Israel cyber relationship—public and private—is a global model in that we have a common
risk-based approach to regulation, strong public-private dialogue, and active bilateral R&D relationships. Around
20% of global investment into cybersecurity start-up companies goes to Israeli firms. This is a boon for U.S.
companies looking for cyber solutions. Throughout our visit, we worked closely with our partners in Israel to
connect our delegates with new technologies solutions and new deals were inked from this fruitful collaboration.

ENGAGEMENT WITH ISRAEL'S CYBER ECOSYSTEM

We visited Be'er Sheva, known as Israel's “cyber capital,” where we toured Israel's National Cyber Emergency
Response Team (CERT), cyber innovation laboratories focused on intelligent transportation systems and
industrial control systems, and the IDF School of Computer Science also known as "“Basmach.” We discussed
opportunities to enhance collaboration with Israel's National Cyber Directorate (INCD) in areas such as health
and transportation, how we might drive a global private-private coalition to promote “security by design,” and
how the Abraham Accords could promote regional cyber cooperation.

INTERNATIONAL CYBER ENGAGEMENT

The U.S. Chamber convened policy roundtables with influential cyber leaders from nearly a dozen cybersecurity
agencies around the world, including the U.K., UAE, Singapore, Israel, Czech Republic, Sweden, Spain, and Canada.
These discussions focused on national cyber strategies and emphasized the importance of addressing the
harmful impact of digital sovereignty on cybersecurity and digital commerce. For our policy priorities, see here.

U.S.-ISRAEL COMMERCIAL POLICY PRIORITIES

The delegation and members of our US-Israel Business Council met with senior Israeli officials—including
Tzachi Hanegbi, National Security Advisor, Gaby Portnoy, Director General, Israel National Cyber Directorate, and
others from the Ministries of Health, Economy & Industry, and Finance—to discuss priorities trade, innovation,
and investment, including ongoing private sector engagement in the upcoming U.S.-Israel Strategic High Level
Dialogue on Technology.

U.S. ISRAEL DIGITAL FORUM

Hosted at Microsoft's campus in Herzliya, the U.S. Chamber convened a forum focused on digital policy issues

that included representatives from Israel’'s Ministries of Economy & Industry, Justice, and Privacy Protection
Authority to discuss the requlatory and legal frameworks in Israel for emerging digital technologies. Participants
discussed the need to balance the opportunities for joint innovation with strong privacy and cyber protections.
Israel is considering joining the Cross Border Privacy Rules (CBPR) Forum and will seek public comment when
a revision of the national privacy law is released. A special thank you to the Israel Hi-Tech Association, the Israel
Manufacturers Association, and AmCham Israel, for their support in organizing the program.

CYBER WEEK CONFERENCE

Members of our delegation participated in or led numerous conference programs, including Israel Healthcare
Cybersecurity Summit, Cybersecurity Regulation in the Age of A.l, A.l. & Cyber, Regulating Cyber Surveillance
- New Public/Private Partnership, Securing the ICT Supply Chain from Cybersecurity Threats, Embracing
the Quantum Computing Revolution: Unleashing the Opportunities for Cybersecurity, CISO Roundtable, The
BOMs are coming, Emerging Threats to Critical Infrastructure, and the Intelligent Transportation Systems
Cybersecurity Summit. Members of the delegation benefited from the unique opportunities and collaboration
that the U.S. Chamber has with Tel Aviv University to provide thought leadership and expertise on the part of
their organizations to a global audience. As evidenced by the quality of the audience questions, worldwide
community members are informed and influenced by the U.S. approach to cybersecurity policy requlations.

GLOBAL CYBER CABINET GALA DINNER

With special thanks to Honeywell, Quantinuum, Waterfall Security, and Microsoft, the U.S. Chamber hosted an
unforgettable gala dinner, which brought together 150 attendees, including esteemed guests such as Kemba
Walden, Acting National Cyber Director at the White House, Nate Fick, Ambassador-at-Large for Cyberspace
and Digital Policy, and officials from Commerce, DHS, FBI, and DOE. In their keynote remarks, Director General
Portnoy, Matt Bohne from Honeywell, and Andrew Ginter from Waterfall Security stressed the importance
of public-private partnerships, international collaboration, and common, technical, risk-based approaches to
cybersecurity policy.
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Israel uses Al to identify, prevent terror threats, says
Israeli security chief

Bar talks about new kind of terrorist that is 'born from the smartphone camera, not inside a
mosque’
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Shin Bet Chief Ronen Bar, the director of the Israel Security Agency (ISA), confirmed that Israel uses artificial
intelligence (Al) technology to identify and prevent threats of terrorism.

"The Al technology was assimilated into the Shin Bet's countermeasures machine naturally. We identified
a significant number of threats using Al," Bar said on Tuesday, during the annual International Cyber Week
conference hosted by Tel Aviv University.

“In order to make sure that Al will lead to evolution and not revolution, we will need cooperation and openness
between the technology giants and the security agencies,” he added.

Bar also said that traditional security organizations must adapt to modern times.

"Traditional security organizations are required to adapt to the new situation, where any angry person with
access to the Internet may become a threat," he said, stressing that it is impossible to “win this war with sticks
and stones."
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Bar specifically mentioned the Lion's Den terrorist group as an example, saying that it represents a new kind
of terrorist that is "born from the smartphone camera, not inside a mosque.”

"We are in the depths of the network and see very well what is happening in it: espionage, terrorism, incitement,
and foreign influence. The network, like the terrorists' nests in Jenin and the terror tunnels in Gaza, is not a
safe space for our enemies,” Bar said.

“The Iron Dome that the Shin Bet is developing in cyberspace is already taking its first steps, the array of
alliances is emerging and it has already come into action. We are already cooperating with a number of
significant countries in the field and we see the global cyber iron dome beginning to take shape,” Bar noted.
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Aussies heading to Israel Cyber Week

Israel Cyber Week is a premier global conference that brings together more than 10,000
attendees from over 80 countries

Eighteen cybersecurity professionals from Australia and New Zealand are heading off to Tel Aviv for Israel
Cyber Week.

Israel Cyber Week, a premier global conference that brings together more than 10,000 attendees from over 80
countries, providing a platform to showcase the latest advancements in the rapidly-evolving field of cybersecurity,
takes place from June 26 to June 29, 2023, in Tel Aviv.

Distinguished speakers at the event will include Gaby Portnoy, Director General of the Israel National Cyber
Directorate; Ivan Bartos, Deputy Prime Minister for Digitlisation of the Czech Republic; Craig Jones, Cybercrime
Director at INTERPOL; and Iftah Gideoni, Former CTO of Forter, currently residing in Australia.

The Australia/New Zealand business delegation has been organised by the Israel Trade and Economic Commission
in Sydney in partnership with the Trans-Tasman Business Circle.
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Last year, the Australian and New Zealand Delegation to Israel Cyber Week made history as the first-ever in-
person delegation from the region. This year, the delegation aims to build upon that achievement and foster
deeper collaboration and knowledge sharing.

The Australian Ambassador to Israel, Ralph King, will address the delegation, providing valuable insights and
strengthening ties between the two nations.

Additionally, the delegation will visit Lumir Ventures, Josh Liberman'’s Israel investment Fund in Melbourne,
and prominent Israeli cybersecurity companies such as Checkpoint, Orca, Sentra, and Sygnia. These visits are
designed to excite the delegates about the dynamic Israeli tech scene and its potential for future partnerships.

The itinerary includes a visit to Beer Sheva following a tour of the Anzac Museum and Cemetery. The delegates
will also have the opportunity to explore the cultural and historical wonders of Jerusalem, the Dead Sea, and
Masada.

Jeremy Ungar, who is responsible for cybersecurity at the Israel Trade and Economic Commission, expressed
his enthusiasm for Israel Cyber Week.

“Israel Cyber Week has firmly established itself as a must-attend event on our annual calendar. With Australia now
being the most-hacked country in the world, it is crucial for business leaders from all industries to understand
the cybersecurity ecosystem and find better ways to protect their companies,” he said.

"Israel Cyber Week offers an unparalleled opportunity to learn from the best in the field. This delegation not
only showcases the expertise of our region but also provides a unique learning experience to explore the
finest aspects of Israeli technology.”

The Israel Trade and Economic Commission promotes trade and investment opportunities between Israel and
international markets. The Trans-Tasman Business Circle is an influential and collaborative organisation that
facilitates connections and knowledge sharing between Australian and New Zealand business leaders.
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Israel developing cyber iron dome system to tackle
threats using Al

Tel Aviv: Ronen Bar, the head of Israeli security agency Shin Bet, said Tuesday that Tel Aviv was developing
the “global cyber iron dome" system in cooperation with a number of countries to identify and tackle threats
using artificial intelligence (Al).

"The Iron Dome that the Shin Bet is developing in cyberspace is already taking its first steps, the array of alliances
is emerging and it has already come into action. We are already cooperating with a number of significant
countries in the field and we see the global cyber iron dome beginning to take shape,” the i24NEWS broadcaster
quoted Bar as telling the annual International Cyber Week conference hosted by Tel Aviv University.

Bar said that the agency was effectively using Al technology to prevent terror threats, adding that "the Al
technology was assimilated into the Shin Bet's countermeasures machine naturally.”

"We identified a significant number of threats using Al ... In order to make sure that Al will lead to evolution
and not revolution, we will need cooperation and openness between the technology giants and the security
agencies," he said.

The chief added that the agency realized it was impossible to "win this war with sticks and stones.”

"We are in the depths of the network and see very well what is happening in it: espionage, terrorism, incitement,
and foreign influence. The network, like the terrorists’ nests in Jenin and the terror tunnels in Gaza, is not a safe
space for our enemies,” he said.

Iron Dome is an Israeli air defense system developed by Rafael Advanced Defense Systems and Israel Aerospace
Industries and deployed in 2011. The system is capable of intercepting and destroying short-range rockets and
artillery shells in a radius of up to 43 miles.

Israel Missile Defense Organization Director Moshe Patel said in late May that Iron Dome has carried out more
than 5,000 successful interceptions of incoming short-range missile attacks since the system was deployed.
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The Weekly Circuit

The head of cybersecurity for the United Arab Emirates, Mohamed Al Kuwaiti, leads an international cast of
government officials, corporate executives and investors gathering today on the campus of Tel Aviv University
for its annual CyberWeek conference. The early summer event will also feature Christopher Lukas, the chief
information security officer for Chevron, which co-owns a Mediterranean gas field off the coast of Israel with
Abu Dhabi's Mubadala sovereign wealth fund.

CyberWeek will kick off with addresses by the director of Israel's Shin Bet security agency, Ronen Bar, and
chief of the Israel National Cyber Directorate, Gaby Portnoy. Coming from overseas are the acting U.S. national
cyber director, Kemba Eneas Walden; Taiwan's digital affairs minister, Audrey Tang; the head of the Canadian
Centre for Cyber Security, Sami Khoury; and Interpol's cybercrime director, Craig Jones.

Also on the roster are the chief information security officer for Microsoft, Bret Arsenault; the NFL's chief
information security officer, Tomas Maldonado; Check Point Software Technologies CEO Gil Shwed; CyberArk
Executive Chairman Udi Mokady; and the head of intelligence for Crowdstrike, Adam Myers.

At the Paris Air Show last week, Saudi Arabia emerged with a series of multibillion-dollar aircraft deals and
showed off its newest carrier, Riyadh Air. Among the orders placed were 30 Airbus A320neo aircraft by the
budget airline Flynas and 30 Boeing jets by its flag carrier Saudia. The kingdom intends to serve as a global
logistics hub by doubling its air cargo capacity to 4.5 million tons by 2030, according to a statement by the
Saudi General Authority of Civil Aviation.

Israel Aerospace Industries used the French exposition to unveil its new $1 billion Oron stealth jet. The aircraft
is designed primarily for intelligence-gathering, with one-third of its weight taken up by dozens of high-
performance computers and eight stations for intelligence officers, according to the state-owned aerospace
company. Other products drawing crowds were two missile-defense systems: IAl's Arrow-3 and Rafael's new
SkySonic system, designed to intercept missiles that fly at several times the speed of sound.
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UAE, Israel battle computer hackers together with
'Crystal Ball' platform

Emirati cybersecurity chief Mohamed Al Kuwaiti meets Netanyahu, addresses international
conference at Tel Aviv University
ByShoshanna Solomon

TEL AVIV, Israel — Fighting computer crime together has helped reinforce ties between the United Arab
Emirates and Israel since they signed a normalization agreement almost three years ago, the UAE's head of
cybersecurity, Mohamed Al Kuwaiti said.

Visiting Tel Aviv last week for the annual Cyber Week conference, Al Kuwait introduced the “Crystal Ball" project,
a digital platform for detecting and repelling computer attacks. Microsoft, Israel's Rafael Advanced Defense
Systems and Abu Dhabi-based CPX are providing the technological backbone, and an unspecified number of
countries will also participate.

“Cyberthreats do not distinguish between nations, do not distinguish between entities or people,” Al Kuwaiti
said on Tuesday at Tel Aviv University gathering. “That is why we need to unite against those threats, and the
Crystal Ball, that we are aiming for the whole community, will be the first step toward that."

Al Kuwaiti, who met with Israeli Prime Minister Benjamin Netanyahu on Monday as part of a group of national
cyber directors attending the conference, said the platform will enable partner countries to “easily and seamlessly
share information.” The collaborative international effort will be strengthened by the combination of abilities,
processing power and volume of data, he said.

The mission is to "design, deploy and enable regional intelligence enhancement” through collaboration and
knowledge-sharing to combat national-level cyberthreats, according to a slide Al Kuwaiti showed during his
presentation. He said the value of cooperation between the two countries was demonstrated recently when
they worked together to ward off a DDOS (distributed denial of service) attack on their networks.

The UAE and Israel normalized diplomatic relations as part of the September 2020 Abraham Accords, leading
to the bolstering of both commercial and strategic ties between the countries. Al Kuwaiti said the connection
with Israeli tech companies has been especially helpful in his country's transition to a digital economy.

Amid the high-level meetings, two networking organizations for information security professionals in the UAE
and Israel sighed a memorandum of understanding to promote collaboration. UAE-based EliteCISOs and Israel's
Cyber Together said in a statement that they would cooperate on knowledge-sharing, professional training
and cybersecurity workshops to help confront emerging threats to both countries.

The meeting with Netanyahu was held at the headquarters of the Israel Security Agency, or Shin Bet, whose
director, Ronen Bar, spoke at the Cyber Week conference about the agency'’s increasing use of artificial
intelligence.

“The ISA and Al have one thing in common,” Bar said. “We both make a living by looking for patterns and
anomalies." He said the agency has also developed its own Generative Al tool that can be used like OpenAl's
ChatGPT.

Another Al innovation being tested by the ISA is an airport security system that he said would “dramatically
change” the screening process before flight check-in.

"Maybe one day we will abandon the traditional favorite question for all of you: Did you pack by yourself" he said.

Bar said the ISA is setting up a technology incubator to help startups develop generative Al products to address
security and intelligence needs. He said Al will help the agency in several areas: prioritizing information;
boosting intelligence capabilities by identifying patterns and deviations from patterns; becoming a tool in the
decision-making process; and helping to forecast trends and the likelihood of their realization.For the agency,
he said, generative Al will be a “partner” at the decision-making table, but not a “decision-maker."

Speaking at the conference on Monday, a former Pentagon official warned that both government and business
aren't paying enough attention to Al's potential dangers.

"I think that Israel should be very concerned about what algorithms Iran may be trying to develop or acquire
overseas," said Ezra Cohen, the former acting under secretary of defense for intelligence and security who is
now vice president for corporate strategy at Oracle Corp.

“Now I'm not saying that we should be treating Al today like a nuclear weapon or anything like that, but there
should be certain procedures that are put in place and | think a lot of these companies are really very juicy
targets for the adversary,” Cohen said.
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UAE, Israel launch global initiative to fight
cyberattacks

Sharing information between multiple nations is the best way to defeat increasingly
sophisticated ransomware hackers targeting government information

Israel and the United Arab Emirates have established a global platform to fight against ransomware hackers,
according to an announcement made Wednesday by Israel's government.

This comes a day after Israel helped the UAE fend off a major cyberattack, according to the UAE head of
cybersecurity Sheikh Mohamed Al Kuwaiti, reported the Jerusalem Post.

The UAE is going through "a great digital transformation” in all sectors, Kuwaiti said at the Tel Aviv Cyber Week
conference Tuesday. "And, in fact, we need to do a safe and secure transformation.”

The Crystal Ball initiative announced on Wednesday seeks to enhance the sharing capabilities of cyber-
intelligence collected by multiple countries to improve the collective defenses against digital crime. The
advanced cloud platform is a collaboration between Microsoft Israel, the Israeli National Cyber directorate,
and the UAE Cyber Council.

While introducing the Crystal Ball platform in Israel on Wednesday, Microsoft Israel CEO Alon Haimovich said
that this response is needed to combat the growing sophistication of hackers.

The platform will offer "the power, capabilities, and knowledge to fight ransom attacks in real time with
continuous, convenient and high-quality cooperation,” he said, in an Israeli government press statement.

The platform is designed by Microsoft as part of the International Counter Ransomware Initiative (CRI), a global
enterprise led by the White House that includes 15 member states including the UAE, Germany, Great Britain,
Singapore, and also the International Criminal Police Organization, better known as Interpol.

The CRI was founded in late 2022 to strengthen the global response to cybercrime. The Covid-19 pandemic,
and other factors that contributed to relying on cloud-based solutions, has severely heightened the exposure
of government and private entities alike.

Cyberattacks targeting government agencies increased by 95% in the second half of 2022 compared to the
same period the year before. About 40% of these threats targeted India, the United States, Indonesia and China.

Vibin Shaju, the vice president of solutions engineering for Europe, the Middle East, and Africa at global
cybersecurity company Trellix, said that emerging, quickly digitizing economies are prime targets.

"At the moment the UAE, Saudi Arabia and Qatar — during the World Cup — are the countries that are putting
a lot of money and going digital with mega and giga-projects. This has big entities investing heavily, which is
also attracting the interest of attackers," he told Al-Monitor.

A shared data initiative, such as the UAE-Israel led Crystal Ball platform, could help faster identify the source,
type or mechanism of these attacks, especially ones that are recycled and reused in multiple countries, added
Shaju.

This is the case with rapidly advancing artificial intelligence, which allows hackers to automate the generation
of ransomware and attack multiple entities more easily. Yet at the same time, artificially generated ransomwares
are similar and can be spotted.

"The base model and the symptoms are the same. It has been done before and is easy to identify," said Shaju,
especially as more entities and countries share their knowledge of cyberattacks with one another.

Although the fast evolution of automated ransomwares makes it difficult to keep up, he added, initiatives like
the UAE-Israel-led Crystal Ball can increase its chances.
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Israel Security Agency admits to using generative Al to
thwart threats

According to the head of the Shin Bet - the Israeli counterpart of the U.S. FBI or Britain’s MI5
- the agency has created its own generative Al platform, akin to ChatGPT or Bard

The Israel Security Agency (Shin Bet) has incorporated artificial intelligence into its tradecraft and used the
technology to foil substantial threats, its director said on Tuesday, highlighting generative Al's potential for
law-enforcement.

Among measures taken by the Shin Bet - the Israeli counterpart of the U.S. Federal Bureau of Investigations
or Britain's MI5 - has been the creation of its own generative Al platform, akin to ChatGPT or Bard, director
Ronen Bar said.

"Al technology has been incorporated quite naturally into the Shin Bet's interdiction machine,” Bar said in
a speech to the Cyber Week conference hosted by Tel Aviv University. “Using Al, we have spotted a not-
inconsequential number of threats."

Al has helped streamline Shin Bet work by flagging anomalies in surveillance data and sorting through "endless”
intelligence, he said, adding that the technology also had a secondary role in decision-making “like a partner
at the table, a co-pilot."

Acknowledging the public-domain backbone of the fast-emerging technology, Bar urged cooperation between
commercial high-tech and government agencies such as his "to ensure Al leads to evolution and not to revolution.”

With Israel still pondering its Al policies, Bar called for the expected regulations to include a review of Shin
Bet-related laws as well as a redefinition of official secrecy.

Israel is considered a world-leader in Al, thanks to burgeoning computing and robotics industries that draw
on talent developed in the technologically-advanced conscript military.
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